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Computer Networking and Data Communication (22634)

Preface

The primary focus of any engineering laboratory/ field work in the technical education
system is to develop the much needed industry relevant competencies and skills. With this in
view, MSBTE embarked on this innovative ‘I’ Scheme curricula for engineering diploma
programmes with outcome-base education as the focus and accordingly, relatively large
amount of time is allotted for the practical work. This displays the great importance of
laboratory work making each teacher; instructor and student to realize that every minute of the
laboratory time need to be effectively utilized to develop these outcomes, rather than doing
other mundane activities. Therefore, for the successful implementation of this outcome-based
curriculum, every practical has been designed to serve as a ‘vehicle’ to develop this industry
identified competency in every student. The practical skills are difficult to develop through
‘chalk and duster’ activity in the classroom situation. Accordingly, the ‘I’ scheme laboratory
manual development team designed the practicals to focus on the outcomes, rather than the
traditional age old practice of conducting practicals to ‘verify the theory’ (which may become
a byproduct along the way).

This laboratory manual is designed to help all stakeholders, especially the students,
teachers and instructors to develop in the student the pre-determined outcomes. It is expected
from each student that at least a day in advance, they have to thoroughly read through the
concerned practical procedure that they will do the next day and understand the minimum
theoretical background associated with the practical. Every practical in this manual begins by
identifying the competency, industry relevant skills, course outcomes and practical outcomes
which serve as a key focal point for doing the practical. The students will then become aware
about the skills they will achieve through procedure shown there and necessary precautions to
be taken, which will help them to apply in solving real-world problems in their professional
life.

This manual also provides guidelines to teachers and instructors to effectively
facilitate student-centered lab activities through each practical exercise by arranging and
managing necessary resources in order that the students follow the procedures and precautions
systematically ensuring the achievement of outcomes in the students.

Data communication deals with the transmission of digital data through a network.
Many applications like Airline Reservations, Railway reservations, e-banking, e-governance,
Online Shopping, e-learning can be managed by a single click. Diploma Engineers should be
able to select, classify, install, troubleshoot and maintain different industrial data
communication networks. This course gives the important concepts and techniques related to
data communication and enable students to maintain and troubleshoot computer networks.

Although all care has been taken to check for mistakes in this laboratory manual, yet it
is impossible to claim perfection especially as this is the first edition. Any such errors and
suggestions for improvement can be brought to our notice and are highly welcome.
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Computer Networking and Data Communication (22634)

Practical No.1: Analyse the type of network topology used in your lab and
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prepare technical specifications for it.

Practical Significance

Internet-based communication is assuming an increasingly important role in the
developing world. It is thus crucial that students be exposed to contemporary
networking equipment in a realistic setting, in order to connect theoretical concepts
taught in lecture courses with the realities of physical hardware. This practical will
enable the student to identify the various networking devices available in the lab and
the way they are connected in the network

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

This practical is expected to develop the following skills for the industry identified
competency

Maintain Computer Network systems

Identify the various networking devices and connect them in a network.

Relevant Course Outcome
Maintain wired computer network topologies.

Practical Outcome

Analyze the type of network topology used in your lab and prepare technical
specifications for it.

Relevant Affective domain related Qutcomes

o Follow ethical practices.
o Handle equipment carefully.
o Follow safety practices.

Minimum Theoretical Background

A network refers to two or more connected computers that can share resources such as
data, a printer, an Internet connection, applications, or a combination of these
resources. To enable computers to get connected, different network controlled devices
and transmission media are used. The following network accessories and control
devices are required for performing the various functions of a computer network.

Mabharashtra State Board of Technical Education 1



Computer Networking and Data Communication (22634)

Table 1.1: Network Accessories

Name of the
device/
Accessory

Image

Use/ Purpose

Cable

CatSe Cats

N \EX\{'

A twisted pair cable used as a
communication  medium  that
allows data to flow through it

Connector

fﬁf!@/ V-

.......
,,,,,

RJ45 is a type of connector
commonly used
or Ethernet networking. RJ refers
to Registered Jack. Ethernet is the
standard way to  connect
computers on  anetwork over
a wired connection.

Network
Interface
Card (NIC)

NIC is an expansion board that can
be inserted into a computer so the
computer can be connected to a
network. Most NICs are designed
for a particular type of network,
protocol, and media, although
some can serve multiple networks.

Hub/ Switch

Hub is a common connection
point for devices in a network. A
hub contains multiple ports.
Switch is a device that filters and
forwards packets between LAN
segments.

Router

Router is a device that forwards
data packets along networks. A
router is connected to at least two
networks .

Repeater

A repeater is a device that receives
a signal and retransmits it.
Repeaters are used to extend
transmissions so that the signal can
cover longer distances or be
received on the other side of an
obstruction.
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Computer Networking and Data Communication (22634)

Name of the

device/ Image Use/ Purpose
Accessory

A device that connects two local-
area networks (LANs), or two
segments of the same LAN that
use the same protocol

LTI

Bridge

VIII a) Network Diagram for Lab.:
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Fig 1.1: Block schematic showing the networked devices
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(b) Actual Network used in laboratory
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Computer Networking and Data Communication (22634)

IX Resources required

X

XI

(Switch, Hub, Router etc..)

;l(;' Instrument /Components Specification Quantity
1. | Desktop computers Computers in the lab Min 3 No.s
Networking devices Available in the lab 1 No. each

3. | Connecting Cables and
connectors

Unshielded twisted Pair cable,
Network tool kit, RJ 45 Connectors

Precautions to be followed
e Try to locate the various ports on the computer before making connections
e Use the network tools with care

Procedure
1. Check the configuration of the computers being used in the lab by using the following
procedure.
1) Switch ON the Computer.
i1) Right Click on “My Computer”. Select ““ Properties”
ii1) The following screen appears. Note down the specifications of the computer in the
table

CTEES

;% » Control Panel » System and Security » System

Contrel Panel Home

Device Manager
Remote settings
System protection

Advanced system settings

Action Center
Windows Update

Performance Information and
Tools

View basic information about your computer

Windows edition

Windows 7 Professional

Copyright © 2009 Microsoft Corperation. All rights reserved.

Service Pack 1

System
Rating:
Processor
Installed memory (RAM):
System type:

Pen and Touch:

P78 Windows Experience Index

Intel(R) Core(TM)2 Duo CPU  E7500 @ 293GHz 213 GHz
4,00 GB

64-bit Operating System

Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name:
Full computer name:
Computer description:

Workgroup:

® Change settings

Raghavan-PC
Raghavan-PC

WORKGROUP

Fig 1.2: Information about the computer (Right Click on my computer » properties

1. Observe and understand various components of networking with its purpose

2. Use the network toolkit to understand the use of various tools

3. Observe the lab Network. Draw the positioning of various devices in the
network in the lab. And note its specification.

Mabharashtra State Board of Technical Education 5
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XII Resources used

Sr. No. Instrument /Components Specification Quantity

XIIT Actual procedure followed

XIV Precautions followed (use blank sheet provided if space not sufficient)
1. Do not change other settings in IP addresses without intimating subject teacher.
2. Use proper cables wherever applicable (Cross-over , Straight).

XV  Observations (use blank sheet provided if space not sufficient)
Computer Configuration

Component / Part Name of Manufacturer Specification

Processor

Hard Disk

Operating System

RAM

Component / Part Name of Manufacturer Specification

Network Components

Component Name of Manufacturer Specification

Switch/Hub Number of Ports :
Speed :

Cable Speed

Connector Type:

Router

Any Other

Note: Refer instruction manual for above observation

XVI Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

Mabharashtra State Board of Technical Education 6
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XVII Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
1. State the different ports available on the computer. Give their functions.
2. State the position of the Switch in the connected Network
3. State the number of computers and network control devices connected in network.

[Space for Answers]
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XVIII References / Suggestions for further Reading
1. https://www.youtube.com/watch?v=aHJElrgj6UA
2. https://www.youtube.com/watch?v=_VRToy-9SD0

XIX Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 | Proper handling of the equipment 20%
2 | Identifying the various Network components 20%
3 | Identifying the various ports of computer 20%
Product related: (10 Marks) 40%
4 | Results 20%
5 | Practical related questions 10%
6 | Submission of report in time 10%
Total (25 Marks) 100 %
Name of Team Members
L
2
T
A
Marks Obtained Dated signature

of Teacher

Process Product Total
Related (15) | Related (10) (25)
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Practical No.2: Connect computers in bus topology and transfer the data.

I
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Practical Significance

Network topology is the physical layout in which computers of a small area are
connected to each other. There are 2 types of topologies — Physical and Logical
topology. Physical topology refers to the positioning of the various network
components and cable installation. Logical topology shows how the data flows within
a network. There are different types of topologies like Bus, Star, Ring, Mesh, Tree and
Hybrid to connect computers with each other. In this practical, the student will be able
to connect computer in bus topology.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

¢ Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

This practical is expected to develop the following skills for the industry identified
competency

Maintain Computer Network systems

Connecting computers in Bus topology

Relevant Course Qutcome
Maintain wired computer network topologies.

Practical Outcome
Connect computers in bus topology and transfer the data.

Relevant Affective domain related Outcome(s)
e Follow ethical practices.

e Handle equipment carefully.

e Follow safety practices.

Minimum Theoretical Background

Bus topology refers to a network setup where nodes or devices are interconnected
using a single cable. It is because of this setup why bus topology is often referred to as
line topology or backbone. Depending on the nodes or devices that need to be
connected, a coaxial cable or an RJ45 cable is typically used to connect the devices.
Bus topology usually consists of two ends and signals travel from one end to another.
Bus topology is unidirectional and data is transferred from one end to another in a
single direction. A device wanting to communicate with another device on the network
sends a broadcast message onto the wire that all other devices see, but only the
intended recipient actually accepts and processes the message.

Mabharashtra State Board of Technical Education 9
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Fig 2.1: Bus Topology

L] ]
lilite

Server Server Server

VIII a) Block Diagram
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Desktop PC Desktop PC Desktop PC Desktop PC Desktop PC

Fig 2.2: Typical topology network

BNCT
Cable
BNC connector ﬁ 50-0hm Ground
BNC terminator wire

Fig 2.3: Connectors (BNC, BNC-T, Terminator)
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(b) Actual Network used in laboratory

IX Resources required

13:;'. /(Ijl(l)sI:lr[:l(:?lz?l:S Specification Quantity

1. | Desktop Computers in the lab 3
computers

2. | Connecting Connectors with one end BNC and other end RJ 45
Cables and Connectors,(Or a linker between BNC connector and
connectors RJ 45), co axial cable, BNC connectors, BNC-T

Connector and Terminator
3. | Network toolkit | Standard 01
X Precautions to be Followed

e Handle computers with care.
e Use the network tools with care

XI Procedure
Physical formation of Bus Topology

1. Take a coaxial Cable of length 1.5 m. Take a terminator connector and connect to
One end of the cable.

Fig 2.4 BNC terminator
2. To the other end of coaxial cable connect a BNC-T connector.(One end)

BNC T

Fig 2.5 BNC-T Connector
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3. Take Ethernet cables and connect one end of the cable to port-RJ 45 to connect to
the NIC of the Computer. The other end is connected to BNC connector which in
turn is connected to the BNC —T Connector

Fig 2.6 BNC Connector

Fig 2.7 One end of cable connected to BNC connector and the other end to RJ 45

4. The compterl is now connected one end of the BNC- T connector and then to the
terminator. Repeat step 3 to connect more computers/ networking devices.

5. After connecting 3 computers, connect BNC terminator to the BNC-T open end.

6. Now switch “ON” the computers. The computers are connected in Bus topology

7. Share file or folder between two computers.

XII Resources used

Instrument /Components Specification Quantity

Mabharashtra State Board of Technical Education
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XIIT Actual procedure followed

XV  Observations (use blank sheet provided if space not sufficient)
Remove the BNC connection and the RJ 45 connection and re connect to check the
rigidity of the connection established.

XVI Result
The number of Cables required to connect 4 computers in Bus topology is -------------

The number of BNC-T connectors required for connecting 3 computers is ------------
The number of BNC connectors required for connecting 3 computers is ---------

XVII Interpretation of Results

XVIII Conclusions and Recommendations (Actions/decisions to be taken based on the
interpretation of results).

Mabharashtra State Board of Technical Education 13
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XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
1. State the limitations of the bus topology
2. State one situation where bus topology can be implemented.
3. Name the different tools available in the tool kit.

[Space for Answers|
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XX  References / Suggestions for further Reading
1. https://www.youtube.com/watch?v=EQ3rW22-Py0
2. https://www.youtube.com/watch?v=60gqMji- NA
3. https://www.youtube.com/watch?v=5b5d0CJed1k
4. https://youtu.be/vjibfw5STG4JA

XXI Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 | Proper handling of the equipment 20%
5 | Identifying the various Network components 20%
3 | Identifying the various ports of computer 20%
Product related: (10 Marks) 40%
4 | Results 20%
5 | Practical related questions 10%
6 | Submission of report in time 10%
Total (25 Marks) 100 %
Name of Team Members
L
2
P
A
Marks Obtained Dated signature

of Teacher

Process Product Total
Related (15) | Related (10) (25)
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Practical No.3: Connect computers in star topology and test the
performance.

Practical Significance

Network topology is the physical layout in which computers of a small area are
connected to each other. There are two types of topologies — Physical and Logical
topology. Physical topology refers to the positioning of the various network
components and cable installation. Logical topology shows how the data flows within
a network. There are different types of topologies like Bus, Star, Ring, Mesh, Tree and
Hybrid to connect computers with each other. In this practical, the student will be able
to connect computer in star topology and test its performance.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team m

e Remember in diverse/ multidisciplinary teams.

Competency and Practical skills

This practical is expected to develop the following skills for the industry identified
competency:

Maintain computer network systems

Connecting computers in Star topology

Preparing CAT 6 cable patch cord of given length with RJ 45 connector on both sides

Relevant Course Outcome
Maintain wired computer network topologies.

Practical Outcome
Connect computers in star topology and test the performance.

Relevant Affective domain related Outcomes
e Follow ethical practices.

e Handle equipment carefully.

e Follow safety practices.

Minimum Theoretical Background

In star topology, every node (computer, workstation or any other peripheral) is
connected to the central node or a device called Hub or Switch. All the data on the star
topology passes through the central device before reaching the intended destination. A
hub forwards data packets to all the ports . A switch is intelligent. It recognizes which
computer is connected to which port based on the MAC address and saves this
information in a table format. When a switch receives the data packet, it determines
the recipient and forwards the packet to the correct computer. An advantage of the star

Mabharashtra State Board of Technical Education 16
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topology is the simplicity of adding additional nodes. The main disadvantage of star
topology is that the central device represents a single point of failure.

Computer

\\-

Computer

HUB
‘ Computer

\-

Computer

Printer

VIII

Fig 3.1: Star Topology

Packet Tracer

Packet Tracer is a powerful network simulator that can be utilized to create networks
with an almost unlimited number of devices and to experience troubleshooting without
having to buy real Cisco routers or switches. The tool is created by Cisco Systems.
The purpose of Packet Tracer is to provide a tool to learn the principles of networking.
Packet tracer allows us to create network by just dragging and dropping devices and
connection to specific port of the devices so that necessary configuration shall be
performed on each device and test as per the requirement. Group of computers are
connected to switch and are assigned IP addresses of same network in which each
computer in the network are directly reachable.

Packet Tracer is a protocol simulator developed by Dennis Frezzo and his team at
Cisco Systems. Packet Tracer (PT) is a powerful and dynamic tool that displays the
various protocols used in networking, in either Real Time or Simulation mode. This
includes layer 2 protocols such as Ethernet and PPP, layer 3 protocols such as IP,
ICMP, and ARP, and layer 4 protocols such as TCP and UDP. Routing protocols can
also be traced.

a) Block Diagram

I

Workstation

[r—— [—
| A—— A—
Workstation = Workstation

Fig 3.2: Typical topology network
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Star Topology

Fig 3.3 Star Topology physical connections

(b) Actual Network used in laboratory

Mabharashtra State Board of Technical Education
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IX Resources required
;l(;'. /ézﬂﬁﬁzzts Specification Quantity
1. | Desktop computers Computers in the lab 10
Networking devices 8, or 16 or 24 port switch 1 No. each
(Switch, Hub )
3. | Connecting Cables Unshielded twisted Pair cable, As per no. of PCs to
(CAT 5 0r CAT 6) and | Network tool kit, RJ 45 Connectors be connected in LAN
RJ 45 connectors plus one for server
4. | Packet Tracer Packet Tracer 5.1 or higher version
(Optional)
X Precautions to be Followed
e Handle computers with care.
e Use the network tools with care
XI Procedure
Physical formation of Star Topology
1. Power ON the computers that are to be connected in Star topology and confirm
whether operating system is installed and NIC card is connected
2. Consider a central device such as a switch or hub for the above connection.
3. Take Ethernet cables and connect one end of the cable to port of the switch or hub
and connect to computer's NIC port.
4. The lights of the switch or hub and computer's NIC port should turn on.
5. This is the physical formation of star topology.

To check the performance:

1.

Check workgroup of computer under which all computers are connected to each
other.

Assign IP Address to computer using TCP/IP configuration.

The computers should be connected to switch or Hub must come under same
workgroup.

IP address of each computer must be unique.

Use ping command to check whether computers are connected in network.
Once whole network is formed, then go to network and check whether all
computers are connected in network or not.

OR

Alternative procedure (Simulation based):
(Download link for CISCO Packet Tracer Version 6.1.1)-suggested

https://agetintopc.com/cisco-packet-tracer-6-1-free-download

Star Topology can also be formed by using Cisco Packet Tracer

Step 1: Start Packet Tracer

Step 2: Choosing Devices and Connections

Mabharashtra State Board of Technical Education 19
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Build network topology by selecting devices and the media in which to connect them.
Several types of devices and network connections can be used.
Single click on each group of devices and connections to display the various choices.

*“‘?-ﬂlﬂlmfﬁ

Switches

=

| i2350-24

P"a o Wl (O

F__.#
| iGeneric! |Generic)

L d

29507

End Devices

ﬂ s 4O [

> « Il [ = -

| Connections |

’ —_— Z2620XM

Fig. 3.4 Components in CISCO Packet Tracer Simulator

Step 3: Building the Topology —

Adding Hosts

e Single click on the End Devices.

Single click on the Generic host.

Move the cursor into topology area. Notice it turns into a plus “+” sign.
Single click in the topology area and it copies the device.

Add three more hosts.

-

I_J.

J

o ] L2 e e ]
PC-PT PC-FT PC-PT PC-PT
PCO PCL PC2 PC3

Fig. 3.5 Component (End Terminal/ PC) in CISCO Packet Tracer Simulator

Step 4: Building the Topology — Connecting the Hosts to Hubs and Switches
Adding a Switch

=

Perform the following steps to connect PC2 to Switch0:
1. Click once on PC2

2. Choose FastEthernet

3. Drag the cursor to Switch0

4. Click once on Switch0 and choose FastEthernet(/1

Select a switch, by clicking once on Switches and once on a 2950-24 switch.
Add the switch by moving the plus sign “+” below PC2 and PC3 and click once.
Connect PC2 to Hub0 by first choosing Connections.
Click once on the Copper Straight-through cable.

Mabharashtra State Board of Technical Education
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5. Notice the green link lights on PC2 Ethernet NIC and amber light SwitchQ
FastEthernet0/1 port. The switch port is temporarily not forwarding frames,
while it goes through the stages for the Spanning TreeProtocol (STP) process.

6. After about 30 seconds the amber light will change to green indicating that the port
has entered the forwarding stage. Frames can now forwarded out the switch port.

7. Repeat the steps above for PC3 connecting it to Port 3 on Switch0 on port
FastEtherent0/2. (The actual switch port you choose does not matter.)

8. Move the cursor over the link light to view the port number. Fa means Fast
Ethernet, 100 Mbps Ethernet.

4 3 =2 =
PC-PT RC-PT pC-AT ol
pCO pCL PC2 PG

\

o

2950-24
Switch0

PC-FT pC-br
PO pCt

A

2930-24
Switchd

J

L —

pC2

J

F—

1 ¢ i
e RCT

FC3

Fig 3.6: Connection between switch and PCs

Step 5: Connect and Configuring IP Addresses and Subnet Masks on the Hosts
Before we can communicate between the hosts we need to configure I[P Addresses and
Subnet Masks on the devices. Click once on PCO.

Choose the Config tab and click on Settings. It is here that name of PCO can be
changed.

Click on Interface and then FastEthernet. Add the [P Address to 172.16.1.10. Click
once in the Subnet Mask field to enter the default Subnet Mask.

Also, notice this is where the Bandwidth (speed) and Duplex of the Ethernet NIC
(Network Interface Card) can be changed. The default is Auto (auto-negotiation),
which means the NIC will negotiate with the hub or switch. The bandwidth and/or
duplex can be manually set by removing the check from the Auto box and choosing
the specific option.

Physical | Confio | Dasktep

F Configurabon
C#HCP

& Static
1P addres= 172 16110
Swbnet Mask 255, 255.0.0

GLBaL
Satlings FastEthamat )
ANTERFACE Port Status & oo
FastEthermnet Bandwidth ¥ Autn
10 Mbspes @ 100 Mbg:
Dapilen [#] At
Fifl Duples & Half Crogsle
MAC Address 0030, F 202 ATZE

Repeat these steps for the other hosts. Use the information below for IP Addresses and

Subnet Masks.

Fig. 3.7: Configuring PC0
To close this dialog box, click the “X” in the upper right.

Mabharashtra State Board of Technical Education
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Host IP Address Subnet Mask

PCO0 172.16.1.10 255.255.0.0

PC1172.16.1.11 255.255.0.0

PC2 172.16.1.12 255.255.0.0

PC3172.16.1.13 255.255.0.0

Verify the information

To verify the information that you entered, move the Select tool (arrow) over each

host.
| ! ] -
HoapT pC-PT oepT

/P‘ Limk IF Rddress IBvE Rddress
Up 172.16.1_.11/14& <not Setr
Gateway: <not set>
LNS Serwver: <not set>
Phyaical Location: Intercity, Home City,

Fig. 3.8: Verification of information of PCs

Deleting a Device or Link

To delete a device or link, choose the Delete tool and click on the item you wish to
delete.

Step 6: Verifying Connectivity in Real-time Mode

Be sure you are in Real-time mode.

Select the Add Simple PDU tool used to ping devices..

Click once on PCO0, then once on PC3.

The PDU Last Status should show as Successful.

’T_[Z\} — v | ©

Realtime

iFire Last Status  Source Destination  Type I
‘@ Successful PCO  PC3 ICMP

] s - 3

Fig. 3.9: Real-time mode

Resetting the Network

At this point we will want to reset the network, whenever you want to reset the
network and begin the simulation again, perform the following tasks:

Click Delete in the PDU area.

Step 8: Verifying Connectivity in Simulation Mode

Be in Simulation mode.

Deselect all filters (All/None) and select only ICMP.

Select the Add Simple PDU tool used to ping devices..

Click once on PC0, then once on PC3.
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Continue clicking Capture/Forward button until the ICMP ping is completed. The
ICMP messages move between the hosts, hub and switch. The PDU Last Status
shows as Successful.

XII Resources used

Sr. No. | Instrument /Components Specification Quantity

1.

2.

XIII Actual procedure followed (use blank sheet provided if space not sufficient)

XV  Observations (use blank sheet provided if space not sufficient)
Name of Computer
MAC address

IP Address

Name of Workgroup

Port number of switch/ hub
where one end of the
computer’s NIC port is
connected

Total number of computers
connected in Star topology

XVI  Result
The number of Patch Cables required to connect 4 computers in Star topology is

The arrangement of components in above network topology is done in (physical/
Logical) ..............
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XVII Interpretation of Results

XVIII Conclusions and Recommendations (Actions/decisions to be taken based on the
interpretation of results).

XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
1. Give the method to check whether the physical formation of star topology is
completed or not?
2. State the difference between Hub and Switch
3. State the number of ports in the switch/ Hub that is used in the lab

[Space for Answers]
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XX  References / Suggestions for further Reading
1. https://www.youtube.com/watch?v=EQ3rW22-Py0
2. https://www.youtube.com/watch?v=60gqMji- NA
3. https://www.youtube.com/watch?v=5b5d0CJed1k
4. https://youtu.be/vibfwSTG4JA

XXI Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 | Proper handling of the equipment 20%
5 | Identifying the various Network components 20%
3 | Identifying the various ports of computer 20%
Product related: (10 Marks) 40%
4 | Results 20%
5 | Practical related questions 10%
6 | Submission of report in time 10%
Total (25 Marks) 100 %

Name of Team Members

Dated signature

Marks Obtained of Teacher

Process Product Total
Related (15) | Related (10) (25)
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VI

VII

Practical No.4: Install/configure/Test Peer to Peer LAN and sharing
of resources.

Practical Significance

Peer to Peer networks are used to connect two or more computers together to share
data and resources. Peer to peer computer network model uses the same Workgroup
for all the computers and a unique name for each computer in a computer network.
There is no master or controller or central server in this computer network and
computers join hands to share files, printers and Internet access. Software for peer-to-
peer network is included with most modern desktop operating systems such as
Windows and Mac OS. Peer to peer relationship is suitable for small networks having
less than 10 computers on a single LAN. The student will be able to configure
computers in peer to peer network also share data and printer.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

This practical is expected to develop the following skills for the industry identified
competency

Maintain Computer Network systems

e Configure peer to peer LAN.

e Share resources using peer to peer.

Relevant Course Outcome
Maintain wired computer network topologies.
Use the relevant network model for the specified data communication system.

Practical Outcome
Install/configure/Test Peer to Peer LAN and sharing of resources.

Relevant Affective domain related Outcome(s)
e Work in team

e Handle equipment carefully.

e Follow safety practices.

Minimum Theoretical Background

A peer to peer network is a type of decentralized and distributed network architecture
in which the individual nodes (computers, printers) act in the networks act as both
suppliers and consumers of resources. It differs from the client server networking
model where certain devices have the responsibility of providing all serving data and
other devices consumes or act as a client. Computers in peer to peer network run the
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same networking protocol and software. These networks are usually situated
physically close to each other. P2P networks are robust. If one attached device goes
down, the network continues. It is possible to configure computers in peer-to-
peer workgroups to allow sharing of files, printers, and other resources across all the
devices. Peer networks allow data to be shared easily in both directions, whether for
downloads to a computer or uploads from the same computer. Since each device
participates in routing traffic through the network, hackers can easily launch denial of
service attacks. P2P software acts as server and client, which makes peer-to-peer
networks more vulnerable to remote attacks than client-server networks. Data that is
corrupt can be shared on P2P networks by modifying files that are already on the
network to introduce malicious code.

VIII a) Block Diagram

Scanner

Inkjet printer

Laser prness

Fig 4.1: Peer to Peer Network

Peer to Peer Network
Computer A “Wo rkgro u p” Computer B

Fig 4.2: Block diagram showing Peer to peer network
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(b) Actual Network used in laboratory

IX Resources required

Sr. Instrument . . .
No. | /Components Specification Quantity
1. Personal Standard computers with NIC card 2
computers
Connecting UTP CATS Cable (crossover cable) with
2. | Cables and 4
RJ-45 connectors
connectors
X Precautions to be Followed

Locate the various ports on the computer before making connections

Make the connections with care

Handle equipment with care

Configure settings carefully to avoid conflict.

XI Procedure
The two computers are connected to each other using UTP cables as shown in the
block schematic.
Name the two computers as Computer-A & Computer-B
Check the computer name settings for each PC and make adjustments as necessary.
For each Computer/PC, select Start and Control Panel.

1.

2.

Double-click the System icon, and then click the Computer Name tab.

Write the name of the computers as Compute-A, Computer-B on respective
machines
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System Properties Ll ] E |
System Restore Automatic Updates Remote
Ceneral Computer MHame Hardwsars [ T ————

Sk Wroindows uses the follovwing information to identify vour computer
h1) o the network.

Computer descripkion:

Faor example: "'Kitchen Computer'’ ar 'k am’s
Computer .

Full computer name: Cormputerl

S arkaroup: wORKKGROUR

T o uze the Mebwork |ldentification *“»fizard to join a F =taork 101
dormain and create a local user account. click MNetwaork

10

To rename this computer or join a domain, click Change.

[ (=] ] [ Cancel ]

Fig.4.3: System Properties Window

Click OK to close the System Properties window.

Connect the Ethernet cable

e Use the Ethernet crossover cable provided. Plug one end of the cable into the
Ethernet NIC of Compute-A. Plug the other end of the cable into the Ethernet
NIC of Compute-B.

Verify physical connectivity

After the Ethernet crossover cable is connected to both PCs, take a close look at
each Ethernet port. A light (usually green or amber) indicates that physical
connectivity has been established between the two NICs. Try unplugging the cable
from one PC then reconnecting it to verify that the light goes off then back on.

Go to the Control Panel, double click the Network Connections icon, and
confirm that the local area connection is established. The following figure shows
an active local area connection. If physical connectivity problems exist, you will
see a red X over the Local Area Connection icon with the words “Network cable
unplugged.”

* Network Connections |‘L| |E|E|

File Edit View Faworites Tools Advanced Help ,*

‘ Back - ? .,_\J Search Falders -
o " F |2 EEH

Address |'@__, Metwork Connections ~ | Morton Ankivirus E, -
#+| LAM or High-5peed Internet

Network Tasks

#) _ m
5] Create anew - ]

conneckion )
Local Area wireless
g Set up a home or small Connection Metwork
office metwork Conneckion
& Change Windows
Firewall settings

see Also

) Metwork
Troubleshooter

Other Places

c}- Control Panel —
h.J My Mekbwork Places
) My Documents

§ My Computer

Fig.4.4: Network Connection Window
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5. Configure IP settings
e Configure the logical addresses for the two PCs so that they are able to
communicate using TCP/IP. On one of the PCs, go to the Control Panel, double
click the Network Connections icon, and then right click the connected Local Area
Connection icon. Choose Properties from the pull-down menu.
e Using the scroll bar in the Local Area Connection Properties window, scroll
down to highlight

Internet Protocol (TCP/IP). Click the Properties button.

- Local Area Connection Properties

General | Authentication || Sdwvanced
Cornnect using:

EHE Realtek RTLS139-2810x% Family Fast

T hiz connection uses the Following items:

@ LoS Facket Scheduler -~
= AEGIS Protocol IEEE 202.1x] w2.3.1.3
e s Irtermet Protocaol [TCRPAP]

pos
< >

D e=zcription

Transmission Control Protocol/lnternet Protocol. The default
waide area network protocol that provides communication
across diverse interconnected netvaorks.

Showe icon in notification area when connected
M otify me when this connection has imited or no connectivvitge

[ ok ][ cancel ]

23]

Fig.4.5: Local Area Connection Properties Window

e Select the Use the following IP address radio button and enter the following
information:

Change the properties of the TCP/IP v4 connection as follows

For Computer-A:

General

“r'ou can get |FP settings assigned automatically if your network supports
thiz capability. Othenvize. wou need to ask vour network, administrator far
the appropriate |IP settings.

¢ » Obtain an IP address automatically
& Use the following IP address:
IP address=: 192 168 . 1 o1

Subret mask: 255 0 266 0 266 . 0O

D efault gatewveay:

= Use the following DMNS server addresses:
Frefered DMS server: ]

Alternate DNS server:

IP Address 192. 168.1.1 ( Based on the allocation of IP address)
Subnet Mask | 255.255.255.0
fiz. it Proftacal (TCRFAPY Dronert o Bﬁ@

[ Ok ] [ Cancel

J

Fig.4.6: Internet Protocol Properties Window
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e Click OK, which will close the Internet Protocol (TCP/IP) Properties window.

Click the Close button to exit the Local Area Connection Properties window.

e Repeat steps 5 for the second PC using the following information:

For Computer-B:

IP Address

192. 168.1.2 ( Based on the allocation of IP address)

Subnet Mask

255.255.255.0

Step 6: Verify IP connectivity between the two PCs

NOTE: To test TCP/IP connectivity between the PCs, Windows Firewall must be
disabled temporarily on both PCs.
e On Compute-A, on the Windows desktop, click Start. From the Start menu, select
Control Panel, and double-click Network Connections.
e Right-click the Local Area Connection icon and select Properties. Click the
Advanced tab. Locate and click the Settings button.
e The ping command is a simple way to accomplish this task. The ping command is
included with the Windows operating system.
e On Compute-A, go to Start, then Run. Type ecmd, and then click OK. A Windows
command prompt window will appear as shown in the figure below.

Microsoft Windows P [Uersion 5.1.268681
CC)» Copyright 1985-20881 Microsoft Cowrp.

C:~Documentsz and Settingsslogoniping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time<ims TTL=128
Reply from 1922.168.1.2: hytes=32 time<ims TTL=128
Feply from 192.168.1.2: bytes=32 time<imsz TIL=128
Reply from 192.168.1.2: hytes=32 time<ims TTL=128

Ping statistics for 192.168.1.2:

Packets:

Approximate
Hinimum

Sent = 4, Received = 4, Lost = B {Bx loss),
round trip timez in milli-seconds:

Amz,. Maximum = Bms,. Average = Bms

C:~Documentz and Settings>logonZ

Fig. 4.7: Execution of Ping command at command prompt

e At the > prompt, type ping 192. 168.1.2 and press Enter. A successful ping will

verify the IP connectivity. It should produce results similar to those shown

e Repeat Steps 6 on Compute-B. The second PC will ping 192. 168.1.1
e Close the Windows command prompt window on both PCs.

Step 7: Verify connectivity using My Network Places
e A PC can share its resources with other PCs on the network. PCs with shared
resources should be visible through My Network Places. On PC1, go to Start,
click My Network Places, and then click View workgroup computers in the left
panel. Close any open window.
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e Share file between Computer-A and Computer-B and confirm the data transfer
among the computers.
e Share printer between both computers and try to get access of printer.

Resources used

XII
Sr. | Instrument . . .
No. | /Components Specification Quantity
1.
2.
XIII Actual procedure followed
XIV  Precautions followed (use blank sheet provided if space not sufficient)
XV Observations (use blank sheet provided if space not sufficient):
Make the following observations after step 7
a. Check the icon for the other PC in given peer-to-peer network
b. Is it the same name of computer you recorded in Step 2?
c. Perform Step 7 on the second PC.
XVI Result
1. The packets/file sentby....................... are received by the Computer-B
2. Folders can be shared from Computer-B  t0 ..........cooooiiiiiiiii,

3. It is possible to share Printers, scanners, connected to Computer-A
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XVII Interpretation of Results

XVIII Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions

Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
State the actual IP settings of computers used in the lab.

1. State the steps to add one more computer to the peer to peer network formed

2. State the advantages of the peer to peer model in comparison to the client server

model.
3. Name type of networks shown in fig 4.8 and fig 4.9 following diagram:

- ~N 7 - e N
= N | ==
Fig 4.8 Fig 4.9
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XX  References / Suggestions for further Reading
1. https://youtu.be/yJZ-iIKOBOuw
2. https://youtu.be/7TW5QXyl8FFc
3. https://youtu.be/hthfdP ISWI

XXI Assessment Scheme

Performance indicators Weightage

Process related: (15 Marks) 60%

1 Proper handling of the equipment and making proper 20%
connections

o | Use of various commands 20%

3 | Assigning proper IP addresses 20%

Product related: (10 Marks) 40%

4 | Results 20%

Practical related questions 10%

6 | Submission of report in time 10%

Total (25 Marks) 100 %

Name of Team Members

Dated signature

Marks Obtained of Teacher

Process Product Total
Related (15) | Related (10) (25)
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Practical No.5: Configure Point to Point network in laboratory.

Practical Significance

In telecommunications, a point-to-point connection refers to a communications
connection between two communication endpoints or nodes. An example is
a telephone call, in which one telephone is connected with another, and what is said by
one caller can only be heard by the other. This is contrasted with a point-to-
multipoint or broadcast connection, in which many nodes can receive information
transmitted by one node. Other examples of point-to-point communications links
are leased lines, microwave radio relay and two-way radio.

Point-to-Point (PPP) protocol is useful in the WAN. PPP is configured with its options
like quality and load balancing on numerous links; PPP is also configured in
authentication and concluded with verification and troubleshooting of PPP.

The student will be able to connect computers in point to point network and configure.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified
competency through various teaching learning experiences:

Maintain computer network systems.

Able to Configure and test point to point connectivity in network.

Relevant Course Qutcome
Maintain wired computer network topologies.
Use the relevant network model for the specified data communication system.

Practical Outcome
Configure Point to Point network in laboratory.

Relevant Affective domain related Outcomes
e Demonstrate working as a leader/a team member. .

e Follow ethical practices.
e Handle equipment carefully.
e Follow safety practices.

Minimum Theoretical Background
PPP is used in computer networking and computer architecture refer to a wire or any
other connection that links only two computers or circuits, as opposed to
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other network topologies such as buses or crossbar switches which can connect many
communications devices.

Point-to-point (telecommunications) PPP provides router-to-router and host-to-
network connections over both synchronous and asynchronous circuits

e Asynchronous Transmission:
1. Transmitting & Receiving devices maintain their own internal clocks. They do
not synchronize their clocks.
2. Each frame is sent separately.
3. Each frame begins with a start bit & ends with a stop bit. A extra bit called
parity bit maybe added for error detection

e Synchronous Transmission:

1. Transmitting device provides clocking

2. May use separate channel that is dedicated to the clock

3. Resists timing errors better than Asynchronous because the transmitter &

receiver use the same clock Can transmit large blocks of data

PPP Layer Function: In order to move data between any two nodes or routers, a
data path must be established, and flow control procedures must be in place to
ensure delivery of data. This is also true in the WAN environment and is
accomplished by using WAN protocols such as Point-to-Point Protocol

Multiple protocol
encapsulations using

— NCPs in PPP
— WAN
TCPIP loget  PPP o | TCPIP
Novell IPX pe= ==« Encapsulation oSSy Noyell IPX

— Appletalk

Link setup and control
= using LCP in PPP ——

Appletalk

Fig.5.1: PPP Encapsulation

Functions of PPP:

Control of data link setup

Provides for dynamic assignment of IP addresses

Network protocol multiplexing

Link configuration and link quality testing

Error detection

Negotiation options for capabilities such as network-layer address negotiation and
data compression negotiations
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PPP Components

1. Encapsulating datagrams over serial links. (Point-to-point links)

2. A Link Control Protocol (LCP) for establishing, configuring, and testing the data-
link connection.

3. A family of Network Control Protocols (NCPs) for establishing and configuring
different network-layer protocols. (TCP/IP, IPX AND APPLETALK

VIII a) Block /Connection Diagram

e

b

Fig. 5.2: Point to Point system Connection

A
\ 4

PC-1 PC-2

As per sharing status

Point to point Connection between two PCs (PC-1 and PC-2)

Point to point connection of Computers using | Point to point connection of Computers
Cross-over cable between PC-1 and PC2 using Straight cable PC-1 and PC2

Fig. 5.3: Activities for PPP
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(b) Actual Circuit used in laboratory

IX Resources required

Sr. No. Instrument /Components Specification Quantity
1. Personal comp uter with basic Windows 7 onwards.. Minimum 2
configuration

CAT-5/CAT-6 (minimum 1

2. Network cable (Straight ) meter length with RJ-45 1
connectors on both ends
CAT-5/CAT-6 (minimum 1

3. Network cable (Cross-Over ) | meter length with RJ-45 1
connectors on both ends

X Precautions to be Followed

connection.

starting the troubleshooting and using in network.

X1 Procedure

Procedure for point to point (PPP) connection of two computers using Cross cable:

Cables shall be properly crimped to avoid error and trouble in establishing

Check physical connection and settings of IP addresses of networking before

1. Get one LAN cable (CAT-5/CAT6) having standard colour coding having RJ-45
connectors at both the ends
2. Connect two personal computers (PC) using this cable at network patch cord
socket on back panel of PC.

3. Switch ON both PCs. (PC-1 and PC-2)

For PC-1

1. Go to start Menu--- Setting in windows -- Network /Internet options and click on
Change adaptor Option.

2. Select Ethernet — make it enabled Then right-click on the ICON and select

Properties.
3. Then in that select (Double click) on IPV4 (TCP/IP) and click on Properties
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Table 10.1: Commands for modification of routing table

Command Definition

print Prints a route

add Adds a route

delete Deletes a route

change Modifies an existing route

destination Specifies the computer to send command

mask subnetmask Specifies a subnet mask to ‘pe associated with this route
entry (default subnet mask is 255.255.255.255)

Syntax for the route command for adding, deleting, or changing a route entry :

route [-p] command dest [mask subnet| gateway [-if interface]

The following list describes each of the route command's parameters:

e -p: Makes the entry persistent. If you omit -p, the entry will be deleted the next
time you reboot. (Use this only with add commands.)

e command: Add, delete, or change.

e dest: The IP address of the destination subnet.

e mask subnet: The subnet mask. If you omit the subnet mask, the default is
255.255.255.255, meaning that the entry will apply only to a single host rather than
a subnet. You usually want to include the mask.

e gateway: The IP address of the gateway to which packets will be sent.

o -if interface: The IP address of the interface through which packets will be sent. If
your computer has only one network interface, you can omit this.

Suppose that your network has a second router that serves as a link to another private
subnet, 192.168.2.0 (subnet mask 255.255.255.0). The interface on the local side of
this router is at 192.168.1.200.

Examples

In order to view the entire contents of the IP routing table, issue the route
print command.

In order to add a persistent route to the destination 10.19.0.0 with the subnet mask of
255.255.0.0 and the next hop address of 10.10.0.1, issue the route -p add 10.19.0.0
mask 255.255.0.0 10.10.0.1 command.

In order to view the routes in the IP routing table that begin with "172.", issue
the route print 172.* command.

In order to delete all routes in the IP routing table that begin with "172.", issue
the route delete 172.* command.

Additional Commands for route:

Syntax to ADD a static route entry

C:\>route -p add 192.168.2.0 mask 255.255.255.0 192.168.1.200
Syntax to CHANGE the IP address of the router to 192.168.1.222.
C:\>route change 192.168.2.0 mask 255.255.255.0 192.168.1.222
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VIII

e Syntax to DELETE the entry:
C:\>route delete 192.168.2.0
(If you omit the mask from a route change command, the command changes the
mask to 255.255.255.255")

a) Commands need to type on Command Execution of command prompt

e Route command command
route [-f] [-p] [-4]-6] [Command [Destination] [mask Netmask] [Gateway] [metric
Metric]] [if Interface]]

e Tracert Command Syntax
tracert [-d] [-h MaxHops] [-w TimeOut] [-4] [-6] target [/?]

The availability of certain tracert command switches and other tracert command
syntax may differ from operating system to operating system.

b) Actual execution of commands used in laboratory

Examples:

route PRINT
route ADD 157 _.A_.A_.0 MASK 255.8.8.8 15? 55.88.1 METRIC 3 IF 2
destination® “mask “gateway metric™
Interface™
If IF i= not given, it tries to find the best interface for a given
gateway.
route PRINT
route PRINT 157= we-- Only prints those matching 157=
route DELETE 157 _68_.68.0
route PRINT

Fig. 10.8 Execution of route print command

H

& CAWINMTAS ystem32hcmd. exe
rosoft(R) Windows NT<{TH>
(G Copyright 1985-19?6 Microsoft Corp.

Proute print
Active Routes:

Hetwork Addre
5]

=
1]
(23
N
[
=

199 '?Fl:
199.98.126

1
1
1
1
1
|
1
1

Fig. 10.9
Execution of route print command (Win-NT Active routes)
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Example -1:

Tracert Command Examples

tracert 192.168.1.1

In the above example, the tracert command is used to show the path from the
networked computer on which the tracert command is being executed to a
network device, in this case arouteron a local network, that's assigned
the 192.168.1.1 IP address.

The result displayed on screen will look something like this:

Tracing route to 192.168.1.1

over a maximum of 30 hops

I <1 ms <1 ms <1 ms 192.168.1.254

2 <I ms <l ms <] ms 192.168.1.1

Trace complete.

In this example, you can see that tracert found a network device using the IP
address 0f192.168.1.254, let's say anetwork switch, followed by the
destination, 192.168.1.1, the router.

tracert www.google.com

Example -2:

Using the tracert command as shown above, we're asking tracert to show us the
path from the local computer all the way to the network device with the
hostname www.google.com.

Tracing route to www.l.google.com [209.85.225.104]

over a maximum of 30 hops:

I <I ms <1 ms <1 ms 10.1.0.1

2 35 ms 19 ms 29 ms 98.245.140.1

3 11 ms 27 ms 9 ms te-0-3.dnv.comcast.net [68.85.105.201]

13 81 ms 76 ms 75 ms 209.85.241.37

14 84 ms 91 ms 87 ms 209.85.248.102

1576 ms 112 ms 76 ms iy-f104.1e100.net [209.85.225.104]
Trace complete.

In above example tracert identified fifteen network devices including our router
at 10.1.0.1 and all the way through to the target of www.google.com which we
now know uses the public IP address of 209.85.225.104.

Note that: excluded hops 4 through 12 above just to keep the example simple. If
you were executing a real tracert, those results would all show up on screen.

Mabharashtra State Board of Technical Education



Computer Networking and Data Communication (22634)

IX

XI

XII

tracert -h 3 lifewire.com > z:\tracertresults.txt

In this last example of the tracert command in Windows, we're using -h to limit the
hop count to 3, but instead of displaying the results in Command Prompt, we'll use
the > redirection operator to send it all to a TXT tracert -h 3 lifewire.com >
z:\tracertresults.txt

file located on Z:, an external hard drive.

Here are some example results of this last command:

Tracing route to lifewire.com [151.101.66.114]

over a maximum of 3 hops:

I <l ms <1 ms <I ms testwifi.here [192.168.86.1]

2 Ims 1ms <Ims192.168.1.1

3 17ms 16 ms 17 ms giantwls-64-71-222-1.giantcomm.net [64.71.222.1]

Trace complete.

Tracert Related Commands

Fig. 10.5: Output of command c:>\ tracert -h 3 lifewire.com > c:\tracertresults.txt

Resources required

Sr. Instrument . . .
No. /Components Specification Quantity
Personal computers Standard computers with Broad
1. | with Internet specifications with 32 bit with 2GB 1
connectivity RAM

Precautions to be Followed

1. Here's how the rules shown in this example are used. Notice that you have to read
the entries from the bottom up:

2. The availability of certain tracert command switches and other tracert
command syntax may differ from operating system to operating system.

3. If websites or IP address are Secured they may not respond successfully for the
route and tracert command(s)

Procedure (Execution of commands)
Route or route command syntax
The command-syntax is:

route [-f] [-p] [-4|-6] [Command [Destination] [mask Netmask] [Gateway]| [metric
Metric]] [if Interface]]

Tracert or tracert Command Syntax
tracert [-d] [-h MaxHops] [-w TimeOut] [-4] [-6] target [/?]

Resources used

Sr. No. Instrument /Components Specification Quantity
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XIII

X1V

XV

XVI

XVII

Actual procedure followed

Observations (use blank sheet provided if space not sufficient)
Record following Observations in space for answers.

1. Rewrite contents of IPV4 Route table Active routes from Fig 10.7
2. Rewrite output of command tracert from Fig. 10.3

Result
1. Try any two web sites with their Website address for route command
2. Try any two popular web sites with their name for tracert command

Interpretation of Results
Comment on output of route and tracert commands. In your own language.

XVIII Conclusions and Recommendations

XIX

(Actions/decisions to be taken based on the interpretation of results).

Practical Related Questions

Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.

1. Execute the syntax of Route command with any two options

2. Write contents of tracert command for www.amazon.comafter execution.

3. Give syntax of commands for adding , deleting IP addresses from routing table.
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[Space for Answers]
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XX  References / Suggestions for further Reading
https://en.wikipedia.org/wiki/Route (command)
https://sourcedaddy.com/networking/using-route-command.html
https://www.lifewire.com/tracert-command-2618101
https://sourcedaddy.com/networking/using-route-command.html
https://sourcedaddy.com/networking/using-tracert-command.html
Technical Support & Documentation - Cisco Systems

AN S e

XXI Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 | Proper handling of the equipment 20%
5 | Selection of Command with options 20%
3 | Execution of commands and observation of output 20%
Product related: (10 Marks) 40%
4 | Results 20%
Practical related questions 10%
6 | Submission of report in time 10%
Total (25 Marks) 100 %
Name of Team Members
2
B
4.
Marks Obtained Da(t;?crlrzlagcnhaet;lre
Process Product Total
Related (15) | Related (10) (25)
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Practical No.11: Install and test Router, Repeater and Bridge.

Practical Significance

A router (even a wireless router) is a special networking device which is connected
to two or more networks running software that allows the router to move data from
one network to another. Router functions in an Internet protocol based network and
operate at the network layer (OSI Model's layer 3).

A router is a networking device that forwards data packets between computer
networks. Routers perform the traffic directing functions on the Internet. Data sent
through the internet, such as a web page or email, is in the form of data packets.

A Repeater can be used to increase the length of network by eliminating the effect of
attenuation on the signal. It forwards every frame and it has no filtering capability. A
repeater is a regenerator, not an amplifier. It operates in physical layer. Repeaters are
used in transmission systems to regenerate analog or digital signals distorted by
transmission loss in a data network, a repeater can relay messages between sub-
networks that use different protocols or cable types.

Network Bridge is used for connecting two or more LANS.

The student will be able to install router, repeater and bridge

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

e Life-long learning: Engage in independent and life-long learning activities in the
context of technological changes also in the Electronics and Telecommunication
engineering and allied industry.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified
competency through various teaching learning experiences:

Maintain computer network systems.

Establish and track computer network.

Installation and configuration of networking devices like Router, Repeater and Bridge.

Relevant Course Outcome
Use the relevant network model for the specified data communication system.
Configure the network component and assign IP address.

Practical Outcome:
Install and test Router, Repeater and Bridge
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VI

VII

Relevant Affective domain related QOutcomes

Demonstrate working as a leader/a team member. .
Follow ethical practices.

Handle equipment carefully.

Follow safety practices.

Minimum Theoretical Background

A Router (even a wireless router) is a special networking device which is
connected to two or more networks running software that allows the router to
move data from one network to another. Router functions in an Internet protocol
based network operate at the network layer (OSI Model's layer 3).

Router holds the home network together. It connects all the computers to one
another, either through Ethernet cables or a wireless connection.

The basic components of any Cisco router are :

» Interfaces.

* The Processor (CPU)

* Internetwork Operating System (IOS)

*  RXBoot Image.

« RAM.
« NVRAM.
« ROM.

» Flash memory.
Types of Routers

Broadband Routers are used to connect computers or to connect to the Internet. If
it is required to connect to the internet through phone and using Voice over IP
technology (VOIP) it need broadband router. These are special type of modem
(ADSL) that will have both Ethernet and phone jacks.

Wireless Routers: create a wireless signal in your home or office. So, any PC
within range of Wireless routers can connect it and use your Internet.

To secure Wireless routers, use password or get [P address.

Repeater is anetwork device wused to regenerate or replicate a
signal. Repeaters are used in transmission systems to regenerate analog or digital
signals distorted by transmission loss. Analog repeaters frequently can regenerate
the original signal while digital repeaters can reconstruct a signal to near its
original quality.

Bridges vs. Repeaters

Bridges and network repeaters share a similar physical appearance. Sometimes, a
single unit performs both functions. Unlike bridges, however, repeaters do not
perform any traffic filtering and do not join two networks together. Instead,
repeaters pass along the traffic they receive. Repeaters serve primarily to
regenerate traffic signals so that a single network can reach a longer physical
distance.

Bridges vs. Switches and Routers

In wired computer networks, bridges serve a similar function as network
switches. Conventionally, wired bridges support one incoming and one outgoing
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network connection, which is accessible through a hardware port, whereas
switches usually offer four or more hardware ports. Switches are sometimes
called multiport bridges for this reason.

Bridges lack the intelligence of network routers. Bridges do not understand the
concept of remote networks and cannot redirect messages to different locations

dynamically but instead support only one outside interface.

VIII a) Block Diagram

Wrire.d Dewices

@ P

‘% USB port o~
- J=E port f

* l ._ o F'\_-:
Lapto S
withy VWi p

console

J-45 WWAN port

Desktop Wireless router Cabled
e with NIC/ oy l =
Game RI-45 Lan port bl "p';r,'“”"d mcden

Fig. 11.3: Wired Router connection diagram.
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<

Fig. 11.4: Wireless Router connection diagram.
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Fig.11.5: Optic fiber Repeater
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Fig 11.7: Connection diagram of Bridge in network
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b) Actual Circuit used in laboratory
¢ Router Connection Diagram:

e Repeater Connection Diagram:
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Bridge Connection Diagram:

IX Resources required
Sr. Instrument . . .
No. /Components Specification Quantity
1 Router TP-Link standard router 1
Repeater Outdoor Band Selective  Mobile | 1
2 :
Signal Repeater suggested
3 | Network Bridge TP-Link standard bridge router 1
Personal Computers Intel P-IV , 2Gbyte , DDR2 , 500Gbyte
_omp HDD, Keyboard onwards Installed with
4 | (For additional . . 01
. Windows 7 onwards and internet
Terminals ) .
connectivity
5 | Hub Minimum 4 port Hub 02
6 | Switch Minimum 8 port switch 01
Cross-over cable As per no. of
7 | Cables . connection to
(with RJ-45 connector)
be made
As per no. of
8 | Cables Straight cable (with RJ-45 connector) connection to
be made
X Precautions to be Followed

1.
2
3.
4. 1P addresses can be dynamically assigned by the DHCP server as static only as

a temporary solution. Preferably assign an IP address in the range that doesn't

Default network name (SSID)

. Apply Firewall default setting

Administration options for security shall be verified.

belong to the DHCP address pool on available router.
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XI Procedure used

1) To install a Router
a) Check Your Internet Connection
b) Place the Router
c) Connect to Power
d) Connect to Your Internet Source
e) Access the Router's Web Interface
f) Connect Wired Devices
g) Connect Your PC or Device to Wi-Fi

2) To configure router for cable internet connection with Smart Wizard:
a) Connect modem to the internet port of the router and computer to any of the four LAN ports.

LAH Port

T Broadband rmodem

Internet Port

Fig. 11.8 Interconnection of Modem Router and PC

b) Switch the computer, router, and broadband/cable modem, off and on again. Wait for
them all to finish booting up.

c) Open a web browser and type the router's IP address which would be
either http://192.168.0.1 or http://192.168.1.1 in the address bar and press Enter.

e User gets prompt to log into the router.

e Default username is admin and the default password is password.
e The username and password are case-sensitive.

e If the default username and password is not working, user might have changed the
password. Please try other passwords that you might have changed to. Otherwise, a
factory reset is needed to restore the router to factory defaults setting.

3) Click Setup Wizard. The Setup Wizard screen displays.
4) Select Yes and click Next.

Setup Wizard Setup Wizard

The Smart Setup Wizard can detect the type of Internet connection that you have.
Basic Settings Do you want the Smart Setup Wizard to try and detect the connection type now?

Wireless Settings
Guest Network Mo, I'want to configure the router myself.
big/n

Guest Network a/n I Mext= I

Fig. 11.9: Setup Wizard router

The Setup Wizard detects the type of internet connection. For cable internet
connections, the Setup Wizard detects Dynamic IP.
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5) Click Next. The router saves the settings.

Setup Wizard Dynamic IP Detected

Basic Settings Back m

Wireless Sottings

Logs

Fig. 11.10: Setup Wizard router to detect dynamic IP
Note: Do not change the default settings unless your internet service provider gave specific
DNS information that must be configured.

6) (Optional) To check if connected to the internet, select Router Status under Maintenance.

Setup Wizard Router Status
Hardware Version WHMNDR3IT00
Basic Settings Firmware Version W04 26MA
- - i 1 .0.0.1
Wireless Settings GUI Language Version 0.0
Guest Network Internet Port
bifgfn e .
Guest Network afn IP Address 00 35 151 87
DHCP FFFoE
Basic Settings IP Subnet Mask 255 255 255 255
. - 58.94 1551
Advanced Settings Domain Name Server 62 04 15T 1
Logs L AN Port
Block Sites MAC Address 0022 3FBCFS3.7TE
B IP Address 192 168.1.1
Block Services DHCP on
Schedule IP Subnet Mask 255 255.255.0

E-mail i
Wireless Port

Wireless Settings a/n
Router Status Name (S SID) MNETGEEAR-53
Attached Devices Region United States

Fig.11.11: Router Status Maintenance Menu

Look at the IP Address field to see a valid IP address (that is, not blank or filled with
zeroes, such as 0.0.0.0).

e Install a Repeater Bridge:

The Client Bridge allows only wired clients to connect to the secondary router. In
order to allow wireless clients to connect to the secondary router, a Repeater
Bridge is necessary.

A Repeater Bridge allows wireless and wired clients to connect to the secondary
router. It also allows the secondary device to connect to the main device
wirelessly.

Repeater Installation /setup Process

1. Plug the repeater into a working AC power outlet in location within range of
existing Wi-Fi coverage.

2. Using a nearby computer or laptop, connect the repeater.
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3. Connect an Ethernet cable directly from the repeater to your PC, or by
connecting to the repeater's wireless network, often called something like Wi-Fi
Repeater

4. When they are connected, open computer's local area network properties. On
Windows, select Start > Control Panel > View  Network  Status  and
Tasks > Manage Network Connections. Then, right-click Local Area
Network and choose Properties, followed by Internet Protocol Version
4 and Properties again.

5. Check the repeater's instructions but the default IP address student need to enter
in the respective blank field is usually 192.168.10.1. Also enter common
number strings for the subnet mask (255.255.255.0) and default gateway
(192.168.10.1).

6. Open a web browser and type http://192.168.10.1 in the address bar. It may ask
to enter a DNS server address, leave the field blank. If asked for a username and
password, try entering admin in both fields or admin in the username field
and password in the password field. This brings you to the Setup Wizard.

7. Choose Wireless Repeater Mode and click Repeater — One Key Setting. When it
appears, select the Wireless Network Selection button and click Refresh List.

8. Choose main router's wireless network to connect the repeater to the router and
click Next.

9. Enter Wi-Fi network's password in the Pre-Shared Key field when prompted if
the network is secured. Now click Apply and Reboot and OK.

e Testing Repeater:

Now Wi-Fi repeater setup is complete, Student may verify that wireless signal
has more range than earlier.

e Install bridge connection
To gain access to the internet from the host computer do the following:

1. Use the Windows key + X to open the Power User menu and select Network
Connections.

2. Right-click the bridge adapter and select Properties.

& Netwark Connections - o X

4 & > Control Panel » Network and Internet > Network Connections v © | SearchNetwork Connections 0
File Edit View Tools Advanced Help
Organize =+  Disablethis network device  Diagnose this connection  Renamethis connection - m @
l-:-" Ewblr:cl_ Bridged L-* Et.h::\]:: L* gli::th:;hNEtwmkcnmecm
G Intel(R) 82574 Gigabit Network C el Tl kit Mol @ Bluetooth Device (Personal Area ...
=~ Ethemet
“" oplicommpn | -
& Disable
Status
Diagnose
Create Shortcut
® Delete
% Rename
!; Properties

Fig.11.12: Network connection menu of windows control panel
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3.
4.
3.

o

>

Select the network adapter that connects to the internet.
Select Internet Protocol Version 4 (TCP/IPv4).
Click Properties.

Metwaorcing

Adapters:

Select the adapters you want to use to connect to computers
on your local netwaorkc.

e EHE=
|- =]

Configure ..

This connection uses the following tems:

8 Client for Microsoft Metworkes -~
"I_J:: File and Primter Sharing for Microsoft Networks

A Microsoft MAC Bridge

URE

Intemet Protocol Wersion 4 {TCP AP w4y
=tweo apter ultiplezoor

-
. Link-Layer Topology Discowvenr Mapper 10 Driver L
< >
Install. .. | Lininstal I Froperties I

Conce

Hd Ethernet Properties =

Fig.11.13: Ethernet properties

Select the Use the following IP address option.

Use the IP address information you collected at the beginning of this guide to

assign a static IP address like is shown in the screenshot below.

Internet Protocol Version 4 (TCP/IPw4) Properties
General

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

{3y Obtain an IP address automatically
I (@) Use the following IP address: I

IF address: |Gl 5 T B |
Subnet mask: [255.255.255. o |
Default gateway: | RO SR areieTn ol |

Obtain DMS server address automatically

(@) Use the following DMS server addresses:

Preferred DMNS server: | 8 . 8 . 8 . 8B |

Alternate DMNS server: EEETTETE R

[] validate settings upon exit Adwanced. ..

Gancel

Fig.11.14: Internet protocol version 4 (TCP/IPv4) properties

Click OK.
Click Close to complete the task.
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XII Resources used

Sr. Instrument

No. /Components Specification Quantity

1. Router TP-Link standard router 1

XIII Actual procedure followed (use blank sheet provided if space not sufficient)
Write connection process for connecting router:
(Use blank sheet provided if space not sufficient)

Write connection process for interfacing repeater:
(Use blank sheet provided if space not sufficient)

Write connection process for interfacing bridge:
(use blank sheet provided if space not sufficient)
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XIV  Precautions followed (use blank sheet provided if space not sufficient)

XV  Observations (use blank sheet provided if space not sufficient

XVI Result
e Installation of Router is successful..............oooiiii
e Installation and Testing of Repeater is ..........ocevviiiiiiiiiiiiiiiie
e Bridge is removed from the network...............oo

XVII Interpretation of Results

XVIII Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
Answer the following questions:
1. Test pinging between Host R1 to R2. Write status of pinging.
2. Can bridge be exchanged with repeater in connection?
3. Label all the network components used in given fig. 11.15
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Fig. 11.15

[Space for Answers]
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XX  References / Suggestions for further Reading

1.
2.
3.
4
5.

6.

https://en.wikipedia.org/wiki/Router

http://www.informit.com/articles/article.aspx?p=1151312&seqNum=5
https://sourcedaddy.com/networking/using-route-command.html
https://www.smallnetbuilder.com/basics/lanwan-basics/31442-how-to-add-ports-

to-a-router

https://www.google.com/search?q=connecting+Repeater+in+computer+network&
source=Inms&tbm=isch&sa=X&ved=0ahUKEwjm6M_PovLjAhX0OZSsKHbQSC

0YQ AUIESgB&biw=1236&bih=524#imgrc=Xa4d7vIOnVkuFM:

https://askleo.com/whats the difference between a hub a switch and a router/

XXI Assessment Scheme

Performance indicators

Weightage

Process related: (15 Marks) 60%

1 Preparation of properly as per specification 20%

N ) Installation and Configuration of router , Repeater, Bridge 20%

properly

3 | Testing of cable using LAN Tester 20%

Product related: (10 Marks) 40%

4 | Results 20%

Practical related questions 10%

6 Submission of report in time 10%

Total (25 Marks) 100 %
Name of Team Members
L
2
B
A
Marks Obtained Dated signature
of Teacher
Process Product Total

Related (15) | Related (10) (25)
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Practical No.12: Assign IP address to the PC connected to the internet.

1T

111

v

VI

VII

Practical Significance

An IP address is an address used in order to uniquely identify a device on an IP
network. The address is made up of 32 binary bits, which can be divisible into a
network portion and host portion with the help of a subnet mask. The 32 binary bits
are divided into four octets (1 octet = 8 bits). Each octet is converted to decimal and
separated by a period (dot). For this reason, an IP address is said to be expressed in
dotted decimal format (for example, 172.16.81.100). The value in each octet ranges
from 0 to 255 decimal, or 00000000 - 11111111 binary. The student will be able to
assign Static and Dynamic IP addresses to the machine.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

¢ Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

This practical is expected to develop the following skills for the industry identified
competency

‘Maintain Computer Network systems’

Assign IP address to computer.

Relevant Course Outcome
Use the relevant network model for the specified data communication system.
Configure the network component and assign IP address.

Practical Outcome
Assign IP address to the PC connected to the internet.

Relevant Affective domain related Outcomes
e Follow ethical Practices

e Handle equipment carefully.

e Follow safety practices.

Minimum Theoretical Background

Internet Protocol address (IP address) is a numerical label assigned to each device
connected to a computer network that uses the Internet Protocol for communication.
An IP address serves two main functions: host or network interface identification and
location addressing. Internet Protocol version 4 (IPv4) defines an IP address as a 32-
bit number. However, because of the growth of the Internet and the depletion of
available IPv4 addresses, a new version of IP (IPv6), using 128 bits for the IP address,
is developed. IP addresses are assigned to a host either dynamically as they join the
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VIII

IX

X

network, or persistently by configuration of the host hardware or software. Persistent
configuration is also known as using a static IP address.When a computer's IP address
is assigned each time it restarts, this is known as using a dynamic IP address.

Static IP Address: It is manually configured for a device. Routers, phones, tablets,
laptops, desktops can be configured to have a static IP address.

Dynamic IP Address: It is a temporary IP address assigned to a computing device or
node when it is connected to a network. A dynamic IP address is an automatically
configured IP address assigned by a DHCP server to every new network node. They
are normally implemented by internet service providers and network that have a large
number of connecting end nodes. The dynamic IP address is assigned to a node until it
is connected to the network and hence a device may have different IP address every
time it is connected to the network.

IP address Classes

IP Address Range

IP Address Class (First octet decimal value)

Class A 1-126 (00000001 to 01111110) *

Class B 128-191 (10000000 to 10111111)
Class C 192-223 (11000000 to 11011111)
Class D 224-239 (11100000 to 11101111)
Class E 240-255 (11110000 to 11111111)

Class A Extremely large network, 16,777.000 available host address.
Class B Large network, 16,384 networks,each supporting more then 65,000 hosts.

Class C small networks, more than 2 million networks,each supporting up to 256
host.

Fig. 12.1 Classes of IP adress

Resources required

;l;;. }gzt;l;::s::l ts Specification Quantity
Personal computers Standard computers with Broad
1. | with Internet specifications with 32 bit with 2GB 1
connectivity RAM

Precautions to be Followed

e Handle equipment with care

e Avoid the repeatation of similar IP addresses to two or more different PCs. It may
cause IP conflict error in networking.

e Try use address for same range for one computer network and preferably in
sequence to manage network easily
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XI Procedure
To set a static IP address on windows computer

1. Click Start menu> control panel>Network and Internet >network and sharing
center.

. - ’ - -— - =
<[5 » Control Panl » Networkand Intemet » Network and Sharing Center )
@
Control Panel Home " . . . .
View your basic network information and set up connections
Change adapter settings A e 3 q See full map
. Nl
Change advanced sharing
ettings o VESP-MMS-A-11 Network Intemet
(This compuer)
View your active networks Connect or disconnect
Accesstype: Internet
/‘ Network oP
£ HomeGroup: ~ Joined
_;[y Home network .
Connections: § Local Area Connection
Change your networking setfings
i Setup a new connection or network
= Setup a wireless, broadband, disl-up, ad hoc, or VPN conetion; or set up 2 router or access point.
e Comestio s netuork
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or ehange sharing settings.
Troubleshoot problems
Diagnose and repair network problems, or get information.
Seealso
HomeGroup
Internet Options
Windows Firewall

29 e @ oM, @

Fig. 12.2 Setting » Control Panel ™ Media and sharing center Menu

2. Click “ Change Adapter Settings”. Right Click “Local Area Connection” and then
click on “ Properties”

b

N
o Local Area Connection Properties ﬂ -

Metworking

Connect using:
l__;" Realtek PCle GBE Famity Controller

This connection uses the following items:

" Client for Microsoft Networks

SQOS Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

=& Imtemet Protocol Version & (TCP/IPwE)

e et Protocol Version 4 (TCP/1Pv4)

. Link-Layer Topology Discovery Mapper 170 Driver
=& Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Fig. 12.3 Setting Control Panel » Media Center...» Local a connection Properties Menu
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Select Internet Protocol Version 4(TCP/IPv4). Click on “ Properties”

4. Select “ Use the following IP address” and enter the IP address, Subnet Mask,
Default Gateway and DNS server. Click’OK” and Close the Local Area
Connection properties window.

Internet Protocol Version 4 (TCP/IPv4) Properties ? B9

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

™) Obtain an IP address automatically
@) Use the following IP address:

IP address: 192 .168 . 1 . 10
Subnet mask: 255 .255.255. O
Default gateway: 192 .168. 1 . 1

@ Use the following DMNS server addresses:

Preferred DNS server: 8 .8 .8 .8
Alternate DNS server: 4 .2 .2 .1
Validate settings upon exit l Advanced. ..

Ok ] [ Cancel ]

Fig. 12.4 Setting » Media » Local a connection Properties » Internet Protocol Version 4
(TCP/IPV4) Properties Menu

To set a dynamic IP address

Open Control Panel.

Click on the Network and Sharing Center icon.

In the View your active networks section, click the Local Area Connection link.

In the Local Area Connection Status window, click the Properties button.

Highlight the Internet Protocol Version 4 option and click the Properties button.

Perform the following steps for the Internet Protocol Version 6 option as well.

6. If you want to enable DHCP, make sure Obtain an IP address automatically is
selected, as well as Obtain DNS server address automatically

7. Note the IP allocated in the observation.

M

XII Resources used

Instrument . . .
Sr. No. /Components Specification Quantity

XIIT Actual procedure followed
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XIV  Precautions followed (use blank sheet provided if space not sufficient)
1. Avoid IP conflict.
2. Give ranges of addresses of same class of address.

XV Observations (use blank sheet provided if space not sufficient):
The static IP address assigned iS..........oovvviiiiiiiiiiiiiiiiiiiiienn
Subnet Mask Assigned 1S .........ooeviiiiiiiiiiiiii
The dynamic IP address assigned is ............cooevvviiiiiiiiniiinennnnn.
Range of Addresses allotted..............coooeiiiiiiiiiiiiii,

XVI Result

XVIII Conclusions and Recommendations (Actions/decisions to be taken based on the

interpretation of results).

XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.

1.

2.
3,
4,

State the number of networks allowed under Class C addresses in the [Pv4
addressing format.

State the size of an IP address.

Suggest class of IP address for a computer lab. Network.

Set www.google.com as default page in internet explorer.
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[Space for Answers]
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XX  References / Suggestions for further Reading

1. https://www.youtube.com/watch?v=aVs5QJUDsM0
2. https://www.youtube.com/watch?v=rspWwGqmsWI
3. https://www.youtube.com/watch?v=NGe2Zg3mWv0

XXI Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 Proper handling of the equipment and making proper 20%
connections
) Use of various commands 20%
3 | Assigning proper IP addresses 20%
Product related: (10 Marks) 40%
Results 20%
5 | Practical related questions 10%
6 | Submission of report in time 10%
Total (25 Marks) 100 %
Name of Team Members
|
e
R T
A
Marks Obtained Dated signature
of Teacher
Process Product Total
Related (15) | Related (10) (25)
Mabharashtra State Board of Technical Education 120




Computer Networking and Data Communication (22634)

I

I1I

Practical No.13: Configure/Test Internet connectivity.

Practical Significance

The term Internet access is the ability of individuals and organizations to connect to
the Internet using computer terminals, computers, and other devices; and to access
services such asemail and the World Wide Web. Internet access is supplied
by Internet service providers (ISPs) providing connectivity at a wide range of data
transfer rates via various networking technologies. It is used by many organizations;
also provide cost-free wireless access

The internet plays a vital role in ensuring that people stay in contact regardless of the

physical barriers. The Internet era is started from network access servers supporting
the Serial Line Internet Protocol (SLIP) and later the point-to-point protocol (PPP) extended
the Internet protocols and made the full range of Internet services available to dial-up users;
although slower, due to the lower data rates available using dial-up.

Broadband Internet access, or broadband, is defined as "Internet access that is always
on, and faster than the traditional dial-up access" and covers a wide range of
technologies. Broadband connections are typically made using a computer's built
in Ethernet networking capabilities, or by using a NIC expansion card.

Most broadband services provide a continuous "always on" connection; there is no
dial-in process required, and it does not interfere with voice use of phone lines.
Broadband provides improved access to Internet services such as:

e Faster world wide web browsing

Faster downloading of documents, photographs, videos, and other large files
Telephony, radio, television, and videoconferencing

Virtual private networks and remote system administration

Online gaming, especially massively multiplayer online role-playing games which
are interaction-intensive

The student will be able to configure and test internet connection.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

e Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

e Life-long learning: Engage in independent and life-long learning activities in the
context of technological changes also in the Electronics and Telecommunication
engineering and allied industry.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified
competency through various teaching learning experiences:

Maintain computer network systems.

Able to configure and access internet.

Able to rectify basic problems in internet access.
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v

VI

Vi1

Relevant Course Qutcome
Use the relevant network model for the specified data communication system.
Configure the network component and assign IP address.

Practical Qutcome
Configure/Test Internet connectivity.

Relevant Affective domain related Outcomes
Demonstrate working as a leader/a team member. .
Follow ethical practices.

Handle equipment carefully.

Follow safety practices.

Minimum Theoretical Background

Different Types of Internet Connections

e Dial-Up

e DSL stands for Digital Subscriber Line/ ADSL

e C(Cable-net provides an internet connection through a cable modem and operates
over cable TV lines

Wireless, or Wi-Fi, as the name suggests, does not use telephone lines or cables to
connect to the internet. ...

Satellite.

Cellular/ Smart phone

To connect to the Internet following four things are required:

1. A computer / Laptop

2. A modem and telephone line (for dial up access) A data line of some sort (if not
using dial up access)

3. An Internet browser (software) and software to connect you to the ISP

4. An account with an Internet Service Provider (ISP)

Following terms must be known to Internet user for accessing Internet through ISP.
Domain Name: The name of ISP's domain.

Communications Port: to which modem is attached. It is usually called COMI or
COM2. This information is only needed by PC users (not by Mac users).

Modem Speed: The slower speed of modem and ISP's modem. This is measured in
Kbps/Mbps (Kilo Bytes per Sec./Mega Bytes per second.

Modem: The type of modem available.

Phone Number: The Telephone number to connect to ISP.

Username or login name: The name of the account with ISP. Example MSBTE

User password: This is password for user account, given by ISP. It will be further
updated by users time to time for safety.

Domain Name Server addresses (DNS): Domain name server is a computer that
works on all addresses in the domain. It translates English addresses into their number
addresses, and vice versa. The address of this computer is the DNS address, and it is a
string of numbers. Example: 192.168.67.89

Interface Type: Provided between user and the Internet. Some user choices are PPP,
CSLIP and SLIP, ADSL.
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VIII

User’s Own Numeric Internet Address: received from ISP. Some ISP's use dynamic
addressing, in which they allocate an Internet address for every log in. This address is
not a permanent number.

Your Own Host Name: Some ISP's will give your computer a name. Example:
Kevin /

The type of Internet access will determine the type of modem needed.

1. Dial-up access uses a telephone modem

2. DSL service uses a DSL modem or ADSL

3. Cable access uses a cable modem

4. Satellite service uses a satellite adapter.

To connect to the internet, there is need of computing device, a connection device and
an Internet Service Provider (ISP). An ISP is a company that provides internet
connectivity to individuals, businesses and organisations. It may also provide
additional services such as storage space to store personal data. The computing device
can be a personal computer, a laptop computer, a tablet or a handheld device such as a
smart phone.

a) Connection Diagram

La|:|tn|:|| {{{_!'-:f|--a;:';|-jl_|terl _

L |
[ee

Telco Central Office

Customer Premises

Fig. 13.1: DSL Connection schematic

Computer connects to the Router
using TCP/IP being allotted with
- local TP address
- [ L
While wuser request to access Router
internet computer hope/ joins respo.nds
server by entering TRL and gives
- http e com having using the local IP
g DWNS that address is translated to address
- an TP address 69.75_169 235 and 152.168.1.1
the TCP/IP travels over multiple
TCP /IP packet reaches its | routers and computers
destination and commmicates <: ]
with the other computer it
responds and repeats the Router requests an IP address to
above steps to get the data connect to the intermet. The ISP
back to home computer assigns users WAMN address as
° — I 1 175.51.127.17
L

Fig 13.2 : Connection diagram for configuring Internet access using Router
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Connecting to the Internet with a modem

Using dial-up to connect to the Internet requires user’s
computer to have an internal or external modem as well as a
home phone line or landline.

After selecting a modem user need to find an ISP(Internet
service provider). In most areas, Users can connect to the
Internet using a local ISP. Or User may want to consider a
large ISP, such as AOL or MSN, which provide Internet
service in many areas all over the world.

Connect to the Internet with broadband
Internet using broadband is much faster than a modem. Having more bandwidth
allows do more using of the Internet, such as watch movies, listening to music, and
playing games, as well as better load times for websites. Most broadband services
are provided by a phone or cable company.
If broadband service is available in area, the company can provide with the hardware
(e.g., cable modem) required to connect to their service. This hardware usually connects to
a Network card (RJ-45 connector). If provider does not offer a wireless router, or user can
purchase a own router to share Internet connection with multiple computers and devices.

Connect to the Internet using a smartphone

User may also use smartphone to connect to the Internet
by tethering, either by Bluetooth or Portable Wi-Fi hotspot or
USB tethering. It is a process that allows it to act as a wireless
access point for a computer.

Configuring Smart phone and computer for Internet service
differs depending on which operating system phone uses, as
well as the type of phone the user has. Check and follow
online for specific instructions for the tethering software and

smartphone being used.

b) Actual Circuit used in laboratory
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IX Resources required
;l(;' Instrument /Components | Specification Quantity
Intel P-IV , 2Gbyte , DDR2 , 500Gbyte
1 Personal Computers (For | HDD, Keyboard onwards Installed with 01
additional Terminals ) Windows 7 onwards and internet
connectivity
2 Router 01
3 Smartphone May use Students handset of mobile 01
4 Cables Straight cable (with RJ-45 connector) 02
5 Cables RJ-11 for Telephone line 01
X Precautions to be Followed
e Most new computers don't have a modem. If the computer has a modem, it should
have an RJ-11 connection (not to be confused with an RJ-45 connection).
e A dial-up modem should not be confused with a broadband or cable modem.
e User shall follow instructions provided by ISP to connect modem to Internet
service, as well as troubleshooting support for connectivity issues.
e Before tethering the smartphone, we recommend contacting the phone carrier to
see if it supported and how much they charge.
XI Procedure

To setup internet connection will be different ways.
Cable internet connection.
DSL internet connection.

If user is not sure for type of internet connection they need to contact Internet
Service Provider (ISP).

Different ways of Internet access
Wired Wireless
Cable Bluetooth
Dial-up Li-Fi
Ethernet LTE
ISDN Muni Wi-Fi
Power-line Broadband Satellite

Wi-Fi
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Steps for Cable internet connection
Step No. Activity Diagram or observation

Plug the cable modem into

1 computer. Make sure computer is near a
wall cable socket
Plug the cable modem into the wall cable

2 socket.
Plug in the cable modem's power
cord. Most of the modem's don't have an

3 On/Off switch.
Plugging and unplugging them is how
turn them on and off.
When the cable modem is turned on, it has to go through a boot up process.
This makes process is done when most of the lights have turned on and
stopped blinking. There is usually one light that will keep blinking. It
usually takes about 30-60 seconds for a modem to finish turning on. User
needs modem's serial number and its MAC address, both of which should be
printed on the bottom or side of the modem while setup is going on.

4 To test internet connection.
Open a web browser and go to a new website. If user visit to a website that
has been recently visited, browser may load it from its cache. If the new
website loaded, then you're connected to the internet.
If not, it needs to troubleshoot.
Try any other program that requires internet. Like visit social web site.
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Steps for DSL internet connection

Step
No.

Activity

Diagram or observation

Plug the DSL modem into computer. Make sure
computer is near a wall cable socket.

Plug the DSL modem into the wall cable socket.

Plug in the DSL modem's power cord.

Most modem's don't have an On/Off switch. Plugging
and unplugging them will turn them on and off.

When the cable modem is turned on, it has to go
through a boot up process. This makes process is done
when most of the lights have turned on and stopped
blinking.

It usually takes about 30-60 seconds for a modem to
finish turning on.

User needs modem's serial number and its MAC
address, both of which should be printed on the
bottom or side of the modem while setup is going on.

Log in to the modem's administrative screen. Open a
web browser. In the address field, type the modem's IP
address. It's often printed on the modem itself. If not, it
will be in the modem's manual. Common modem IP
addresses are 192.168.0.1 and 192.168.1.1. Different
modem has their specific IP addresses.

Advanced Setrings

LIsername; admin
.........

Passward;
FProboacol: FPPOE ¥

Enter your DSL  account username and
password. Once  connected to the modem's
administrative screen, Enter DSL account username
and password into text box available. The username
usually is an email address.

If don't know account username and password, contact
DSL ISP.

Save the settings. When the setup is complete, save the
settings. The internet light on your modem should turn
green to indicate that you are online.

Test Connection same as for Cable internet connection
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XII Resources used

Sr. Instrument /
No. | Components

1.

Specification Quantity

2.

XIII Actual procedure followed
Write steps for cable internet connection:

XIV  Precautions followed (use blank sheet provided if space not sufficient)

XV  Observations (use blank sheet provided if space not sufficient
1. Internet is performing properly or

XVI Result
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XVII Interpretation of Results

XVIII Conclusions and Recommendations

(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions

Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.

1. Label components/connection elements shown in the diagram given below.
- j =
T
gl | ©
g "
c c:mpl_n-:;
Figure for Question 1.
2. Suddenly switching OFF the Router will the user get Internet Access?
3. Restarting Computer next time will user get proper internet connection?
4. TIs there effect on internet access, if the range /signal of the router is fluctuating?
5.

If cablenet signal is weak what will be the effect on internet access?
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[Space for Answers]
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XX  References / Suggestions for further Reading
1. https://www.computerhope.com/issues/ch000720.htm
2. https://www.wikihow.com/Set-Up-an-Internet-Connection
3. http://www.tech2u.com.au/training/tech2u/internet/information.html

XXI Assessment Scheme

Performance indicators Weightage

Process related: (15 Marks) 60%

Proper handling of the equipment 20%

2 | Configure Internet connection. 20%

3 Establish Intg:rnet connection and troubleshoot error in 20%
connection (if any).

Product related: (10 Marks) 40%

4 | Results 20%

5 | Practical related questions 10%

Submission of report in time 10%

Total (25 Marks) 100 %

Name of Team Members

Dated signature

Marks Obtained of Teacher

Process Product Total
Related (15) | Related (10) (25)
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Practical No.14: Use FTP protocol to transfer file from one system to

another system.

Practical Significance

It is required in any organization to share files and resources as it simplifies the access
to these resources from anywhere. It also reduces the cost of equipment as they are
shared among multiple users. By sharing files, it reduces the storage cost. The student
will be able to share files using File transfer protocol.

Relevant Program Outcomes (POs)

¢ Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified
competency through various teaching learning experiences:

Maintain computer network systems.

Relevant Course Qutcome
Use the relevant network model for the specified data communication system.
Configure the network component and assign IP address.

Practical Qutcome
Set up FTP client server and transfer files using FTP

Relevant Affective domain related Qutcomes
e Installation of software .
e Follow ethical practices.

Minimum Theoretical Background

The file transfer protocol (FTP) is a standard network protocol used to transfer
computer files between a client and server on a computer network. FTP is built on a
client server architecture and uses separate control and data connections between the
client and the server. FTP users may authenticate themselves with a clear- text sign- in
protocol, normally in the form of username and password, but can connect
anonymously if server is configured to allow it. For secure transmissions it protects
the username and password and encrypts the contents.FTP is often secured with
SSL/TLS (FTPS). SSH file transfer(SFTP) is also used sometimes.They are
technologically different.

A client makes a TCP connection to the server’s port 21. This connection , called the
control connection, remains open for the duration of the session, with the second
connection called the data connection, opened by the server from its port 20 to client
port (specified in the negotiation dialog) as required to transfer file data
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VIII a) Block Diagram

Filezilla is a powerful tool and a free software for transferring files over the internet

IHAFileZilla......

IX Resources required

Home

FileZilla
Features
Screenshots
Download
Documentation

FileZilla Server
Download

General
Contact
Forum
Project page
Wiki

Development
Source code

Overview

Welcome to the homepage of FileZilla, the free FTP solution. Both a client and a server are
available. FileZilla is open source software distributed free of charge under the terms of the GNU

General Public License

Support is available through our forums, the wiki and the bug and feature request trackers.

In addition, you will find documentation on how to compile FileZilla and nightly builds for
multiple platforms in the development section.

€ Quick download links

FileZilla Client

All platforms.

Download
FileZilla Server

Windows only

Fig 14.1. Filezilla download

Sr. Instrum . . .
No. ent /Components Specification Quantity
1 Personal Computer Standard Specifications 01
with internet connection
2 Filezilla software Open source software
X Precautions to be Followed

e Ensure compatibility of computer system with software.
e Install the software following the instructions carefully

XI Procedure
1. The FileZilla client is downloaded and activated on your computer. Enter domain
name in the Host field or one can use the account's IP address. The username and
the password that has to be entered are the same as that which used to log in.
The FTP port is 21. Then, to connect, press the Quickconnect button.

—»
|

Username:

¢ % 13

L

sgtutori

@ AR

Password: sssssescsss

Port: | 21

2. The user will get connected to hosting account and on the right side of the FTP
client window a list of all the files and folders on your account will be displayed.
3. From the right panel of the FTP client navigate to the folder on the account in

which the new files are to be uploaded.for example - public_html.
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+
4¥ Add files to queue

Open
Edit

Create directory
Create directory and enter it
Refresh

Delete

4. Then, select one or more files from the left side panel (from the computer from
which files are to be transferred) to be uploaded and right click on them. From the
menu that shows up, click the Upload button.

5. The transfer will automatically be initiated, which will be indicated at the bottom
panel of the application.

6. Wait for the upload to complete, after which the uploading of these files will be
logged in the Successful Transfers tab at the bottom panel.

7. Sample Exercise:

8. Access a Public FTP site

€« C @ Notsecure | ftp://ftp.cs.brown.edu

A public FTP site ftp://ftp.cs.brown.edu/is accessed
using a browser is as given on the right. Index of /

A public FTP site ftp://ftp.cs.brown.edu/is accessed Name Size  DateModified
using command prompt: pub/ 8/13/13, 5:30:00 AM
At the Command prompt type “ftp” v /10116, 53000 AM
ftp> open ftp.cs.brown.edu

Connected to ftp.cs.brown.edu.

220---------- Welcome to Pure-FTPd [privsep] [TLS] -
220-You are user number 7 of 50 allowed.

220-Local time is now 12:18. Server port: 21.
220-IPv6 connections are also welcome on this server.
220 You will be disconnected after 15 minutes of inactivity.
User (ftp.cs.brown.edu:(none)):

230 Anonymous user logged in

ftp>dir

200 PORT command successful

150 Connecting to port 55624

drwxrwxrwt 20 0 524288 Mar 6 03:30 incoming
drwxr-xr-x 330 2 8192 Aug 13 2013 pub
drwxr-xr-x 520 2 8192 Feb 10 2016 u

226-Options: -1

226 3 matches total

ftp: 204 bytes received in 57.17Seconds 0.00Kbytes/sec.
ftp>

9. After successful file transfer and completion of practical shut down the PC and
switch off the supply
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XII Resources used

Sr.
No.
1.

Instrument /Components Specification Quantity

2.

XIIT Actual procedure followed

XIV  Precautions followed (use blank sheet provided if space not sufficient)

XV Observations (use blank sheet provided if space not sufficient)
Actual output observed / Perform any other exercise given by the teacher apart
from the sample exercise
(Student should paste the output)

XVI Result
Lo (Public/ Private) FTP sites can be accessed without any
authentication, and hence not secure.
2. In TCP/IP model, FTP makes use of TCP protocol with two ports, namely .......
and .........
3. Files can be uploaded and downloaded .................... (faster/ slower) using FTP.

XVII Interpretation of Results
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XVIII Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions

Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.
1. 1. FTP is built on architecture
a) Client-server b) P2P c¢) Both of the mentioned
d) None of the mentioned
2. Full form of FTP is .
State the number of parallel TCP connections used to transfer a file in FTP?
4. TCP connections to transfer a file are and
connection.
5. If 5 files are transferred from server A to client B in the same session.
6. State the number of TCP connection required between A and B .

(98]

[Space for Answers]
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XX  References / Suggestions for further Reading
1. https://youtu.be/Xm1SvFuDnw0
2. https://youtu.be/6fBF19zYdd0
3. https://youtu.be/COSdHb-uSPA

XXI Assessment Scheme

Performance indicators Weightage
Process related: (15 Marks) 60%
1 | Installation of Filezilla software 30 %
5 | Program execution 30%
Product related: (10 Marks) 40%
3 | Results 20%
4 | Practical related questions 10%
5 | Submission of report in time 10%
Total (25 Marks) 100 %
Name of Team Members
2
B
A
Marks Obtained Dated signature

of Teacher

Process Product Total
Related (15) | Related (10) (25)
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Practical No.15: Install and configure a Firewall for the network security.

1T

111

1A%

VI

Practical Significance

A Firewall is a program that protects computer from malicious hackers that try to
access computer from the internet. Use of firewall is highly recommended for all
computer users. Many users are interested in either enabling or disabling their
Windows Firewall for various reasons. Some users want to utilize a different firewall,
and some may have turned theirs off by accident. Firewalls are tools that can be used
to enhance the security of computers connected to a network, such as a LAN or the
Internet. A firewall separates a computer from the Internet, inspecting packets of data
as they arrive at either side of the firewall to determine whether it should be allowed to
pass or be blocked. In this practical students will be able to install and configure
firewall.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

e Life-long learning: Engage in independent and life-long learning activities in the
context of technological changes also in the Electronics and Telecommunication
engineering and allied industry.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified

competency through various teaching learning experiences:

Maintain computer network systems.

Able to configure , enable and disable firewall

Relevant Course Outcome
Use the relevant network model for the specified data communication system.
Configure the network component and assign IP address.

Practical Outcome
Install and configure a Firewall for the network security.

Relevant Affective domain related Outcomes
e Demonstrate working as a leader/a team member. .

e Follow ethical practices.
e Handle equipment carefully.
e Follow safety practices.
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VII

Minimum Theoretical Background
A firewall is designed to prevent unauthorized access to or from a private network.
Firewall is implemented in either hardware or software form, or a combination of
both. Firewalls prevent unauthorized internet users from accessing private networks
connected to the internet, especially intranet.
Firewalls act as guards at the computer’s entry points also called ports ; where the
computer exchanges data with other devices on the network. Firewalls ensure that
packets that are requesting permission to enter the computer meet certain rules that are
established by the user of the computer. Firewalls operate in two ways, by either
denying or accepting all messages based on a list of designated acceptable or
unacceptable sources, or by allowing or denying all messages based on a list of
designated acceptable or unacceptable destination ports.
Firewalls are relatively easy to install, setup and operate. There are different types of
firewall technology and their suitability for small office/ home office and personal
computer users.
Basic steps to Install a Firewall
Some operating systems have built-in firewalls that may be shipped in the "off" mode.
Therefore:
1. Start >> Control Panel >> Administrative Tools >> Windows Firewall with
Advanced Settings.
2. From the Actions pane (right-pane) click on Properties.
3. Select the appropriate firewall profile (Domain, Private or Public).
Drawbacks to Using Firewalls
For optimal protection against the variety of security threats that exist, firewalls
should be used in conjunction with other security measures such as anti-virus
software and encryption packages. As well, a well-thought out and consistently
implemented security policy is vital to attaining optimal effectiveness of any security
software.
Selecting Firewalls
Firewall applications vary in sophistication and cost. When selecting firewalls, the
following considerations should be taken into account:
o Ease of installation/configuration
e Can firewall run without user intervention?
o Ease of configuration.
e Availability of help or technical support.
o Firewall cost shall be appropriate to the size of business/office?
e Requirement of maintenance/ monitoring
e Need of training requirement for usage.
e Reports, logs, audits generation
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VIII a) Block Diagram

Fig 15.1: Concept diagram of firewall

b) Actual Circuit used in laboratory
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IX Resources required
Sr. . . .
No. Instrument /Components Specification Quantity
Personal Computers (For Intel P-IV , 2Gbyte , DDR2 ,
1 additional Terminals , 500Gbyte HDD, Keyboard onwards 01
Windows Operating system Installed with Windows 7 onwards
Installed and internet connectivity
2 Any Freeware Refer Given List of free Firewall 01
X Precautions to be Followed
1. Be sure to turn the firewall on.
2. Ensure that firewall is set up properly and updated regularly.
3. Check the online "Help" feature for specific instructions.
XI Procedure

Installation process of Firewall:
1. Chose a Firewall
» Selection of the right Firewall is an important step. Either a simple and easy-to-
use firewall or a firewall where user can configure everything it does.
Following are some of the free firewalls: (select any suitable from this)
i. Sophos XG Firewall Home Edition
ii. ZoneAlarm Free Firewall 2019 (but needs (Dot).Net Framework)
iii. AVS Firewall
iv. Avast Free Antivirus
v. Comodo Free Firewall
vi. TinyWall
vii. Outpost Firewall
viil. GlassWire
ix. Privatefirewall
x. OpenDNS Home
2. After choosing a suite install it according to the company’s instructions. These
instructions can normally be found from the firewalls website in Help.
3. After the firewall installs it will most likely require a reboot. Reboot the computer
and watch for any pop-ups from the firewall during installation.
4. Read any pop-ups that appear on the computer after the restart, accept all of them
from programs you use and trust.
5. If any pop-ups appear and don't know what they are for. Then go to a favorite
search engine and type in the name of the program.
6. Computer should now be secure with the firewall, when it blocks any hacker
attacks it will pop-up and alert the user.

How to Configure a Firewall in 5 Steps

Step 1: Secure the firewall. ...

Step 2: Architect the firewall zones and IP addresses. ...
Step 3: Configure access control lists. ...

Step 4: Configure other firewall services and logging. ...
Step 5: Test firewall configuration.
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e
| McAfee.com SecurityCenter Installation Wizard

Installing McAfeec.com
SecurityCenter

components are installed._.

Please wait while the McAafee.com SecurityCenter

File Progress: Installing Agent File...

[T T T]

Owverall Progress: 62%

'O Downloading

© Preparing Installation
© Installing

® Finalizing Installation

—
McAfee.com S ityCenter I llati Wizard _

© Downloadinu
© Preparing Installation
© Instaling

© Finalzing Installation

Completing the McAfee.com
SecurityCenter Wizard
You have successfully installed McAfee.com SecurityCenter.

Remowve any CDs or floppy disks from your computer, and
then click Restart to restart your computer.

IV You are protected

Everything up-to-date
All shislds active

x '

Quick scan Browser Cleanup Add

Complete your online protection today "

s Protect your identity & personal data

(® Secure your online shopping & banking

B& Protect yourself against phishing & scam email

wrilkei

-

Mobile protection

Fig. 15.2: Some popups may appear during firewall installation:

Microsoft Windows 8 and 10 both come with a pre-installed firewall utility, although

it may be disabled by default.

Enabling Windows 8 or 10 firewall

Only one software firewall should be enabled at a time. If you have an antivirus or

other security program installed with its own firewall, make sure it is disabled first.

1. Open the Control Panel

2. Click on System and Security
3. Click on Windows Firewall.
4

If the Windows Firewall is disabled, the Windows Firewall state will be Off. To

turn it on, in the left navigation pane, click on Turn Windows Firewall on or off.

5. In the Customize Settings window, select Turn on Windows Firewalland click

OK.
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Disabling the Windows 8 or 10 firewall
e Unless any troubleshooting is done or any plan to install another firewall is there,
it is recommended that the Windows Firewall is not disabled.
e If the user is disabling the firewall because a program can't be accessed by
computer or the Internet, try to allow the program through the firewall first.
1. Open the Control Panel
2. Click on Windows Firewall.
3. If the Windows Firewall is enabled, the Windows Firewall state will be On.
To turn it off, in the left navigation pane, click on Turn Windows Firewall on
or off.
4. In the Customize Settings window, select Turn off Windows Firewall and
click OK.

XITI Resources used
Sr. Instrument
No. | /Components

Specification Quantity

XIII Actual procedure followed

XIV  Precautions followed (use blank sheet provided if space not sufficient)

XV  Observations (use blank sheet provided if space not sufficient)
Observe the performance of computer to launch applications and access to other
computers or external devices
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XVI Result

XVIII Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.

1. If a Firewall is left disabled, state the issues need to be handled.
Does the firewall have a significant impact on the operation of the system? State
the performance of the system with and without firewall.

3. Firewall shall provide audit reports identifying time, location and type of attack
etc. document the content of the audit report.

[Space for Answers]
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XX  References / Suggestions for further Reading

1
2
3.
4
5

. https://www.computerhope.com/issues/ch000551.htm
. https://www.computerhope.com/issues/ch000551.htm

https://www.wikihow.com/Protect-Y our-Computer-With-a-Firewall
. https://docs.microsoft.com/en-us/azure/firewall/overview
. https://www.zonealarm.com/software/free-firewall (Free downloadable Firewall)

XXI Assessment Scheme

Performance indicators Weightage

Process related: (15 Marks) 60%

1 | Proper handling of the equipment 20%

o | Installation of firewall 20%

3 | Testing of firewall 20%

Product related: (10 Marks) 40%

4 | Results 20%

5 | Practical related questions 10%

Submission of report in time 10%

Total (25 Marks) 100 %
Name of Team Members
2
B
4
Marks Obtained Dated signature
of Teacher
Process Product Total

Related (15) | Related (10) (25)
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Practical No.16: Interconnect two PCs using RS232 cable and transfer data

I

I1I

1A%

VI

as null modem configuration.

Practical Significance

Null modem: This term used to describe a communications method that does not
utilize a modem. For example, two computers joined directly by a null modem cable
utilizing the RS-232 port are said to be a null modem setup because they do not use
modem to communicate. The practical will enable the student to use RS-232 cable to
assess the speed of transfer of data in null modem configuration.

Relevant Program Outcomes (POs)

e Discipline knowledge: Apply Electronics and Telecommunication engineering
knowledge to solve broad-based Electronics and Telecommunications engineering
related problems.

e Experiments and practice: Plan to perform experiments and practices to use the
results to solve broad-based Electronics and Telecommunication engineering
problems.

¢ Individual and team work: Function effectively as a leader and team member in
diverse/ multidisciplinary teams.

e Life-long learning: Engage in independent and life-long learning activities in the
context of technological changes also in the Electronics and Telecommunication
engineering and allied industry.

Competency and Practical skills

The aim of this course is to help the student to attain the following industry identified
competency through various teaching learning experiences:

Maintain computer network systems.

To be able to establish connection between two computers using RS-232 cable/ Null
Modem.

To be able to share data /files among the two computers connected using RS-232
cable.

Relevant Course Outcome
Configure the network component and assign IP address.

Practical Qutcome
Interconnect two PCs using RS232 cable and transfer data as null modem
configuration.

Relevant Affective domain related Outcomes
e Demonstrate working as a leader/a team member. .

e Follow ethical practices.
e Handle equipment carefully.
e Follow safety practices.
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VII

Minimum Theoretical Background

Null modem is a communication method to directly connect two DTEs(Data Terminal
Equipment) like computer terminal, printer, etc. using RS-232 serial cable. Null
modem communication refers to using a crossed-over RS-232 cable to connect the
teleprinters directly to one another without the modems. It is also used to serially
connect a computer to a printer, since both are DTE, and is known as a Printer Cable.

The RS-232 (Recommended Standard) is asymmetric as to the definitions of the two
ends of the communications link, assuming that one end is a DTE and the other is
a DCE (Data Communication Equipment), e.g. a modem. With a null modem
connection transmit and receive lines are cross-linked. Depending on the purpose,
sometimes also one or more handshake lines are cross-linked. Several wiring layouts
are in use because the null modem connection is not covered by the RS-232 standard.

A serial port complying with the RS-232 standard was once a standard feature of many
types of computers. Personal computers used them for connections not only to
modems, but also to printers, computer mice, data storage, uninterruptible power
supplies, and other peripheral devices.

Pin 6: Data Set Ready (DSR)

RS232 Pinout

Pin 1: Data Camer Detect (DCD)
Pin 2: Received Data (RXD)
Pimn 3: Transmit Data (TX0)
Pin 4: Data Terminal Ready (OTR)
Pin 5: Ground (GND)

Fin 7. Request To Send (RTS)
Pin 8: Clear To Send (CTS)
Pin 9 Ring Indicator (R1

Fig 16.1: RS-232-(9-pin connector) details Fig. 16.2: RS-232 (25 pin) to USB
Connector/Convertor

Table 16.1: X-21 Cable Specification (For RS-232-connector )

SPECIFICATIONS RS232
"l(“)(l)lte.':llLIi\Luember of Drivers and Receivers on | DRIVER 1 RECVR
Maximum Cable Length 50 FT.
Maximum Data Rate 20kb/s
Maximum Driver Output Voltage +/-25V
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Table 16.2: 9 Pin Connector on a DTE device (PC connection)

Male RS232 DB9

D EEEE
& EE®

Pin Number

Direction of signal:

1

Carrier Detect (CD) (from DCE) Incoming signal from a modem

Received Data (RD) Incoming Data from a DCE

Transmitted Data (TD) Outgoing Data to a DCE

Data Terminal Ready (DTR) Outgoing handshaking signal

2
3
4
5

Signal Ground Common reference voltage

Table 16.3: 9 Pin Connector on a DTE device (PC connection)

Male RS232 DB9

SOREREOREVECY
& (D& @

Pin Number

Direction of signal:

Carrier Detect (CD) (from DCE) Incoming signal from a modem

Received Data (RD) Incoming Data from a DCE

Transmitted Data (TD) Outgoing Data to a DCE

Data Terminal Ready (DTR) Outgoing handshaking signal

Signal Ground Common reference voltage

Data Set Ready (DSR) Incoming handshaking signal

Request To Send (RTS) Outgoing flow control signal

Clear To Send (CTS) Incoming flow control signal

O 0| Q| N | | W[ | —

Ring Indicator (RI) (from DCE) Incoming signal from a modem

Table 16.4: Characteristics of RS-232

Parameter RS-232
Cabling Single Ended
Numbers of devices 1 transmitter 1 receiver
Mode of operation Simplex or Full duplex
Maximum cable length 50 feet
Maximum data rate 20/kbits/sec
Signaling Unbalanced
Typical logic levels +/-5 ~+/-15V
Minimum receiver input impedence 3 ~ 7k-ohm
Receiver sensitivity +/- 3V
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VIII a) Block Diagram

Fig.16.4: A null modem cable

Male DB-21

UART Chip

UART Frames

f

Itjtart lLiht 8 Data Bit

RS5-132 Lagic Level

Line Driver Convert LART
Logic level to RS-232 level

L W T Tl

. Stop Bit

L L i}

"u Parity Bit

Telephone Line
Female DB-12
UART Chip
Line Driver Convert RS-132

Level To Logic Level

Fig. 16.5: Diagram Explaining Serial Data Exchange Between PC

and Device Using RS232
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Table 16.5: Common wiring diagram for a null modem

Below is a very common wiring diagram for a null modem cable to interconnect two
DTEs (e.g. two PCs) providing full handshaking, which works with software relying
on proper assertion of the Data Carrier Detect (DCD) signal:!

One side Other side
Signal
directio
- - n - - i
Signal and abbreviations Q E Dlj: ? DB. 25 | Sign
25 pin 9 pin pin pin al
Frame Ground FG 1 N/A Common N/A 1 FG
Transmitted Data %ED’ 2 — 2 3 RxD
Received Data Ili)];D’ 3 — 3 2 TxD
Request To Send | RTS 4 — 8 5 CTS
Clear To Send CTS 5 — 7 4 0TS
Signal Ground SG 7 Common | 5 7 SG
Data Set Ready DSR 6
— 4 20 DTR
Data Carrier CD, ]
Detect CD
; 1 8 DC[
Data Terminal DTR 20 .
Ready
6 6 DSR
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b) Actual Circuit used in laboratory

IX Resources required
13:;' Instrument /Components Specification Quantity
Intel P-IV , 2Gbyte , DDR2
Persqnal Comp uters (For' 500Gbyte HDD, Keyboard
1 additional Terminals , Windows ; . 02
. onwards Installed with Windows 7
Operating system Installed . ..
onwards and internet connectivity
2 Null Modem cable RS-232 with 9 -pin 01
X Precautions to be Followed

1.

[98)

Using null modem cable there is the possibility of hardware flow control without
being incompatible with the original way flow control was used with DTE/DCE
communication.

Make sure serial ports are enabled in CMOS setup.

Because of cross connection, the DTR output line can be used for simple flow
control. Incoming data is allowed when the output is set, and blocked if the output
is not set.

The null modem cable with partial handshaking works in most cases. If user is
developing software which must work with all kinds of cables, it is best to use
software flow control only and ignore all modem control inputs.
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XI Procedure

Setting up direct cable connection in Windows :

Step-by-step instructions for setting up direct cable connection in Windows 95 and

Windows 98. The Null modem cable is required for these steps to work properly.

1. Null Modem Cable must be connected directly to each of the computers user want
to connect, which means no other serial devices can be connected to either
computer.

2. Make sure serial ports are enabled in CMOS setup.

3. For Direct Cable Connection to work, First install the software used for the
communication.

To install Direct Cable Connection,

e Click Start, Settings P Control Panel, and double-click on Add Remove
Programs. Then click »the Windows Setup tab, double-click the Communications
icon,

e check the Direct Cable Connection box. If this box is already checked, it is
recommended that uncheck the box and then place the check back in the box to
ensure that the complete program is installed into the computer.

e Once completely installed, reboot the computer.

4. Once back in Windows click Start P Settings » Control Panel, double-click on
Network, and then P click File and Print Sharing.

e In File and Print Sharing, check the box next to "I want to be able to give others
access to my files" also while in this window enable Print sharing.

e Click Ok,

e if Windows attempts to locate the drivers but is not able to, do this two times and
reboot the computer again to ensure these settings are updated.

5. Once back into Windows, »double-click My Computer, right-click on the drive
you want to share your information on (e.g., C: drive) and click Properties.

Once in Properties click the Sharing tab, click P the option for Shared As, enter a
Share Name, click »the Apply, and then reboot the computer.

6. Once the above steps have been completed, Then decide which computer will be
host and which computer will be guest. Once this is determined,
first set up the host computer by clicking on Start® Programs®» Accessories»
CommunicationsP click on Direct Cable Connection.

In Direct Cable Connection choose the option for P host, P select the port, if so
desired P> specify a password, and then click» Next.

Computer should then wait for the guest computer to send signal to the host
computer.

7. Once the above steps have been completed, on the second computer follow the
above steps 1-5 again. Once done, click P> Start, »Programs, P> Accessories,
Communications, P click on » Direct Cable Connection.

In the Direct Cable Connection box choose P Guest, choose the
» communications port, click P Next to have the computer start searching.

8. Once the Host and the Guest have been set up you should establish a connection;
Now user can browse the hard drive that was shared through Network
Neighborhood.

Alternative procedure /Similar way to share resources.

To connect two computers with an Ethernet cable:
Step 1: Connect both computers to a LAN cable. Use any LAN cable (crossover cable
or Ethernet cable); it doesn’t matter on a modern computer.
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Step 2: OK, Turn on the sharing options on both computers.
Search for Control Panel in the start menu and open it. Here, go to “Network and
Internet > Network and Sharing Center > Advanced sharing settings.”
Select the radio option “turn on network detection” under public folder sharing.
Select the radio option “turn off password protected sharing.”
type in password each and every time to access shared folders from another
computer.
However, this is also a significant security risk. So, make sure to select “Turn on
password protected sharing” for transferring the files via ethernet cable.

Step 3: Now bring both the computers on to the same network.

a. Open Control Panel > Network and Sharing Center.

b. Select Local Area Connection or Ethernet.
Right-click it and go to its properties.

c. Select TCP/ IPv4 option there. Then Select it and then click on the Properties
button.

d. In the properties window, select the option “Use the following IP address.” Now,
put the following values on 1st computer

e [P Address: 192.168.1.1

e Subnet mask: 225.225.225.0

e Default gateway: 192.168.1.2
It is not necessary if using the IP addresses are in same range,
On the second computer:
Open the IPv4 properties and enter the following values.

e [P address: 192.168.1.2

e Subnet mask: 225.225.225.0

e Default gateway: 192.168.1.1

Testing Connectivity: Need to keep the subnet mask same and changing the IP
address. If everything works right, the two computer names are displayed in the
Networks panel.

XITI Resources used
Sr.
No.

1.
2.

Instrument /Components Specification Quantity

XIIT Actual procedure followed

XIV  Precautions followed (use blank sheet provided if space not sufficient)
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XV  Observations (use blank sheet provided if space not sufficient

XVI Result

XVIII Conclusions and Recommendations
(Actions/decisions to be taken based on the interpretation of results).

XIX Practical Related Questions
Note: Below given are few sample questions for reference. Teacher must design
more such questions so as to ensure the achievement of identified CO.

Share file from first computer to second computer.

Can user share files/folder from second to first computer?

Can user share printer from second computer?

Compare the speed of communication in LAN and in RS-232 communication.

el S

[Space for Answers]
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XX  References / Suggestions for further Reading
https://www.taltech.com/datacollection/articles/serial intro#232c
https://www.lammertbies.nl/comm/info/RS-232 null modem.html
https://www.computerhope.com/jargon/r/rs232.htm
https://www.commfront.com/pages/3-easy-steps-to-understand-and-control-your-
rs232-devices
https://en.wikipedia.org/wiki/Null_modem
https://www.engineersgarage.com/articles/what-is-rs232
https://en.wikipedia.org/wiki/Serial communication
https://www.wikihow.com/Connect-Two-Computers
https://www.computerhope.com/issues/ch000600.htm
0. https://www.electronics-notes.com/articles/connectivity/serial-data-
communications/rs232-cables.php
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XXI Assessment Scheme

Performance indicators Weightage

Process related: (15 Marks) 60%

1 | Proper handling of the equipment 20%

5 | Identifying the various blocks 20%

3 | Inserting the SIM card properly 20%

Product related: (10 Marks) 40%

4 | Results 20%

Practical related questions 10%

Submission of report in time 10%

Total (25 Marks) 100 %
Name of Team Members
L
2
P
A
Marks Obtained Dated signature

of Teacher

Process Product Total
Related (15) | Related (10) (25)
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