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DataCommunicatiorandComputemetwork CourseCode:31431¢€

Preface
DataCommunication and ComputbBietwork (314318 laboratorymanual is meticulouslgrafted to equip
fourth semester diploma engineering students with valuable practical learning experiences aligned wit
MSBTE 'K' Scheme Curriculum.

The primary objective of this manual is to enhance valuable skiligtien communication and computer

network of diploma engineering students which is vital to excel at the workplace. To achieve this, eacl
practical is mapped with prescribed theory learning outcomes (TLOSs), lab learning outcomes (LLOS) ant
course outcomes (@s). Course facilitators can adopt suitable pedagogical methods to impart the course

with an aim to achieve the prescribed course outcomes effectively.

This laboratorymanualis designedo helpall stakeholdersgspeciallythe studentsaandteacherd¢o develop

in the student the pregetermined outcomes. Every practical in this manual begins by identifying the
Practical Significance, Industry/Employer expected outcome, Course Level Learning Outcomes, an
Laboratory Learning Outcomes which serve as a kegl fogint for doing the practical. The students will
then become aware about the skills they will achieve through procedure shown there and necesse
precautions to baken, which will help them to appig solving realworld problems in theiprofessional

life.

This laboratory manual also provides guidelines to teachers and instructors to effectively facilitate
studentcentered lab activities through each practical exercise by arranging and managing necessa
resources in order that the students follow procedures and precautions systematically ensuring the
achievement of outcomes in the students. Data communication deals with the transmission of digital da
through a network. Many applications like Airline Reservations, Railway reservatidremkeng e
governance, Online Shoppinglearning can be managed by a single click. Diploma Engineers should be
able to select, classify, install, troubleshoot and maintain different industrial data communication

networks.

This laboratory manual gives the imant concepts and techniques related to data communication and

enable students to create, maintain and troubleshoot computer networks.
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DataCommunicatiorandComputemetwork CourseCode:31431¢€

PO1

PO2

PO3

PO4

PO5

POG6

PO7

Program Outcomes(POs)to be achievedthrough Course:

Basic and Discipline specific knowledge: Apply knowledg basic mathematics, science ar
engineering fundamentals and engineering specialization to solve the engineering probl

Problemanalysis:ldentify and analyseswell-defined engineeringproblemsusing codified
standard methods.

Design/developmentbf solutions:Designsolutionsfor well-definedtechnicalproblemsand
assist with the design of systems components or processes to meet specified needs.

Engineering Tools, Experimentationand Testing: Apply modern engineeringtools and
appropriate technique to conduct standard tests and measurements.

Engineering practices for society, sustainabilityand environment: Apply appropriate
technology in context of society, sustainability, environment and ethical practices.

Proje¢ Management: Use engineering management principles individually, as a team 1
or a leader to manage projects and effectively communicate aboutiefielbd engineerin
activities.

Life-longlearning:Ability to analysesndividual needsandenga@ in updatingin the contextof
technological changes.

Maharashtr&tateBoardof TechnicaEducationK &cheme) i



DataCommunicatiorandComputemetwork

CourseCode:31431¢€

Practical Course OQutcome Matrix

CourseOutcomes(COs)

CO1

Analyzethe functioningof DataCommunicatiorandComputerNetwork.

CO2

SelectrelevantTransmissiorMediaand SwitchingTechnigquessperneed.

CO3

Analyzethe TransmissiorErrorswith respecto IEEE standards.

CO4

Configuredifferent TCP/IPservices.

CO5

ImplementrelevantNetwork TopologyusingNetworkingDevices.

Sr.
No.

Title of the Experiment CO1| CO2 | CO3 | CO4

* Amplitude Shift Keying(ASK) usinganysimulator

CO5

Frequencyshift Keying(FSK)usinganysimulator

Frequencyshift Keying(FSK)usinganysimulator

*Create and Test standard straight network
cable(UniversaColourCode)usingcrimpingtool

Create and Test standard Crossaork
cable(UniversaColourCode)usingcrimpingtool

* Generata Time Division Multiplexing(TDM)
signal using relevant simulation software

*Createa HybridNetwork UsingBluetooth

*Locatetheerrorbit in thegivendatastring by
applying checksum error detection method

*ImplementWirelessnetwork

10

Write aé Qpdogramfor parity checkerrordetection

11

*Write aé Cgsogramfor Cyclic Redundancy
Check(CRC) error detection

12

*Write adC ¢orogramfor errorcorrectionusing
Hamming code

13

*ConfigurestaticlP addressn operatingsystemalong
with appropriate subnet mask for given problem

14

* Implement Classful Address in a given network
nodei)ldentify rangeof IP Addressn variousclasses
i)Justify thereasorto choosevariousIP address
classes for creating given network

15

*ExecuteTCP/IPnetworkcommandsipconfig,
ping,tracert

16

*ExecuteTCP/IPnetworkcommandsnetstat,
pathping, route
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17

*1) Instdl Wiresharkandconfigureaspacketsniffer-
i)CapturelP, TELNET, FTPpacketuusingWireshark

18

CaptureTCP andUDP packeusingWireshark

19

CaptureARP andICMP packeftTraffic using
Wireshark

20

Install OperatingSystemLinux/Windows/Anyother
Server

21

UseFTP protocolto transferfile from onesystemo
another system

22

CreatelPv6 environmenin asmallnetworkusing
simulator

23

*CreateHT TP server

24

*CreatecomputersisingStartopology with wired
media

25

CreateTreetopologyusingCISCOpackettracer
software

26

ConfigureTELNET for remotelogin

27

*Visit your computer laboratory)ldentify the type ot
topology ii)ldentify types of connecting devices wit
specifications iii)ldentify types of cables with
specificationgv)List thetypeof networkapplications
commonly used in the laboratory iv)Draw the layo
of installednetwork

28

Sharefolder and printelin anetwork
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Guidelinesto Teachers

1. Teacheris expectedto refer complete curriculum document and follow guidelines for
implementation before start of curriculum.

2. At the beginningteachershouldmakethe studentsacquaintedwvith any of the given Simulation
software environment dew practical are based on simulation.

3. Teachershould provide the guideline with demonstratiorof practicalto the studentswith all
features.

4. Teacheshallexplainprior conceptgo the studentbeforestartingof eachpractical
Involve studentsn perfomanceof eachpractical.

6. Teachershouldensurethat the respectiveskills and competenciesire developedn the students
after the completion of the practical exercise.
Teachershouldgive opportunityto studentdor hands orexperience aftethe demonstation.
Teachelis expected tgharethe skills anccompetencies to leeveloped in thetudents.

9. Teacher may provide additional knowledge and skills to the students even though not covered in

the manual but are expected the students by the industry.
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Instructions for Students

1. Listen carefully the lecture given by teacher about course, curriculum, learning structure, skills to
be developed.

2. Beforeperformingthe practicalstudentshallreadlab manualof relatedpracticalto be conducted.

3. Organizethework in the group andnakerecordof all observations.

4. Studentshalldevelop maintenanakill as expectetly industries.

5. Studentshallattemptto developrelatedhandon skills andgainconfidence.

6. Studentshalldevelopthe habitsof evolvingmoreideas, innovations skills etc.

7. Studentshallrefertechnicalimagazines, I$odes andiatabooks.

8. Studentshoulddevelophabitto submit thepracticalon dateandtime.

9. Studentshould wellpreparewvhile submittingwrite-up ofexercise.
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DataCommunicatiorandComputemetwork CourseCode:31431¢€
Content Page
List of Practical and Formative AssessmenSheet
Sr. Date of Date of Assessment| Teacd$
Practical Title Remark
No Performance | Submission | Marks (25) Sign
1 *  Amplitude Shift Keying(ASK)
usinganysimulator
5 FrequencyShift Keying(FSK) using
anysimulator
3 FrequencyShift Keying(FSK) using
anysimulator
*Create and Test standard straight
4 | network cable(Universal Colour
Code) using crimping tool
Create and Test standard Cross
5 | network cable(Universal Colour
Code) using crimping tool
* Generate a Time Division
6 | Multiplexing(TDM)  signal using
relevant simulation software
7 *Create a Hybrid Network Using
Bluetooth
*Locatetheerrorbit in the givendata
8 | string by applying checksumerror
detection method
9 | *ImplementWirelessnetwork
10 Write a6 Cpdogramfor parity check
errordetection
*Write a 6 C program for Cyclic
11 | Redundancy Check(CRC) error
detection
12 *Write a 6 Cpdogram for error
correctionusingHammingcode
*Configure static IP address
13 operating system along  wil
appropriate subnet mask for given
problem
* Implement Classful Address in
given network node i)ldentify rang
14 of IP Address in various classes
if)Justify the reasorto choosevarious
IP addressclassedor creatinggiven
network
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DataCommunicatiorandComputemetwork CourseCode:314318
*Execute TCP/IP network
15 | commands:ipconfig,

ping,tracert

*Execute TCP/IP network
commandsnetstatpathping route
*Install Wiresharkand configure as
17 | packetsniffer-i)CapturelP, TELNET,
FTPpacketausingWireshark
CaptureTCP and UDP packetusing
Wireshark

Capture ARP and ICMP packet
Traffic usingWireshark

Install Operating System
Linux/Windows/AnyotherServer
UseFTP protocolto transfer filefrom
onesystento anothersystem
CreatelPv6 environmentin a small
networkusingsimulator

16

18

19

20

21

22

23 | *CreateHTTP server

*Create computers using Star
topologywith wired media

Create Tree topology using CISCO
packettracersoftware

24

25

26 | ConfigureTELNET for remotelogin

*Visit your computer
laboratoryi)ldentify the type o
topology ii)ldentify types of

connecting devices with
7 specifications iii)ldentify types o
cables

with specifications iv)List the type ¢
network applications commonly ust
in the laboratoryiv)Draw the layout
of installednetwork

28 | Sharefolder andprinterin a network

Total

*Total marks to betransferred to proforma publishedby MSBTE

0 ™ MarkedPr act i ¢c aArensmndéatdryl Os )
Minimum 80% ofabovelist of lab experiment aréo beperformed.
Judicial mix of LLOs are to be performed to achieve desired outcomes.
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DataCommunicatiorandComputeMetwork CourseCode:31431¢

Practical No. 1: *Amplitude Shift Keying (ASK) usinganysimulator

Vi

Practical Significance

Amplitude Shift Keying (ASK) is a type of Amplitude Modulation e represents the bini
data in the form of variations in the amplitude of a signal. Any modulated signal has
frequency carrier. The binary signal when ASK modulated, gives a zero value for Lo
while it gives the carrier output for High input. This practicalis designedto explain how
changeof amplitudein to level correspondw logic 1 andlogic O.

Industry / Employer ExpectedOutcome(s)

1. Totesttheperformancef Amplitude Shift Keying (ASK) usingrelevantsimulation
software.
2. TogainknowledgeaboutAmplitude Shift Keying (ASK)

CourselLevel Learning Outcomes(s)

CO1- Analyzethefunctioningof DataCommunication an€omputemetwork

Laboratory Learning Outcome(s)
LLO 1.1 ImplementAmplitude Shift Keying(ASK)

RelevantAffective Domain related Outcomes

0 Follow safelyMeasures
0 Follow ethicalpractice

RelevantTheoretical Background

Proposition 1: Amplitude Shift Keying (ASK) is a digital modulation technique. It trans
the digital information by varying the ampliteaf a carrier signal. In ASK, a higdmplitud
carrier signal i s used tamplitude parrier signal represen
binary UYo0. 20

Fig.No.1.1.Amplitude Shift Keying (ASK)

Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 1
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VI

VIl

RecoursesRequired:
A DesktopComputer

A SimulationSoftware(Lab view/ MATLAB /SCILAB/P Spice/HS Spice/ Multisim/

Proteus or any other relevant open source software)

Precautionsto be followed:

1. Handleequipmenwith care
2. Follow safetyPractices

Procedure

1.OpenMATLAB

2. Goto file andcreate a ney.m) file.

3. Typethebelow coden the codevindow.
Usethis link to install MATLAB software

https://in.mathworks.com/products/matiabline.html

Samplecodefor ASK using MATLAB

clc;

closeall;

clearall;

a=5; %Amplitude
t=0:0.001:1;

fl=input('carrier frguency:"; % for example25
f2=input('pulse frequency:"); % for example5

x=a.*sin(2*pi*f1*t)+(a/2); Y%carrier
subplot(3,1,1);

plot(t,x);

title('Carrier");

grid on;

u=a/2.*square(2*pi*f2*t)+(a/2); %Messagsignal
subplot(3,1,2);

plot(t,u);

title('SquarePulses’);

grid on;

V=X.*u;

subplot(3,1,3);

plot(t,v);

title(CASK Signal’);

grid on;

Maharashtr&tateBoardof TechnicalEducation 6 KStheme)



DataCommunicatiorandComputer Network CourseCode:31431¢

4. Savethefile.

5. Definethepathdirectory.

6. Runthe progranusing F5 keyr runcommand.

7. Observehe outputASK signalin commandvindow.

Carrier
T

M M M M M M M M M
o 01 o2 03 0.4 05 0.& o7 o8 09 L

10

0

Q

Square Pulses

o o1 o2 0.3 0.4 o5 0.G o7 o.s 0.9 1
ASK Signal

Fig .No.1.2.0utput oASK

Conclusion

-
D~
-
D~
-
D~
-
D~
D~
-
-
D~
-
D~
-
D~
-
D~
D~
-
D~
-
D~
D
-
-
-
-
D~
-
-
D~
-
D~
-
D~
-
D~

-
-
-
-
-
-
-
-
-
-
-
-
D~
-
D~
-
D~
-
-
-
N
D
N
D
N
D
-
D
-
N
N
-
N
-
N
-
N
-

s 7z 2z sz £ 7 z s 7z z 7

ceéeéecéecéeé
Xl Practical related questions

1. Explainuseof Amplitude Shift keying(ASK)

2. Explainadvantagesf Amplitude Shift keying (ASK)
3. Explainmodulationanddemodulatiorof ASK

4. Explainworking Amplitude shift keying (ASK)
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Xl References:
1. Digital iVision Labs!: Amplitude Shift Keying (ASK) ModulationMATLAB
Simulation, With MATLAB Code (divilabs.com)
2. Amplitude Shift Keying (tutorialspoint.com)
3. Amplitude Shift Keying - GeeksforGeeks

Xl AssessmenScheme(25 Marks)

S.No. Weightage Procesgelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Networkcomponents:10%
3. Follow EthicalPractices:10%
Weightage Product related: 40% Marks-10
4. Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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https://www.divilabs.com/2013/12/amplitude-shift-keying-ask-modulation.html
https://www.divilabs.com/2013/12/amplitude-shift-keying-ask-modulation.html
https://www.tutorialspoint.com/digital_communication/digital_communication_amplitude_shift_keying.htm
https://www.geeksforgeeks.org/amplitude-shift-keying/
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Practical No. 2: Frequencyshift Keying (FSK) usinganysimulator

Practical Significance

Frequency Shift Keying FSK) is the digital modulation technique in whictetfrequency ¢
the carrier signal varies according to the digital signal changes. In this practical student
to view shifts in frequency as per the input digital data by using simulation software.

Industry / Employer ExpectedOutcome(s)
1. Ableto implement frequenc8hift Keyingusingsimulationsoftware.
Il CourseLevel Learning Outcomes(s)

CO1- Analyzethefunctioningof DataCommunication an€omputemetwork

Laboratory Learning Outcome(s)

LLO 2.1 ImplementFrequencyshift Keying(FSK)
v RelevantAffective Domain related Outcomes

1 Follow safelyMeasures

1 Follow ethicalpractice

VI RelevantTheoretical Background

x  Frequency Shift Keying (FSK)
In FSK, frequency of carrier signal is varied to represent the signal element. In F¢
frequency represent binary 1 and other frequency represent binary 0.This is called .
FSK. The frequencgf modulated signal is constant for the duration of each bit and cl
when bit changes. If FSK uses more than two frequencies then itlesl @ binar
frequency.

e | L] L L

Input binary sequence time

= — WAV AW W

fl. z

Fig.No.2.1 FSK InputOutputwaveform

time

Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 6



DataCommunicatiormandComputeMetwork CourseCode:31431¢
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Clock
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Frequency

SYNC
T To TRIG

Digital Signal Modelling FSK Generation

Fig.No.2.2. FSK Modulator

Vi RecoursesRequired:

A Computer NetworkedComputergwith internetconnectivity)
A SimulationSoftware(Lab view/ MATLAB /SCILAB/P Spice/HS Spice/ Multisim/
Proteus or any other relevant opsource software)

VI precautionsto be followed:

1. HandleComputersystemandperipheralsvith care.
2.Follow safetyPractices

Procedure

1. OpenMATLAB

2.Gotofile andcreate a neW.m) file.

3. Typethebelow coden thecodewindow.
Usethis link to install MATLAB software

https://in.mathworks.com/products/matabline.html

Samplecodefor FSK using MATLAB
clc;

closeall;

clearall;

% Messagesignd input and ploting

n=[1 010} % Messagssignalin binaryform
N=length(n); % Length of message signal
fs = 1000*N; % Sampling frequency
t=0:1/fs:N; % Time divisionwith stepb
N1=length(t); % Length of total divisions
i=1;

%Run for Loop

forj=1:N1

if t(j)<=i
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x()=n(i);
else
i=i+1;
end

end
figure(1);

subplot(3,2,1);

plot(t,x,'Linewidth',2); %Messagsignalplot
title('Message signal’);

xlabel('Time");

ylabel('Amplitude’);

grid on

%Carrier signalsgeneration(x1,x2)

a=2; %Amplitudescalefor carier signal
f1=10; %~1stcarriersignalfrequency
f2=5; %2ndcarriersignalfrequency

% Uncomment the following for user input
x1=a*sin(2*pi*f1*t); %~1stcarriersignal
subplot(3,2,2);

plot(t,x1); %11stcarriersignalplot
title('1st carrier signal’);

xlabd('Time");

ylabel('Amplitude");

grid on

xX2=a*sin(2*pi*f2*t); %2ndcarriersignal
subplot(3,2,3);

plot(t,x2); %2ndcarriersignalplot
title("2nd carrier signal');

xlabel('Time");

ylabel('Amplitude");

grid on

%Modulation section

for j=1:N1

if x(j)==1

y1()=x1();

else

y1()=x2());

end

end

subplot(3.2.4):

Maharashtr&tateBoardof TechnicalEducation 6 KStheme)



DataCommunicatiorandComputeMetwork

CourseCode:31431¢

%Plot of FSK output signal

plot(t,y1);

titte('Modulated=SK output’);

xlabel('Time";
ylabel('Amplitude’);
gridon

Savethefile.

N o o k&

Definethe pathdirectory.

Runthe progranusingF5 keyor runcommand.

Observeheoutput FSKsignalin commandwvindow.

Message signal
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Practical related questions

[N [N [N

D

1. Write downapplicationsof FSK.
2. Write aMATLAB programto generaté&SK waveformfor theinput(a) 1010110

(b) 1100101

3. Write theadvantagesf FSK
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Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Networkcomponents:10%

3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10

Correctnessf Practical:15%

5. Timely Submission:15%
Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 3: Phaseshift Keying (PSK)usinganyopensourcesimulation
software

\

Practical Significance

Phaseshift keying (PSK) isa digital modulation process which conveys data by cha
(modulating) the phase of a constant frequeraryier wave The modulation is accomplist
by varyingthe sineandcosineinputsata precisdime. In this practicalstudentareable toview
shiftsin phaseaspertheinput digitaldataby usingsimulationsoftware.

Industry / Employer ExpectedOutcome(s)

1. To test the performanceof PhaseShift Keying (PSK) using relevant simulatior
software.
2. Togainknowledgeabout Phasghift Keying (PSK)

CourselLevel Learning Outcomes(s)

CO1- Analyzethefunctioningof DataCommunication an@omputeMetwork

Laboratory Learning Outcome(s)
LLO 3.1ImplementPhaseshift Keying(PSK)

RelevantAffective Domain related Outcomes

1 Follow safelyMeasures
71 Follow ethicalpractice

RelevantTheoretical Background

Proposition 1: Phase Shift Keying PSK igé¢ digital modulationtechnique in which the phe
of the carrier signal is changed by varying the sine and cosine inputs at a particula
allows information in a more efficient way to be carried over a radio communications
compare with oter modulation forms. Data communication is rising with different forr
communication formats like analog to digital to carry data along with different modi
forms. PSK techniqueis widely usedfor wirelessLANS, bio-metric, contactlessoperations
alongwith RFID andBluetoothcommunications
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Fig. No.3.1 Phaseshift keying

RecoursesRequired:

A Computer NetworkedComputergwith internetconnectivity)
A SimulationSoftware(Lab view/ MATLAB /SCILAB/P Spice/HS Spice/ Multisim/
Proteus oany other relevant opesource software)

Precautionsto be followed:

1. Handleequipmenwith care
2. Follow safetyPractices

Procedure:

1. OpenMATLAB

2. Goto file andcreate a ney.m) file.

3. Typethebelow coden the codevindow.
Usethis link to install MATLAB software

https://in.mathworks.com/products/matiabline.html

Samplecodefor PSK using MATLAB

clc;

closeall;

clearall;

a=5; % Amplitude
t=0:0.001:1,

fl=input('carrier frequency:"); % for example20
f2=input('pulse frequency:’); % for example 5

x=a.*sin(2*pi*f1*t); %carrier
subplot(3,1,1);

plot(t,x);

title('Carrier’);

grid on;
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u=square(2*pi*f2*t) % Messageignal
subplot(3,1,2);

plot(t,u);

title('SquarePulses”;

grid on;

V=X.*U;

subplot(3,1,3);

plot(t,v);

title('PSKSignal’);

grid on;

4. Savethefile.

5. Definethe pathdirectory.

6. Runthe progranusingF5 keyor runcommand.

7. Observethe outputPSKsignalin commandwvindow.

Carrier
=

AV ATAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVATAY

o5 oS o7 o= o9 b

Sguare Pulses

o ] R

AV AVAATATYATALTAVAVRAVAVTATAAVAYYAYS

Fig.No.3.2.0utputof PSK

Conclusion

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
//////////////////////////////////////

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Eeécéeéééécécéecééeceececeéecéeceeeeececeececee
Xl Practical related questions

1. Explainuseof Phaseshift keying(PSK)
Explainadvantagesf Phase Shift keying(PSK)
Explainmodulationanddemodulatiorof PSK
ExplainDifferencebetweenASK, FSK, PSK

B wn

Spacefor Answer

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
//////////////////////////////////////

//////////////////////////////////////
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Xl References:
1. Phaseshift Keying: Types,Forms,andlts Applications(watelectronics.com)
2. Digital Communicationr PhaseShift Keying (tutorialspoint.com)
Xl AssessmenScheme(25 Marks)
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S.No. Weightage Processelated: 60% Marks-15

1. Practicallmplementatiorwith Specifiedtime:40%

Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 4: *CreateandTeststandardstraightnetworkcable(Universal
Colour Code) using crimping tool

Practical Significance
Studentshould beable tocreateand test standastraightnetwork cableisingcrimpingtool

Industry / Employer ExpectedOutcome(s)
1. Toidentify different networkcable.
2. To Preparestraight anadcrossove networkcable.
3. Totestnetworkcable

. CourselLevel Learning Outcomes(s)

CO2- Selectrelevant TransmissioklediaandSwitchingTechniquessperneed

v Laboratory Learning Outcome(s)
LLO 4.1 Create standard netwakaight cabldy usingcabletester
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice
VI

RelevantTheoretical Background

Straight network cable

Straightthroughcableswill be usedto connectdifferent of hoststo eachother.This means
that wheneveryou are connectinga computerto a router,a routerto a switch, andso on,
you will have to use a straigttirough cable for the hosts to communicate with each ot

Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 20



DataCommunicatiorandComputeMetwork CourseCode:31431¢

Concept structure :
PinID Side A Side B
1 Orange - White  Orange - White
. . 2 Orange Orange
Hub or snalalll 3 Green-Whie__ Green-Whie
a5 Pc 4 Blue Blue
Switch 5 Ble-Whte  Blve-Whie
6 Green Green
7 Brown - White ~ Brown - White
8 Brown Brown

Fig.No.4.1.ColourCode orBoth Side

Proposition 2: RJ45 Connectorand Crimper

1.

2.

Vil

RJ45 stands for Registered Jack 45 and is the most commonly used conn
wired networks. The jacks are mainly used to connect to the AoealNetwork
RJ45 has a transparent plastic structure and is-@n 8onnector. It is an 8P¢
connetor and the number of wires that can be connected is 8. The jacks are
used with Shielded Twisted Pair cables or Unshielded Twisted Pair cables.

A crimpingtool isdesignedo crimpor connect a connectéo the encf cable
Network cables and phoreables are created using a crimping tool to connec
RJ-45 connectors to the end of the cable.

T2ISsS5aTEa

[
Fig. No. 4.2.RJ45 Connector Fig. No. 4.3. Crimpingrool

RecoursesRequired:

1.
2. Connector(Mainly RJ45connector)

3. Networkstoolkit (Mainly Crimpingtool.)
4.

5. ComputerandNetwork controldevices.

UTP/STPcable.

Line testeror cabletester.
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Vil Precautionsto be followed:
1. HandlecarefullyCrimping Tool andnetworkdevices.
2.Follow safetyPractices

IX

Procedure: Prepare straight cable

1. Cutinto theplasic sheathl inch from theendof cut cable.Thecrimpingtool hasa
razor blade that will do the trick

Fig. No. 4.4 .Cutcableplasticcover
2. Unwindit and pairof the similarcolors

)

Fig. No.4.5. Separatgair wires
3. After thatstraighterthemout. Pinchthewiresbetweenyour fingers

-
Fig. No.4.6. StraightenWire

4. Usescissorgo makeastraightcutacrosghewires1/2 Inch from thecut sleeveto
the end of. Push the wire into connector
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Fig. No.4.7. Fitcable into Connector  Fig. No. 4.8.Top view of Connector

5. Crimping the Cable: carefully place the connector into the Ethernet Crimper and
cinch down on the handles tightly. The copper splicing tabs on the connector will
pierce into each of the eight wires. There is also a locking tab thds tiee blue
plastic sleeve in place for a tight compression fit. When you remove the cable from
the crimper, the cable is ready to use.

Fig. No. 4.9.Crimpingthe Cable
6. Repeatll steps ortheother end othe Ethernet cablexactly.

Straight Through Wiring Guide
568-B
°°"’A°°t°" T — —— —— — - c°""|'3°°‘°'
Pin 1 2 ) 2 Pin 1
Pin 2 S A W a3 Pin 2
Pin 3 ¥ 5 Pin 3
Pin 4 Pin 4
el e e — — — — — - ol
Pin 6 L4 s Pin 6
Pin 7 I e w7 Pin 7
Pin 8 8 s Pin8

Fig. No. 4.10.Pin Formaton both Side
7. Makesureto testthecablesusingline testerbeforeinstallingthem.An inexpensive
Ethernet cable tester does this quite well.

Fig.No.4.11. Cabler line Tester
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X Conclusion
Eéeééééeeéééeeeeeeeceeeeeeceeeeeceeeeeececete
Eééééeéééééeeceeéceeceeeceecceeeeeeeeeeeeececee
Eééééeéééééceééceceeeeceeceeeeeceeeeeeecee
Eééééeéééééceeéceceeeeeeceeeeeceeeeeeececee

Xl XIl.  Practical related questions

1. Whichtool isused taest networkcable?

2. Explain Useof Cable innetworking

3. Explaintypesof Transmissionmedium

4. Statethe purpose to use RJdénnector.

5. Givethe namesf RJ45pinout foreachpin alongwith pin number.

Spacefor Answer
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Xl References:
1. https://gesrepair.com/wierimpingprocess/
2. https://www.wikihow.com/CrimgRj45
3. https://jemelectronics.com/cabbeimpingmethods101/

X Assessmencheme(25 Marks)

S.No. Weightage Processrelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%

2. Handlingof Networkcomponents:10%

3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10
Correctnessf Practical:15%

5. Timely Submission:15%
6. Answerto Samplequesions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 5: CreateandTeststandardCrossnetworkcable(UniversalColour
Code) using crimping tool

Practical Significance

Studentshould beable tocreateand tesstandardcrossnetworkcableusingcrimpingtool

Industry / Employer ExpectedOutcome(s)To identify differentnetworkcable.
1. To Preparestraight anccrossovenetworkcable.
2. Totestnetworkcable

. CourselLevel Learning Outcomes(s)

CO2- Selectrelevant TransnsisionMediaandSwitchingTechniquessperneed

v Laboratory Learning Outcome(s)
LLO 5.1 Create standartetwork Cross cable hysingcabletester
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
91 Follow ethicalpractice
Vi

Relevart Theoretical Background

x  Crossnetwork cable
Cross network cable It is used to connect two devices of the same type: two compute
switches to each other. Both sides (side A and side B) of cable have wire arrangen
different color

Concept structure : [Pin 1D Jside A side B
1 O range-white green-white
Hubor | Crossed | Hubor - e e
Switch Switch 3 green-white Jorange-white
4 blue forown-white
5 blue-white {Brown
Crossed |6 green jorange
H 7 brown-white Blue
8 brown |blue-white

Fig.No.5.1.ColourCode orBoth Side
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Vil

VI

RJ45 Connector and Crimper

1. RJ45standdor Registeredlack45 andis the mostcommonlyusedconnectoiin wired
networks. The jacks are mainly used to connect to the &real Network
2. RJ45 has a transparent plasttcusture and is an-fin connector. It is an 8P8
connector and the number of wires that can be connected is 8. The jacks are
used with Shielded Twisted Pair cables or Unshielded Twisted Pair cables.
3. A crimpingtool isdesignedo crimpor connect a&onnectoto the endf cable
4. Network cables and phone cables are created using a crimping tool to conneet
45 connectors to the end of the cable.
-
Fig .No. 5.2 .R#A5 Connector Fig. No.5.3.Crimpingrool
RecoursesRequired:
1. UTP/STPcable.
2. Connectol(Mainly RJ45connector)
3. Networkstoolkit (Mainly Crimpingtool.)
4. Linetesteror cabletester.
5. ComputerandNetwork controldevices.

Precautionsto be followed:
1. HandlecarefullyCrimping Tool andnetworkdevices.

2.Follow safetyPractices

Procedure: Prepare CrossCable.

1.

Cutinto theplasticsheathl inch fromthe endof cutcable.Thecrimpingtool hasa
razor blade that will do the trick

Fig. No.5.4.Cut cableplasticcover
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/

2. Unwindit and pairof the similarcolors

Fig. No.5.5.Separatgair wires

3. After thatstraighterthemout. Pinchthewiresbetweenyourfingers

Fig. No.5.6. Straightenwire
4. Usescissordo makeastraightcutacrosghewires1/2 Inch from thecutsleeveto the
end of. Push the wire into connector

Fig.No.5.7.Fit cablein to Connector Fig .No. 5.8 .Top viewof Connector

5. Crimping the Cable: carefully place the connector into the Ethernet Crimper and cinch
down on the handles tightly. The copper splicing tabs on the connector will pierce into
each of theeight wires. there is also a locking tab that holds the blue plastic sleeve in
place for a tight compression fit. When you remove the cable from the crimper, the
cable is ready to use.
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A

Fig.No0.5.9.Crimpingthe Cable

6. Repeatll steps ortheother end othe Ethernet cablexactly.

Connector 1 1 Connector
A 2 2 B
Pin 1 Pin 3
Pin 2 3 3 Pin 6
Pin3 4 4 Pin 1
Pin 4 Pin7
Pit 5 3 d Pin 8
Pin 6 8 g Pin 2
Pin7 - = Pin 4
Pin 8 ! . Pin 5

5

Fig.No.5.10Pin Format on botlide

7. Makesureto testthe cablesusingline testerbeforeinstallingthem.An inexpensive
Ethernet cable tester does this quite well.

Fig. No.5.11.Cableor Line Tester

X )
Conclusion
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Xl Practical related questions

1. Whatis a useof crossovenetworkcable?

2. Explainuses oftransmissiormedium

3. Statethe useof connectoland givethe nameof connectoused inlaboratory
4. ExplainDifferenceBetweenstraightand crosgable.

5. What is the meaningf RJ?
Spacefor Answer

eeeééeeéeceeééeeceéeeceéeeceéeeceééeeceeececeece
eeeéeeceéeecééeeceéeeceééeeceéeececeéeeceeceeececcéece
eeeéeeceéeecééeeceeéeeceééeeceééeececeéeeceéeeceéece
eeeéeeceéeecééeeceéeeceééeeceéeeceececeéeeceéeeceétece
eeeececeeceeceéééececeececececeecéééeecececeeceececeéééecececce
eeeééeeeceecéeeceéeececéeeceeéeeceéeececececcece
eeeeceeceeceéééececeececececeéééeecececeeceececeééécececce
eeeéeéeeceéeecééeeceeéeeceééeeceéeeeceeéeeceéeeceétece
eeeéeeceéeecééeeceéeecééeeéeeceeéeeéeeccecéece
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Xl References:
1. How To MakeYour Own EtherneiCrossOverCable(7 Steps)

(electronicproducts.com)

https://www.wikihow.conCrimp-Rj45
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2.
3. How To MakeAn EthernetCrossOver Cablgmakeuseof.com)
Xl AssessmenScheme(25 Marks)
S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10
4, Correctnessf Practical:15%
Timely Submission:15%
6. Answerto Samplequestions:10%
Total 25
Dated Signature of Course Teacher
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Practical No. 6: * Generate Time Division Multiplexing (TDM) signal
using relevant simulation software

Practical Significance

Time division multiplexing (TDM) is a communication processthat transmits two or
more straming digital signals over a common channel. In TDM, incoming signalsare
divided into equal fixed-length time slots. After multiplexing, these signals are
transmitted over a shared medium and reassembled into their original forma
demultiplexing. Time slot selectionis directly proportional to overall system efficiency.
In this practical, studentswill generateTDM signal and reconstructit using simulation
software

Industry / Employer ExpectedOutcome(s)

1. Ableto usebasicprogrammingskills to simulatecommunicatiorsystem.
2. Ableto Generate dDM signalusingrelevantsimulationsoftware.

CourselLevel Learning Outcomes(s)
CO2- Selectrelevant Transmissiollediaand SwitchingTechniquessperneed.
Laboratory Learning Outcome(s)

LLO 6.1 Use basic programming skills to simulate communication systems.
LLO 6.2 Debugandexecuteheprogramfor Time Division Multiplexing(TDM)

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

RelevantTheoretical Background

x  TDM (Time Division Multiplexing)
Time-division multiplexing is a multiplexing technique that is used to transmit two or
streaming digital signals above a common channel. In this type of multiplexing tecl
incoming signals are sapated into equivalent fixel@ngth time slots. Once multiplexing
done, these signals are sent over a shared medium & after demultiplexing, they are
reassembleahto their original format.
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VI

VIl

Low-pass Low-pass
{anti-alias'ng) (reconsruction)

Message  fiiters filters Message
nputs = outputs
1 — LPF NN . i O O LPF i 1

R == 7 ~

i B _— o g “/

= / -7\ _ Communication channel RN \
2 = LPF:|-—>( : — LPF —— 2
) et \ / \ /
3 \ / \

~ i // ~ —— 7 .
Decommutator ==y

—
Ne—s! LpPF Commutater

Fig.No.6.1.TDMblock diagram

Data Flow

Bl c | B

Fig.N0.6.2.TDM

RecoursesRequired:

A Computer/ NetworkedComputers
A SimulationSoftware(Labview/ MATLAB /SCILAB/P Spice/HS Spice/ Multisim/
Proteus or any other relevant open source software)

Precautionsto be followed:

1. HandleComputersystemandperipheralswvith care.
2.Follow safetyPractices

Procedure

1. OpenMATLAB

2. Goto file andcreate a ney.m)file.

3. Typethebelow coden the codevindow.
Usethis link to install MATLAB software

https://in.mathworks.com/products/matiabline.htmi
Samplecodefor TDM signal Generation usingMATLAB -code

clc;

closeall;

clearall;

% Signal generation
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x=0:.5:4*pi; % signal taken upto 4pi
sig1=8*sin(x); % generatd® sinusoidakignal
I=length(sigl);

sig2=8*triang(l); % Generat@™ triangularSignal

% Display of Both Signal
subplot(2,2,1);

plot(sigl);
title('Sinusoidabignal');
ylabel('Amplitude-->');
xlabel('Time-->");

subplot(2,2,2);
plot(sig2);

title('TriangularSignal');
ylabel('Amplitude-->");
xlabel('Time-->");

% Display of Both SampledSignal
subplot(2,2,3);

stengsigl);
title('SampledSinusoidalSignal’);
ylabel('Amplitude-->";
xlabel('Time-->");
subplot(2,2,4);

stem(sig2);
title('SampledrriangularSignal’);
ylabel('Amplitude-->');
xlabel('Time-->";

I1=length(sigl);

[2=length(sig2);

fori=1:11

sig(1,))=sigXi); % Making Both row vector to amatrix
sig(2,i)=sig2(i);

end

% TDM of both quantize signal
tdmsig=reshape(sig,1,2*|1);

% Display of TDM Signalfigure
stem(tdmsig);

title('TDM Signal’);
ylabel(Amplitude-->");
xlabel('Time-->";

% Demultiplexingof TDM Signal
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Xl

demux=reshape(tdmsig,2,I1);

fori=1:11

sig3(i)=demux(1,i)% ConvertingT hematrix into row vectors
sig4(i)=demux(2,i);

end

Savethefile.

Definethe pathdirectory.

Runthe progranusingF5 keyor runcommand.
Observehe outputTDM signalin commandwindow.
Pastehe print out under observationseading.

© N O

o Trergte T

At

Fig.No.6.3.SinusoidakndTriangularSignal

Fig.N0.6.4.TDM Signal

Conclusion

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

eéeeéeéeecéeecéeéecéecéececéeceéeecéectecté
Practical related questions

1. Write downapplicationsof TDM.
2. Why TDM moresuitablefor digital signaltransmission.
3. Statethefunctionof commutatomanddecommutatoswitches.

Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 38



DataCommunicatiormandComputeMetwork

CourseCode:31431¢

Spacefor Answer

o o o ®® o o o o ® o o o o PP o o o o P o o O O D> D
o o o 2 o o o o P o o o o PP o o o o P o o o > D> D
o o o ®® o o o o ® o o o o PP o o o o P o o O O D> D
o o o 2 o o o o P o o o o PP o o o o P o o ©o > O O
o o o P o o o o ® o o o o P o o o o ™ O O O D D
o o o P o o o o P o o o o D o o o o ™ D> O D D D
o o o ®® o o o o ® o o o o PP o o o o P o o O O D> D
o o o P o o o o P o o o o o™ o o o P o o o o o D
o o o P o o o o P o o o o > o o o P o o o o o> D
o o o ®® o o o o ® o o o o PP o o o o P o o O > D> D
o o o ® o o o o ® o o o o P o o o o P o o o O O O
o o o D o o o o o o o o P o o o o P o o o o O O
o o o P o o o o > o o o > o o o o P o o o > D> D

o o o P o o o o P o o o o PP o o o o P o o ©o> > D> D

o o o ®® o o o o ® o o o o PP o o o o P o o > O D> D

™ O D o o o o P o o o o ® o o o o P o o o o o >
™ O O o o o o > o o o o P o o o o P o o o O O O
o o o > o o o o P o o o o PP o o o o P o o ©o> D> D> D
@ o D o o o o> O O

D
D
D
D
D
D
D
D
-
D
D
-
D
-
D
-
D
-

éeeééeceéeeceéeeceéece

s 7z 7z 2z sz 7z z

[N [N

[N

o o o D o o o o D o o o o

(ON

™ o ©o > O O O

[N

[N

D~ D~

[N

o o o 2 o o o o D o o o o

D

é .

s

7

™ o o o> O O O

[N

[N

D~ D~

[N

o o o > o o o o D o o o o

(O

7

> o o> > > D> O
> o o > O O O
> o o> o> > O O
> o o o> O O O

D
[N
D
[N

o o o D o o

> o o O o o

o o o D o o
('D\

D
([N
D

o o D o o o o
@D D > o o D D
o o ® o o o o

([N
D~
([N

D
[N
D
[N [N

[N

m\
D~
m\
o o o 2 o o o o DD o o o o

D

> o o o> O O O

[N

[N

[ON [ON

[N

o o o > o o o o P o o o o

D

™ o o o> O O O

[N

[N

D~ [N

[N

o o o 2 o o o o DD o o o o

D

> D> O D D D

D~

D~

D~ D~ D~

[N

o o oo D o o o o DD o o> DO o

D

> D> O D D D

[N

[N

D~ D~ D~

[N

o o oo D o o o o D o o o o

D

('D\ ('D\ ('D\ ('D\ (‘D\ CD\

[N

[N

D~ D~ (O

[N

o o o > o o o o P o o o o

D

('D\ ('D\ CD\ CD\ (‘D\ CD\

D~

D~

D~ D~ D~

[N

o o o P o o o o P o o o o

(O

o> D> O D DO D

[N

[N

D~ D~ ([ON

[N

o o o D o o o o DD o o> DO o

D

deéceecéececéececececeececceceececeeceeceececeeceeceeecee

('D\ ('D\ CD\ CD\ (‘D\ CD\

[N

[N

D~ D~ D~

[N

o o o > o o o o P o o o o

(O

o > D D D D

[N

[N

o DO D

D~

> o o o o D o o o> o> D o o o O

(D~

('D\ ('D\ CD\ CD\ (‘D\ CD\

[N

[N

D~ D~ D~

[N

o o o> o ™ o o o o> D o o o o

D

o o o PP o o o O O O
[N [N [N M~ D D D [0} D [ON
(D\

D~
D~

> o o o o D o o o> o D o o o O
> o o o o P o o o o P o o O O

D
(D~

D~
D~
D~

[N

D

D

Maharashtr&tateBoardof TechnicalEducation 6 KStheme)

39

[N

[N

[N

D

D



DataCommunicatiormandComputeMetwork

CourseCode:31431¢

Xl

X

o o o PP o o o o P o o o
o o o ™ o o o o P o o o
> D O ) > D D O @ s D D

(1)
[N
(1)

o o o D o o o o D o o o

[N

o o o ® o o o o ® o o o
o o o P o o o o D o o o
o o o ® o o o o P o o o
o o o ® o o o o D o o o
o o o P o o o o P o o o
o o o ® o o o o ® o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o D o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o P o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o ® o o o
o> o o P o o o o ™ O O
o o o ® o o o o ™ @O O
o o o ® o o o o P o o o
o o o ® o o o o ® o o o
™ O O > o o o D o o o
™ O O > o o o P o o o
o o o ® o o o o P o o o
o o o ® o o o o P o o o
o o o P o o o o D o o o
o o o ® o o o o P o o o

()
D
()
D
(¢
()
D
(¢
D
(¢
D
(¢
D
[N
(1)
D
D
D
D
D
D
D
D
D
D
D
D
D

Referenes:
1. https:/www.mathworks.com/matlabcentral/fileexchange/284@fe-divisionmultiplexing

tdm

o o o P o o o o P o o o

[N

o o o P o o o o ® o o o
o o o P o o o o P o o o
o o o PP o o o o ® o o o
o o o P o o o o P o o o
D D
o o

D
D
(¢}
(0]

2. https:/ivww.geeksforgeeks.org/frequendivision-andtime-division-multiplexing/

AssessmenBcheme(25 Marks)

S. No.
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1.

Practicallmplementatiorwith Specifiedtime:40%
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Handlingof Networkcomponents:10%

Follow Ethical Practices:10%

Weightage Product related: 40%
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Correctnessf Practical:15%

Timely Submission:15%

Answerto Samplequestions:10%
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Practical No. 7: *Createa Hybrid Network Using Bluetooth

Practical Significance

Bluetooth is used for sherange wireless voice and data communication. It is a Wi
Personal Area Network (WPAN) technologigd is used for data commuaimns over small
distancesA Bluetoothnetworkis called a piconetanda group of interconnectegiconetsis
calledascatternetStudent shoulthe ableto createa Hybrid NetworkusingBluetooth.

Industry / Employer ExpectedOutcome(s)

1. Identify Bluetooth enabledevices
2. CreateHybrid networkusingBluetooth

i CourseLevel Learning Outcomes(s)
CO3- Analyzethe TransmissiorErrorswith respecto IEEE standards

Laboratory Learning Outcome(s)

N LLO 7.1 TransfedatausingBluetooth

v Relevart Affective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

Vi RelevantTheoretical Background

X Piconet
A piconet is the type of connection that is formed between two or more Bluetioalte
devices such as modecell phones bPDAs over ashort rangef 10m radius. Network ranc
from two to eight connected devices. When network is established, one device takes tl
the master while all other devices act as slaves. The master node is the primary st
manages themall network. The slave stations are secondary stations that are syncl
with the primary station. Communication can take place between a master node ani
node in either onéo-one or ongo-many manner. However, no direct communication °
place between slaves

X Scatternet
A scatterneis anumberof interconnectegiconetsthatsupportscommunicatiorbetween
morethan8 devices Scatternetsanbeformed wheramemberof onepiconet(eitherthe

Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 41



DataCommunicatiormandComputeMetwork CourseCode:31431¢

master or one of the slaves) elects toip@dte as a slave in a second, separate picone
device participating in both piconets can refi@ya between members of both ad hoc netw:
However, the basic Bluetooth protocol does sapport this relaying the host software ¢
each device wodl need to manage it. Using this approach, it is possible to join to
numerous piconets into a large scatternet, and to expand the physical size of the
beyond Bluetooth's limited range.

>

-

/ Mobile phone
Stave

T
Scatternet

Fig.No.7.1.Piconetandscatternet

Vi RecoursesRequired:

A BluetoothenabledViobile Phone

A Bluetoothenabled_aptop/Tablet/PC
Vil Precautionsto befollowed:

1. Handleequipmenwith care

2. Follow safetyPractices
IX

Procedure

Stepsto Create a Hybrid Network Using Bluetooth
1. Firstensure Bluetootis enabledn thedeviceyouwantto pair with your computer.
2. NextensureBluetoothis enabledbn your computer.
OnWindows10, visitSettings > Device$ Bluetooth & other devices If
theBluetooth slideratthetopis off, turnit on. ThenchooseAdd Bluetooth or other
device followed by theBluetooth type.

Bluetooth & other devices

Add Bluetooth or other device

Bluetooth

Devices

Ef Bluetooth & other devices ® On

=1 Printers & scanners Now discoverable as "BEN-DESKTOP”

0 Mouse
Mouse, keyboard, & pen

Typin: i
yping Gaming Mouse G502

Fig.No.7.2.Stepgo enabledBluetoothon computer
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3 Bluetooth Pairing

During the pairing process, follow any instructions that appear on your PC or phone. In some
cases, you'll have to type or confirm aspcode. If you don't see a code appear on either
device, it's probably a generic number |ik234 or 0000 Once you confirm this code, your
phone should connect to your PC and will automatically do so in the future, as long as the
devices are in range.

If you can't get the devices to find each other, one of them is likely not discoverable. As a
security feature, most Bluetooth devices only broadcast themselves when you have their
Bluetooth options open.

The connection will remain active until you turn dduetooth, manually disconnect the
devices, turn one of them off, or move them out of range

4.Transfer Files Betweena Phoneand PC Using Bluetooth

Once you've paired your phone and computer wirelessly, the actual Bluetooth file transfer
process is prettsimple. Sharing from your phone to a PC is most generally available on
Android, since iOS devices use AirDrop for this.

To transfer from your phone, all you need to do is select a file in whatever app you're using,
and choose the option to share it. Tect method depends on the app, but most have a
universalShareicon to look for.

When you see the list of methods you can share through, look f@&ubtooth entry. Then

select your PC as the destination device. Windows will then request confirmatostaat
downloading the file. You may be allowed to choose the save location, or it might save to a
standard>ownloadsfolder.

Whentransferringa file from your PCto yourphone simplyopen FileExplorerandright-click

on the file you want to transfeBelectSend to > Bluetooth device

Select where to send your files
Ben's Pixel 3 Q\ WH-1000XM3
Phone =5 Bluctooth headset

Q\ WH-1000XM3
WSSy, Blustooth headset

Fig. No. 7.3. Transferringafile from PCto mobile usingBluetooth

This will open a new window where you can select the device to send the file to. Your phone
may ask for your approval. Once you confirm, the file w#insfer over Bluetooth. You can
transfer multiple files in either direction. Just select them all at once and follow the above
steps.
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Xl References:
1. https://lwww.tutorialspoint.com/differentiatestweerpiconetandscatternet
2. https://lwww.makeuseof.com/tdw-to-connectyour-cell-phoneto-your-pc-through
bluetooth/
3.https://www.tutoralspoint.com/whaits-piconet
Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedime:40%
2. Handlingof Networkcomponents:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Dated Signature of Course Teacher
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Practical No. 8: *Locatetheerrorbit in thegivendatastring by applying
checksum error detection method

Vi

Practical Significance

Error i's a condition when thehr aadédihve
information. During transmission,digital signals suffer from noise that can introduce
errors in the binary bits travelling from senderto receiver. That meansa 0 bit may
changeto 1 or a 1 bit may changeto 0. To avoid this, errordetecting codesare usec
which are additional data added to a given digital messageto detect any error that
has occurred during transmissionof the message.The studentwill be able to detect
errorsin agiven data strearny usingchecksumnerrordetectionmethod.

Industry / Employer ExpectedOutcome(s)

1. Locateerrorbit in the givendatastream
2. Togainknowledgeaboutchecksumnerrordetectionmethod

CourselLevel Learning Outcomes(s)
CO3- Analyzethe TransmissiorkErrorswith respecto IEEE standads.
Laboratory Learning Outcome(s)

LLO 8.1 Identify differenterrordetectiormethods.
LLO 8.2 Detect errors using Checksum

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures

71 Follow ethicalpractice

RelevantTheoretical Background

Error is a condition when the r e ¢ e i infe@matios does not match the s e nd
information.

Typesof error

1.SingleBit Error

2.BurstError

1. Single-Bit Error: The only one bit of @ivendata unit is changeflom 1 to 0 or from O
tol
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VI

VI

2 Burst Error: The two or more bits are changed from 0 to 1 or from 1 to O is knov
Burst Error.Whenever a message is transmitted, it may get scrambled by noise and i
may get corrupted. Basic approach used for error detection is the use of redundat
where additional bits are added to facilitate detection of errors.

Someof the techniquesfor error detectionare:
1. Paritycheck
2. Two-dimensionaParitycheck
3. Checksum
4. Cyclic redundancygheck

x  Checksum
In checksumerror detectionscheme,the datais divided into k segmentseach of m bits.
In the senderdés end the segments are a:
The sum is complemented to get the checksum. The checksum segment is senitlaltie
data segments.
Atther e c e i v alfrrateiyedsegndentareaddedusingl 6cemplementrithmeticto get
the sum. The sum is complementedIf the result is zero, the receiveddata is acceptec
otherwise, the received data is discarded.

RecoursesRequired:
A Computer/NetworlkComputer

Precauions to be followed:

1. Handleequipmenwith care
2. Follow safetyPractices

Procedure

Example

Supposethat the senderwantsto send4 frames eachof 8 bits, wherethe frames are
10011001 11100010 00100100 10000100.

Thesendeaddsthebits usinglscomplenentarithmetic.While addingtwo numbersausingls
complement arithmetic, if there is a carry over, it is added to the sum.

After addingall the 4 frames the sendecomplementshe sumto getthechecksum
11011010, and sends it along with the data frames.

Data transmitted to Receiveris

10011001 11100010 00100100 10000100 11011010

Data Checksum
The receiver performs 1s complement arithmetic sum of all the frames includir
checksumTheresultis complementedndfoundto be 0. Hence thereceiverassumeghatno
error has occurred.
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Original Data
| 10011001 | 11100010| 00100100| 10000100 |
>

1 3
k=4, m=8

Reciever
[ Sender | 1 10011001
1 10011001 2 11100010
2 11100010 (Do1111011
(V01111011 = 1
1 01111100

01111100 3 00100100
3 00100100 10100000
10000100

10100000 [
10000100 (00100100
X 1

1)00100100
(’_(._’ 00100101

1

Sum: 00100101 & 1111?1111;)112’
um:

ChieckSum: T 1TOXTI1DIT0 Complementz:00000000

[Conclusion: Accept Data |

Fig.No.8.1 Exampleof checksunerrordetectionrmethod
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Xl Practical related questions

1. Defineerror.List typesof error

List typesof errordetectiontechniques.

Forthe bit sequenc®010100100111001, determine tleliecksum

Forthe bitsequencd10101, 101010100100,111100determinehechecksm
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Xl References:
1. https:/lwww.geeksforgeeks.org/eraetectioncodechecksum/
2. https://www.tutorialspoint.com/erratetectingcodeschecksums
3. https://mww.youtube.com/watch?v=aNqiT@&o

Xl AssessmenScheme(25 Marks)

S.No. Weightage Procesgelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%

Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10
4, Correctnessf Practical:15%

5. Timely Submission:15%

6. Answe to Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 9: *ImplementWirelessNetwork

Practical Significance

Studentshould beableto studysettingsof wirelessnetwork.

Industry / Employer ExpectedOutcome(s)
1. Understandasicof TCP/IPutilities.
2. Understandetworkingcommands

. CourselLevel Learning Outcomes(s)

CO3- Analyzethe TransmissiorErrorswith respecto IEEE standards.

v Laboratory Learning Outcome(s)
LLO 9.1 creataVI-FI environment.
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice
Vi

RelevantTheoretical Background

x  WirelessNetwork
A wireless network refers to a computer network that makes use of Radio Frequer
connections betweenodes in the network. A wireless network keeps devices connecti
network while still allowing them the freedom to move about, unencumbered by w
wireless network is a computer network that uses wireless data connections betweer
nodes.

Wireless networking is a method by which homes, telecommunications networks and
installations avoid the costly process of introducing cables into a building, or as a col
between various equipment locations. Wireless telecommunications ketam general
implemented and administered using radio communication. This implementation takes
the physical level (layer) of the OSI model network structure. Examples of wireless n
includecell phonenetworks,wirelesslocal areanetwoks (WLANS), wirelesssensometworks
satellitecommunicatiometworks,andterrestrial microwaveetworks.
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How Wireless Networks Works

()

Internet provider

' \\\. L
Modem K %] .\\ Computer or
- other device

Router

Fig. N0.9.1.WirelessNetwork

x  WirelessRouter
A wireless routeor Wi-Fi routeris a device that performs the functions ofoaiterand also
includesthe functionsof awirelessaccesoint It is usedto provide accesdo theInternetor
a private computer networkDepending on the manufacturer and model, it can function in a
wired local area networkn awirelessonly LAN, or in a mixed wired and wireless network

Fig. No. 9.2. WirelessRouter

x  WirelessNetwork Adapter

A wireless adapter is a hardwarevide that is generally attached to a computer or other
workstation device to allow it to connect to a wireless system. Before the advent of consumer

devices with buikin Wi-Fi connectivity, devices required the use of wireless adapters to
connect to a natork.
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VI

VI

Fig. No. 9.3.WirelessNetwork Adapter

RecoursesRequired:
1. Computer NetworkedComputer
2. Router
3. NetworkCable
4. RJ45Connector

Precautionsto be followed:

1. HandleComputersystemcarefully

2.Follow safetyPractices
Procedure: Implementation of wirelessNetwork
Follow theinstructionsbelowto setupyour wirelessnetwork.

1. Findthebestlocationfor yourwirelessrouter.

2. Turn off themodem Poweroff the cableor DSL modemfrom your ISP beforeconnecting
your equipment.

3. Connectherouterto themodem PluganEthernetcableinto ther o u tWeAN postandthen
the other end to the modem.

4. Connectyour laptopor computetto therouter.Plugoneendof anotherEthernetcableinto
the routerdéds LAN port andcerbehpert.t ot her end

5. Powerup themodem router,andcomputetin turn.

6. Goto themanagemenwebpagefor your router.Openabrowserandtypein thelP address
of the router's administration page.

7. Change the default administrator user name and password for yoen. fbhis setting is
usuallyfoundin atabor sectioncalledadministrationRemembeto usea strongpasswordhat
you won't forget.
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Xl

8. Add WPA2 security. This step is essential. You can find this setting in the wireless <
section, where you'kelect which type of encryption to use and then enter a passphras
least 8 charactedsthe more characters and the more complex the password, the better.

9. Change the wireless network name (SSID). To make itfeagyu to identify your network
choo® a descriptive name for your SSID (Service Set Identifier) in the wireless ne
information section.

10.Change the wireless channel . I f youodr
can minimize interference by changing your router's wsgelghannel to one less used by o
networks. You can use a WiFi analyzer app for your smartphone to find the least c
channel or just use trial and error (try channels 1, 6, or 11, since they don't overlap).

11. Set up the wireless adapter on the compuAfter saving the configuration settings on
router above, you can unplug the cable connecting your computer to the router. Then p
USB or PC card wireless adapter into your laptop, if it doesn't already have a wireless
installedor built-in. Your computemayautomaticallyinstall the driversor you mayhaveto use
the setup CD that came with the adapter to install it.

12. Finally, connect to your new wireless network. On your computer and other w
enabled devices, find the new netW you set up and connect to it.

Conclusion
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Practical related questions
1. Write Differencebetweenwire andWirelessNetwork
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2. Explainuseof WirelessRouter
3. ExplainConcept oMWWPAN
4. Explainadvantagesf WirelessNetwork.
Spacefor Answer
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Xl References:
1. Howto Set upWirelessNetwork?(linkedin.com)
2. AWS ping
3. ML |Amazon Web Servicgyoutube.com)

Xl AssessmenScheme(25 Marks)

S.No. Weightage Procesgelated: 60% Marks-15

1. Practicallmplementatiorwith Specifiedtime:40%

2. Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%

Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 10: Write a C Prograntor Paiity checkerrordetection

\

Practical Significance

Parity checkis a simple error detectionmethodthat involves addingan extra bit to a data
transmissionStudent should be able to write a C program for parity check error detectio

Industry / Employer ExpectedOutcome(s)

1. Towrite aC programfor parity checkerrordetection
2. Togainknowledgeabout paritycheckerrordetectionrmethod

CourselLevel Learning Outcomes(s)
CO3- Analyzethe TransmissiorErrorswith respecto IEEE standards.
Laboratory Learning Outcome(s)

LLO 10.1 Draw block diagram for parity check.
LLO 10.2Implementparity checkwith examples.

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
91 Follow ethicalpractice

RelevantTheoretical Background
x  Parity Check
In ParityCheck,a parity bit is anextrabit includedin binarymessagéo maketotal numberof

16s either odd or even. Parity word der
parity system$ even and odd parity checks.

1. EvenParity Check: Totalnumberof 1 dirsthe givendatabit shouldbeeven.So,if the
tot al number of 16s in the data bit
number of 16s even else 0 wildl be aj

2. Odd Parity Check: In oddparitysystemjf thetotalnumberof 1 Girsthegivenbinary
string (or data bits) are even then
else0 isappended.
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VI

RecoursesRequired:
A Computer/NetworlComputer

A TurbocC.

Procedure

Example

Forexampleconsderamessagstring100011thatneedgo betransmittedLet usassumehe
even parity scheme. The following will now happen.

SENDER RECEIVER
N /,/’//A\\\_ Y
[100011] [Reject Datal@e<_Even mp[Accept Data
] "l
o
Compute = =
parity bit pZ:tsubii
$ *
Transmission
100011 |1
[ | J* el *[100011]1]

Fig. No.10.1.ParityCheckError Detectiontechnique
1. Thesendelexamineghis messagstringandnotesthatthe numberof bits containinga value
1 in this message string is 3. Therefore, it adds an &xtvahe end ofthis message. This exi
bit is called parity bit.
2. The sender sends the original bits 100011 and the additional parity bit 1 togethe
receiver

100011
Data 1 1 Parity bit

3. The reeiver separates the parlit from the original bits and it also examines the origini
bits. It seegheoriginal bits as100011 andnotesthatthe numberof 1sin themessageés three
l.e.odd.

4. Thereceivemow computeghe parity bit againandcompaesthis computedparity bit with
the 1 parity bit received from the sender, it notes that are equal and accepts the bit strir
correct.

Conclusion

//////////////////////////////////////
//////////////////////////////////////

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
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Practical related questions
1. Whatis Even and Odd Parigheck?

2. Write aC prograntor ParityCheckerrordetectionmethod.
3. For1011000data,find out codewordhatsendto receiverby usingParitycheck

detection methad

Spacefor Answer
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Xl References:

1. https:/www.geeksforgeeks.org/error-detection-codes-parity-bit-method/
2. https://www.youtube.com/watch?v=aNqiT@&o
3. https://www.javatpoint.com/computeetworkerrordetection

Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15

1. Practical Implementatiowith Specifiedtime:40%

2. Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%
5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 11: *Write a C programfor Cyclic RedundancyCheck(CRC) error
detection

Practical Significance

Studentshould beableto write a C program forerrordetection.

Industry / Employer ExpectedOutcome(s)
1. Towrite aC progranfor CRCerrordetection.
2. TogainknowledgeaboutCRC

. CourselLevel Learning Outcomes(s)

CO3- Analyzethe TransmissiorErrorswith respecto IEEE standards.

v Laboratory Learning Outcome(s)
LLO 11.1ImplementC Programfor CRC
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice
Vi

RelevantTheoretical Background
x  Cyclic RedundancyCheck (CRC)

When data is transmitted from oneviae to another device, the system does not gua
whether the data received by the device is identical to the data transmitted by anothe
An Error is a situation when the message received at the receiver end is not identic
message traamitted it is called error detectio® cycle redundancy check (CRC) ir
programming is an error detecting technique commonly used in storage devices, etc.
data is entered and is checked and it is based on if the remainder is O or not anubif fibun
to be zero then an error is detected in the code. CRCs are popular because they are
implement in binary hardware. CRCs basically are used as xor operation is performed
t wo numbers i f r emai nd ezerothenenrzoeis detecteh.he n n

Example of Cyclic RedundancyCheck (CRC)
Dividend/ Dataword: 100100
Divisor :1101
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111101

111101
1101 100100001
1101 100100000 1101
1101
S —— 1000
1000 1101
1101 -
— 1010
) 101
101 il
1110 H(])?
1101 ol
0110 0110
0000 i
1100 1101
1101 1101
o1 0000

Fig. No.11.1.SendelSide Fig.No.11.2 Receiverside
Sender side remainder is 001 which is encoded with data word 100100001. @ddecseivec
at receiver side 100100001. And divisor is same 1101. After performing division, the rer
is all 0000 hence, the data received has no Error.

Vi RecoursesRequired:
1. Computer NetworkedComputer
2. TurboC.
VI .
Precautionsto be followed:
1. HandleComputersystemcarefully
2.Follow safetyPractices
X Procedure: Write a C program for Cyclic Redundancycheckerror detectionfor dividend
10111011 and divisor 1001. And check output that is error is present or not.
X

Conclusion
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Xl Practical related questions

1. What isCRC?

2. Define Error Detection
3. Explaintypesof Error Detectionmethods
4. How to checkerrorwith CRC.

Spacefor Answer
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Xil References:
1. ComputeNetwork |Error Detection- javatpoint
2. Cyclic Redundancgode(CRQ) in C - Naukri Code360
3. CRCProgramin C - ScalerTopics
Xl AssessmenBcheme(25 Marks)
S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
Handlingof Network components:10%
3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10
4. Correctnessf Practical:15%
Timely Submission:15%
6. Answerto Samplequestions:10%
Total 25
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Practical No.12: *Write a C programfor errorcorrectionusingHammingcode

Practical Significance

Hammingcodeis an error correctionsystemthat can detectand correcterrorswhen datais
stored or transmittedt requres adding additional parityts with the dataStudent should be
able to write a C program for error correction using hamming code

Industry / Employer ExpectedOutcome(s)

1. Towrite aC program for errocorrection usindpammingcode
2. TogainknowledgeaboutHammingCodeerror correctiormethod

i CourseLevel Learning Outcomes(s)

CO3- AnalyzetheTransmissiorErrorswith respecto IEEE standards.

v Laboratory Learning Outcome(s)
LLO 12.1ImplementHammingcodein anysuitableprogrammindangua@
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice
Vi

RelevantTheoretical Background

x  Error Correction
Once the errors are detected in the network, the deviated bits sequence needs to b
with the righ bit sequence so that the receiver can accept the data and process it. Thi
is called Error Correction. We can correct the errors in the Network in two differen
which are Forward Error Correction: In this Error Correction Scenario, the riecgiend i
responsible for correcting the network error. There is no need for retransmission of
from the sender o6s side. Backward Error
receiver needs to correct the error either by transnitting the corrupted messageor
retransmittinghe entiremessagéo thedestination.
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Proposition 2. HammingCode

In this method, extra parity bits are appended to the message which are used by the receiver to
correct the single bit error and mulepbit error. Consider the below example to understand

this method in a better way.

Example:
Constructheevenparity Hammingcodeword for adatabyte 1001101.
The number (1001101) of bits is 7.
The value of r is calculated as 1
2YOUL +Y+1

t 22°07+4+1
Thereforethe number ofredundancyits = 4
Now, let'scalculatetherequired numbeof parity bits.
Wetakeld = 2,then2d =2°=4and¢ +0+1=4+2+1=7
The 2 parity bits are not sufficient for theb#t data.
Now, we will taked =3, then2d =2°=8and¢ +0 +1=4+3 +1=8
Therefore, 3 parity bits are sufficient foi4 data.
The total bits in the codeword are1T 4+ 3 =7
Position 1:checks thebits 1,3,5,7,%nd 11.
? 1001 1010.Inpamn 1 even paritygoset position 1toa 0:0_1 0101 0 10.

0 1 0 1 1 0 0 1 0

Position 2: checksbits 2,3,6,7,10,11.

0?1 001 10 D.In position 2 odd paritgo set position 2tor011 001 10D

Position 4 checks bits 4,5,6,7,12.

011?001 101 0.In position4 odd parityso set position #.a1: 0111001 1010

Position 8 checksbits 8,9,10,11,12

0111001710 10.In position 8even paritysoset position 8 al: 0111001010 10
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VIl

VI

Xl

0 1 0 1 0 1 0 0 1 1 1 0

CodeWord =011100101010

0 1 1 1 0 0 1 0 1 0 1 0

RecoursesRequired:
A Computer/NetworlComputer
A TurboC.

Precautionsto be followed:

1. Handleequipmenwith care
2. Follow safetyPractices
Procedure

Theprocedurausedby thesender tencodehe messagencompasseabe followingsteps
6 Stepli Calculationof the numberof redundanbits.
6 Step21 Positioningtheredundanbits.
6 Step31 Calculatingthe valuef eachredundanbit.
Oncetheredundanbits areembeddedvithin the messagethisis sentto theuser.
Decoding a message iiamming Code
Oncethe receivergetsan incoming messageit performsrecalculationgo detecterrorsand
correct them. The steps for recalculation are

Stepli Calculationof thenumberof redundanbits.
Step21 Positioningtheredundanbits.

Step31 Paritychecking.

Step41 Errordetectionandcorrection

Conclusion

O« O« O¢ O«

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr
//////////////////////////////////////
//////////////////////////////////////

//////////////////////////////////////

eééeceéeéeéeééecéeéeceececceccéeéeééeeceéeceéecéececee
Practical related questions

1. Explain ErrorCorrection?

2. Differencebetweerktrror detectiorand ErrorCorrection.

3. ExplainAdvantage®f hammingcodemethod.

4. Calculatethe numberof parity bits requiredor givendata(1011).
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Xl References:
1. HammingCodein Computer Network Naukri Code360

2. ErrorCorrectingCodes- Hammingcodegs(tutorialspoint.com)
3. HammingCodein ComputerNetwork- GeeksforGeeks
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S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Network components:10%

3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 13: *ConfigurestaticIP addressn operatingsystemalongwith
appropriate subnet mask for given problem

Practical Significance

An IP address is an address used in order to uniquely identify a device on an IP netv
address isnade up of 32 binary bits, which can be divisible into a network portion ar
portionwith the helpof a subnetmask.The 32 binarybits aredividedinto four octets(1 octet=
8 bits). Each octet is converted to decimal and separated by a period=(adt)is reason,
IP address is said to be expressed in dotted decimal format (for example, 192.168.50.
value in each octet ranges from 0 to 255 decimal, or 0000000011111 binary. Studt
shouldbe ableto configurestaticlP addressn operatingsystemalongwith appropriatesubne
mask

Industry / Employer ExpectedOutcome(s)
1. Able to assignStaticlP addresgo themachine alongvith appropriatesubnetmask.
CourselLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices.
Laboratory Learning Outcome(s)
LLO 13.1UselP addressandappropriatesubnetmaskfor givenproblemstatement.
RelevantAffective Domain related Outcomes
1 Follow safelyMeasures

1 Follow ethicalpractice

RelevantTheoretical Background

x Internet Protocol (IP) Address

An Internet Protocol address (IP address) is a numerical label assigned to eac
participatingin a computer network that usesthe Internet Protocol for communicatiol
An [P addressis an identifier for a computer or device on a TCP/IP network
Two versions of the Internet Protocol (IP) are in use: IP Version 4 (IPv4) and IP Ve
(IPv6).

IPv4 addressesre of 32 bits that are canonicallyrepresentedn dotdecimalnotation
which consists of four decimal numbegsch ranging from 0 to 255, separated by dots
e.g.,192.168.50.12.

IPv6 addresses ad 128bits thatarerepresentedseightgroupsof four hexadecimal
digits separated bgolons.
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€.9.2001:0db8:85a3:0042:1000:8aP870:7334

IP addresses are assign a host either dynamically as they join the network, or
persistently by configuration of the host hardware or software. Persistent configuration is also
known as using a static IP address. When a computer's IP address is assigned each time it
restartsthis is known as using a dynamic IP address.

Static IP Address: It is manuallyconfiguredfor adevice.Routersphonestablets,laptops,
desktops can be configured to have a static IP address.

Dynamic IP Address: It is a temporarylP addressassignedo a computingdeviceor node
when it is connected to a network. A dynamic IP address is an automatically configured IP
addressassignedby a DHCP serverto every new network node. They are normally
implemented by internet service providers and networkhisnat a large number of connecting
endnodes.The dynamiclP addresss assignedo a node until it isconnected tdhe network

and hence a device may have different IP address every time it is connected to the network.

x |P AddressClasses:
In the IPv4 IPaddress space, there are five classes: A, B, C, D and E. Each class has a specific
rangeof IP addresse®rimarily, classA, B, andC are used byhe majority of deviceson the Internet.
Class D and class E are for special uses

IP Address Range

I Address Class (First octet decimal value)

Class A 1-126 (00000001 to 01111110) *

Class B 128-191 (10000000 to 10111111)
Class C 192-223 (11000000 to 11011111)
Class D 224-239 (11100000 to 11101111)
Class E 240-255 (11110000 to 11111111)

Class A Extremely large network, 16,777.000 available host address.
Class B Large network, 16,384 networks,each supporting more then 65,000 hosts.

Class C small networks, more than 2 million networks,each supporting up to 256
host.

x  SubnetMask:
IP addressesontaintwo parts:a networkidentifier anda hostidentifier.

A subnet maskis a 32bit number which is used to identify the subnet of an IP address.
The subnet ma s k S combination of 16s and

represents the host ID.
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Class Binary Dotted-Decimal
A 11111112 00000000 00000000000000 255.0.0.0
B 111121221 11111111 00000000000000 255.255.0.0
C 111121222 122711111 1111110@000000 255.255.255.0
VI -
RecoursesRequired:
A Desktopcomputers/Networke@omputer
Vil : _
Precautionsto be followed:
1. Handleequipmenwith care
2. Avoid therepetitionof similar IP addressesntwo or morePCs.It may
cause IP conflict error in networking.
X 3. Follow safetyPractices

Procedure
To seta static IP addresson windows computer

1. Click Startmenu=> controlpané =>NetworkandInternet=>networkand
sharingcenter.

SE (= -

Control Panel Home

All Control Panel tems » Network and Sharing Center ~ |42 | [ 5= Control Pane o

View you

r basic network information and set up connections

Change adapter settings

ge advanced sharing

settings

access

Fig. No. 13.1.Click Startmenu => controlpanel =>NetworkandInternet = >networkand
sharingcenter.

2. Click iChangeAdapterSetting®. RightClick fALocal AreaConnectiodand then
click onfiProperties
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Organize w

A

il
e

Metwork
Realtek PCle GB

|$|

Local Area Connection
Disable

Status

Diagnose
EBridge Connections

Create Shortcut

Del

Rename

Properties

@uvl & <« Metwork and Internet » Mebtwork Connections  »

Disable this network device

ete

Diagnose this connection

Fig.No. 13.2 Click iChangeAdapterSetting®. Right Click fiLocal AreaConnectioidandthenclick
on fiPropertied

3. SelectinternetProtocolVersion4(TCP/IPW). Click on fiPropertied
4. SelectfiUsethefollowing IP address andenterthe IP addressSubnetMask, Default
Gateway and DNS server. Cli@K and Close the Local Area Connection properties

window.
== = ~—
W Local Area Connection Properties = ~ N
Internet Protocol Version 4 (TCP/IPv4) Properties M
Networking
General l
Connect using:
: 3 5 2 You can get IP settings assigned automatically if your network supports
‘i'? Realtek RTL8168D/8111D Family PCI-E Gigabit Ethemet this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Configure...
This connection uses the following items: ) Obtain an IP address automatically
[ 9% Client for Microsoft Networks @) Use the following IP address:
¥=) Npcap Packet Driver (NPCAF) IP address: 192 . 168 . 50 . 93
™ = QoS Packet Scheduler
) % File and Printer Sharing for Microsoft Networks Subnet mask: 255.255. 0 0
V] .. Intemet Protocol Version 6 (TCP/IPv6) Default gateway: 192 . 163 . 50 . 1
I@ -4 Intemet Protocol Version 4 (TCP/IPv4) I
¥l -a. Link-Layer Topology Discovery Mapper I/O Driver i Ea o g e
V] .. Link-Layer Topology Discovery Responder RN I SeVer Ao utomaticay
@) Use the following DNS server addresses:
= = Preferred DNS server: 8 .8 . 8 3
Description
Transmission Control Protocol/Intemet Protocol. The default Alternate DNS server:
wide area network protocol that provides communication
across diverse interconnected networks. _
|| validate settings upon exit
ance [ OK ][ Cancel ]
N
Fig. No. 13.3.AssignIP addressSubnetMask, Defadt GatewayandDNS server
Conclusion
/ 7z £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ £ 1 Z
eeeeececeeeeeeeceeeeeeceeceeceeeeeeceeeeeeeeeeeeeeceece
eeeceeeececeeececeeeececeeececeeeececeeeeceeceeeeceecece
eeeceeeececeeececeeeececeeececeeeececeeeeceeceeeeceecece
ee e e eeeeececeeeececeeececeeeececeeeeceeeececcee
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Xl Practical related questions

1. Whatis differencebetwee staticanddynamicaddress?

2. Whatis IP addressing®tateandExplain IPAddressClasses.

3. Whatis subnet mask? What ssibnet maskor ClassA, B andC?
4. Whatis Defaultgateway?

Spacefor Answer
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Practical No. 14: implement Classful Address in a given netwndde i) Identify
rangeof IP Addressin various classesi) Justify the reasonto choosevarious IP
addresglassedor creatinggivennetwork.

\

Practical Significance

An IPv4 address originalligad a fixedlength prefix, but three fixeténgth pefixes (n = 8, n
16, and n = 24) were created in order to support both small and big netwidrksentir
address space was partitioned into five classes (classes A, B, C, D, and E). Classful ¢
is the term used to describe address space of addifess

Industry / Employer ExpectedOutcome(s)

1. Understandhe concepbf classfuladdressing
2. Understandndidentify theclasse®f IP address

CourselLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices

Laboratory Learning Outcome(s)

LLO 14.1ImplementlP addresses fantranetin ClassA, ClassB, ClassC

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

RelevantTheoretical Background

Classful Address

The IPaddresspftenknownasthe Internetaddressis the uniqueidentifier usedin the IPlaye
of the TCP/IP protocol suite to identify each device's connection to the Internet. A t
router's connection to the Internet is defined by itiB2Pv4 address, which isnigue an
usedworldwide. The network is defined by the first componentof the addressknown a:
theprefix, andthe nodeis definedby the secondcomponentknown asthe Suffix (connectiol
of adeviceto thelnternet).
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Thelengthsof the prefix andsuffix aren bitsand(32 - n) bits, respectivelyPrefixescanhave
variable or fixed lengths. The IPv4 network identification was initialgnded to be a fixed
length prefix. classfuhddressingis the term used to describe this outmoded systeniPv4
address originallyrad a fixedength prefix, but three fixeténgth prefixes (n 8, n = 16, and

n = 24) were created in order to support both small and big networks. As shown in the figure
below, the entire address space was partitioned into fase$ (classes A, B, C, D, and E).
Classfuladdressings theterm used talescribethis system.

Classes ofP address

ClassA

Class A addresses are for networks with large number of total hosts. Class A allows for 126
networks by using the first octetrfthe network ID. The first bit in this octet, is always zero.
The remaining seven bits in this octet complete the network ID. The 24 bits in the remaining
three octets represent the hosts ID and allows for approximately 17 million hosts per network.
ClassA network number values begin at 1 and end at 127.

PubliclP Range:1.0.0.0to 127.0.0.0

First octetvalue ranges fror to 127
PrivatelP Range:10.0.0.0to0 10.255.255.255
SubnetMask: 255.0.0.0 (8its)

Numberof Networks:126

Numberof Hosts peNetwak: 16,777,214

= =4 A 4 -8 4

ClassB

Class B addresses are for medium to large sized networks. Class B allows for 16,384 networks
by usingthefirst two octetsfor the networkID. The firsttwo bitsin thefirst octetarealwaysl

0. The remaining six bits, togethertivihe second octet, complete the network ID. The 16 bits

in the third and fourth octet represent host ID and allows for approximately 65,000 hosts per
network. Class B network number values begin at 128 and end at 191.

PubliclP Range:128.0.0.00 191.255.0.0

Firstoctetvalue ranges fromi28 t0191

PrivatelP Range:172.16.0.G0 172.31.255.25%See PrivatéP Addresses
SubnetMask: 255.255.0.0 (1bits)

Numberof Networks:16,382

Numberof Hosts peiNetwork: 65,534

= =4 =4 =4 -4 =4

ClassC

addresses are used in smattal area networks (LANSs). Class C allows for approximately 2
million networks by using the first three octets for the network ID. In a class C IP address, the
first threebits of thefirst octetarealwaysl 1 0. And theremaining21 bits of first threeoctets
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VI

VI

completethe network ID.Thelastoctet(8 bits) representshehostID andallowsfor 254 hosts

per network. Class C network number values begin at 192 and end at 223.

PubliclP Range192.0.0.00 223.255.255.0
Firstoctetvalue ranges fromh92to 223

PrivatelP Range:192.168.0.00 192.168.255.255
Special IPRange:127.0.0.1to 127.255.255.255
SubnetMask: 255.255.255.0 (24its)

Numberof Networks:2,097,150

Numberof Hosts peiNetwork: 254

=a =4 -4 -4 —a -8 -9

Class D IP addresses are not allocated to hostsardused for multicasting. Multicasti
allows a single host to send a single stream of data to thousands of hosts across the |
the same time. It is often used for audio and video streaming, suchbasdé& cable T
networks. Another example the delivery of reatime stock market data from one sourci

many brokerage companies.

Range224.0.0.0t0 239.255.255.255
Firstoctetvalue ranges frord24 t0239
Numberof Networks:N/A

Numberof Hostsper Network:Multicasting

= =4 =4 A

Class EIP addresseare not allocated to hosts and are not available for general use. Th

reserved for research purposes.

Range240.0.0.0to 255.255.255.255
Firstoctetvaluerangedrom 240to 255

Number of Networks: N/A

Numberof Hosts peNetwork: Research/Reservitkperimental

RecoursesRequired:
Network Computer

Precautionsto be followed:

1. Handleequipmentvith care
2. Follow safetyPractices

Procedure
1. Visit to Your ComputemNetworkLab
2. Checkthe IPaddressssignto device
3. Understanandidentify which typesof classusein IP address
4. Justifythereasorto choose IRaddress classésr creatingnetwork
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X Conclusion
eeéeéecééeéecéeéecééeceéeéeéecéeecéeéeéeceectée
Eeéecéeéécécécéeééecéecéecéeceéecéeceéeéececeéce
Eeéecéeéécécécéeééccécéecéeceéeecéecéeéececeéce

Xl Practical related questions

1. DefinelP addressvith Example
Differencebetweerclassfullandclasslesaddressing
Explainclasse®f IP addressith Example

Identify the classesf IP address for 1)192.158.1.3&) 168.212.226

Spacefor Answer
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Practical No. 15: *ExecuteTCP/IPnetworkcommandsipconfig, ping, tracert

Vi

Practical Significance

The full form of TCP/IP is Transmission Control Protocol/Internet Protocol.. TCP/IP is tl
part of the fundamental structure of the system. It enables you to talk witleasgstem ju
by implementinga programor command Studentshouldbe ableto studyandrun basicTCP/IP
utilities andnetworkingcommandsipconfig, ping, tracert.

Industry / Employer ExpectedOutcome(s)
1.RunTCP/IPUtilities: ipconfig, ping.tracert
2.Able to checkconfigurationdetailsof computer
3.Able to troubleshoot computer netwdsk commands
CourselLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices
Laboratory Learning Outcome(s)
LLO 15.1 Troubleshoatomputer networkisingcommands.
RelevantAffective Domain related Outcomes

1 Follow safelyMeasures

1 Follow ethicalpractice
RelevantTheoretical Background

x  TCP/IP utilities:

To assistwith the managemenbf TCP/IP. There are three types of TCP/IRbasedutilities.
1.Connectivity utilities that you can useto interactwith and use resourceson a variety of
systems.

2.Diagnosticutilities thatyou can usdo deteciand resolvanetworkingproblems.

3. TCP/IP server software that providesprinting and publishing servicesto TCPAP based
Microsoft Windows client.
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Utility Type Examples(networking commands)
Connectivity FTP,LPR,TELNET, TFTP,RSH,RCP
Diagnostic Ping,Ipconfig, Tracert, ARP, Hostname
Serversoftware TCP/IP Printing service, Internet Information Services,Peer
Web Services

x Ipconfig Command
IPCONFIG standdor Internet Protocol Configuration.
This CommandDisplaysdetailedinformationaboutall adaptersincludingtheIP address,
subnet mask, default gateway, DHCP server, and DNS seteers

Used without paameters ipconfiglisplays the IP address, subnet mask, and default gateway
all adapters. By default, this command displays only the IP address, subnet mask, and default
gateway for each adapter bound to TCP/IP.

Syntax:

ipconfig[/allcompartments]/? | /all | /renew[adapter]| /releasdadapter]|/renewqadapter]|
Irelease@adapter]| /flushdns|/displaydnd /registerdng/showclassié@daptel /setclassid
adapter [classid] |/showclassid6 adapter | /setclassid6 adapter [classid] ]

Followingtableshows usef ipconfigcommandwith differentoptions

Parameter Description
1? Displaysthe helpmessage
/all Displayscompleteconfigurationinformation
Irelease UsesDHCPto releasehelP addressor the specifiedadapter
Irelease6 UsesDHCPv6to releasaheIPv6 addresgor thespecified
adapter
Irenew UsesDHCPto renewthe IP addresgor the specifiedadapter
/renew6 UsesDHCPv6to renewthe IPv6 addres®r the specifiedadapter
[flushdns Purgeghe DNS cache
Iregisterdns UsesDHCPto refred all DHCPleasesandre-registerdNS
names
/displaydns Displaysthe contents alhhe DNS cache
/showclassid Displaysall the DHCP classIDs allowed forthe adapter
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/setclassid Modifiesthe DHCP classID
/showclassid6 Displaysall the DHCPv6classIDs allowed forthe adapter
/setclassid6 Modifiesthe DHCPv6classID

Fig.No.15.1.0utputscreerof commandC:\>ipconfig/all

x  Ping Command

PING (Packet Internet groper): The ping command is the basic troubleshooting tool for
TCP/IP.

It is acommand usetb verify the networkconnectivityof acomputer. It usea special protocol

called the Internet Control Message Protocol (ICMP) to determine whether the remote machine
(website, server, etc.) can receive the test packet and reply. This command is testdato
machinés connectivity to another system and to verify that the target system is active.

Usually, this command is the first step to any troubleshooting if a connectivity problem is
occurring between two computers. The Ping utility executes aitoegitd connectivity test to

other devices and obtains the rourigd time between source and destination device. Ping uses
the ICMP Echo and Echo Reply packets to test connectivity. Excessive usage may appear to be
a denial of service (DoS) attack.

Syntax ping<ip address>
ping[-t] [-a] [-n count][-] size][-f] [-1 TTL] [-v TOS][-r count] fs count][[-] hostlist] | [-k
hostlist]][ -w timeout][-R] [-S srcaddr] -c compartment]-p][-4] [-6] target_name

Following table shows use of ping command witlied#nt options
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Parameter Description
-t Pingsthe specifiedhostuntil interrupted(pressCtrl+C to stop
sending).
-a Resolvesaaddresset hostnames.
-n count Indicateshenumberof EchoRequests$o send.
| size Sends a specific size of datatHifs size is greater than the local
networkcanhandle thesendewill generate fragmentegackets
directly onthe network.
-f SetstheDon Y Fragmentlag in thepacket.
-i TTL Setsthe Timeto Live valuein the packet.
-vTOS Setsthetypeof servicein the packet.
r count IndicateghatthePing proce3$houldrecor(_ﬁheroutefor thenumber
of count hops specified.
Indicateghatthe PingprocesshouldmaintainTimestamp
-scount . : -
information for the number of count hops specified.
j host _list Indicategthat thePingprocess shoultbllow aloosesourceroutepath
- alongthe host_lispath
_k host list Indicateghat thePingproces shouldollow a strict sourceoute
- alongthe host_lispath.
-w timeout Indicatesthe numberof millisecondsthe hostshouldwait for each
reply.
-R Usetherouterheadeto test thereverseroute aswell (IPv6 only).
-S srcaddr Whataddress taiseto sourceping from.
-p PingyperV NetworkVirtualizationprovideraddress.
-4 UselPv4 specifically.
-6 UselPv6 specifically.
0 Examplel

Fig.No.15.2.Outputscreerof commandC:\>ping
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0 Example2

B Command Prompt

pi . gmail . com

Fig.No.15.3.0utputscreerof commandC:\>ping

If the connection is successful, you will see a series of responses displaying th&ipotime,
indicating that your internet connection is working. To stop pinging we should use ctrl+c
otherwise it will keep on sending packets.

Here,

min: minimum timeto getaresponse

O«

avg: averaggimeto getresponses

O«

max: maximumtime to getaresponse

O«

x  Tracert (traceroute)

In the internet, data packets travel through a series of routers before reaching their destination.
Tracert is a command that allows you to trace phi$.

It traces the route takdwy your data, revealing each hop (router) it encounters and the time it
takes to reach it.

Syntax:tracert<ipaddress>
tracert[-d] [-h maximum_hops]-j hostlist] [-w timeout][-R] [-S srcaddr][-4] [-6] target_name

Following table shows use of tracert command with different options.

Parameter Description
-d Tellsthe systemnot to resolveaddresse hostnanes
-h maxHops Specifiegshe maximum numbeof hopsto searctior target
-w timeout Specifieghenumberof millisecondso waitfor eachreply
-4 Specifieso uselPv4 specifically
-6 Specifieso uselPv6 specifically
-R Traceroundtrip path (Pv6-only).
-S srcaddr Sourceaddresgo use(IPv6-only).
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B Command Prompt

C:\>tracert www.gmail.com

Tracing route to www.gmail.com [2464:6800:4609
over a maximum of 38 hops:

2469:46842 :4eBae
Reguest timed out.
2465:20 ieeee’20::
24B85:260:881:1d68::229
Request timed out.

st timed out.

[

2
4

q
16é
11

Trace complete.

C:\e

Fig.No.15.4.0utputscreerof commandC:\>tracert

After runningthe Tracertcommandy o ub& prdsentedavith alist of hops,eachshowingthe
time taken for your data to travel.
VIl

RecoursesRequired:

1 Computer NetworkedComputers
Vil Precautionsto be followed:
1.HandleComputersystemandperipheralswith care.
2.Follow safetyPractices
Procedure
1.0penCommandPrompt
2. RunUtilities with options

Conclusion
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Xl Practical related questions

1. Whatis apurposeof TCP/IPutilities. Givetheuseof connectivityutility andalsowrite 2
examples of it.

2. Givethe name of commands find out hostnamand MAC address afomputer.
3. Which arethedifferent thingsarecheckedusingping command?

4. Give asyntax of tracertonmand.

5.Whatis auseof fVreleasé and fi/renewd optionusedin Ipconfig?

Spacefor Answer
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Practical No. 16:*Execute TCP/IP network commands:netstat, pathping,
route

Practical Significance

Studentshouldbeable tostudyandrun basic TCP/IRitilities andnetworkingcommandsnetstat,
pathping, route.

Industry / Employer ExpectedOutcome(s)

1.RunTCP/IPUtilities: netstatpathpingroute

2.Able to tracetravellingrouteof transmittednessager datapacket.
3.Able to displaynetworkstatistics

CourselLevel Learning Outcomes(s)

CO4- Configuredifferent TCP/IPservices

Laboratory Learning Outcome(s)

LLO 16.1 Troubleshoot computeetworkusingcommands.

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

RelevantTheoretical Background

x  Netstat (network statistics) Command:
Netstat displaygrotocol statistics and current TCP/IP network connections. netstat allow:
to display networkelated information and diagnose various networking issues. The cor
has several options that can be combined to retrieve specific details.

Syntax:
nestat|-a] [-b] [-e] [-f] [-n] [-0] [-p proto] [-r] [-s] [-] [-X] [-y] [interval]
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Followingtableshows usef netstat commandith differentoptions

Option

Description

-a

Displaysall connectionsindlisteningports.

-b

Displays the executable inva@d in creating each connection or listening p
In somecaseswell-knownexecutablefiostmultiple independentomponents
and in these cases the sequence of components involved in creati
connection or listening port is displayed. In this caseetezutable name is

[] at the bottom, on top is the component it called, and so forth until T(
wasreachedNote thatthis option canbe time-consumingandwill fail unless
you havesufficientpermissions.

DisplaysEthernetstatistics. Thisnaybecombinedwith the-s option.

DisplaysFully Qualified DomairNames(FQDN) for foreignaddresses.

Displaysaddresses amabrt numbersn numericalform.

DisplaystheowningprocesdD associateavith eachconnection.

Showsconnectimsfor the protocolspecifiedby proto; protomaybeanyof:
TCP, UDP, TCPv6, or UDPvEf used with thes option to display per
protocol statistics, proto may be any of: IP, IPv6, ICMP, ICMPV6, TCP,
TCPv6, UDP, otUDPV6.

Displaysall connectionslj steningports,andbound nonlisteninglT CP ports.
Bound nonlistening ports may or may not be associated with an active
connection.

Displaysthe routingtable.

Displays petprotocol statisticsBy default, statistics are shown for IP, IPv6
ICMP, ICMPv6,TCP, TCPVv6,UDP,andUDPV6;the-p optionmaybeusedto
specifya subsebf thedefault.

Displaysthe currentconnectioroffload state.

DisplaysNetwork Direct connectionslistenersandsharedendpoints.

Displaysthe TCP connectiortemphtefor all connectionsCannotbe
combinedwith theotheroptions.

interval

Redisplayselectedstatistics pausingntervalseconddetween eactisplay.
PressCTRL+Cto stopredisplayingstatistics.If omitted,netstatwill printthe
current configurabn information once.
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B Command Prompt - O X

C:\>netstat

Active Connections

Proto Local Add Foreign

TCP 6.6 DESKTOP-

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP :5 4: c]:

TCP 2 2: a: 158856 1 189f::2]:ht TABLISHED
TCP 2489:46842: :5 pL 1] thttps ESTABLISHED

Fig.No.16.1.Outputof netstacommand

x Pathping Command:
This network utility is a more advanced version of the Ping tool, which performs a ping to each
hop along the route to the destination (unlike Ping, which just pingstfreroriginating device
to the destination device). It is extremely useful in diagnosing packet loss, and can help with
diagnosing slow speed faults.
Pathping is a TCP/IP based utility (commdimé tool) that provides useful information about
networklatency andnetworklossat intermediatehopsbetween aourceaddressanda destination
address. It does this by sending echo requests via ICMP and analyzing the results.

Syntax:
pathping[-g hostlist] [-h maximum_hops]-i address][-n] [-p period] [-g num_queries}fw
timeout][-4] [-6] target_name

Followingtableshowsuseof pathpingcommandwith differentoptions

Option Description
-g <hostlist> Loosesourceroutealong hostist.
-h Maximumnumberof hops tosearcHor target
<maximum_hops>
-i <addess> Usethe specifiedourceaddress.
-n Do notresolveaddresses thostnames.
-p <period> Wait periodmillisecondsbetweernpings.
-g <num_queries>| Numberof queries pehop.
-w <timeout> Wait timeoutmillisecondsfor eachreply.
-4 ForceusingIPv4.
-6 ForceusinglIPv6.
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Comum and Prompt - pathping x

Microsoft Windows [Version 10.6.22621.20870)
(c) Microsoft Corporation All rights reserved

C:\Users\lenovospathping www._google.com

Tracing route to www.google.com [142.256.199.132]
over a maximum of 38 hops
B [192.168.8.125]
dlinkrouter [192.168.8.1]
72 9.76.1

Broadband.in [103.10.208.13]

Fig.No.16.2.Outputof pathpingcommand

Note:'You can interrupt PathPing at any time by holding dowrXhBL key, and pressinG on
your keyboard.

x Route Command:
This command manipulatesetwork routingables.

Route commanh is only available if the TCP/IP protocol is installed as a component in the
properties of a network adapter.

Route command displays or modifies the computer's routing table information. For a typical
computer that has a single network interface andnsected to a local area network (LAN) that
has a router, the routing table is pretipple. If user facing trouble in accessing other computers
or other networks, user can use the route command to investigate bad entry that affect in the
computer's routig table.

For a computer with more than one interface and that's configured to work as a router, the
routing table is often a major source of trouble. Setting up the routing table properly is a key part
of configuring a router to work.

Earlier tracert commad is used to trace the travel of packet from source to destination over
a network. This command is capable to modify routing table entries hence the route command is
established. To display the routing table (both IPv4 and IPv6) in Windows, use theniatite
command.

Syntax:

route[-f] [-p] [-4}6] commanddestination][MASKnetmask][gateway][METRIC metric] [IF
interface]

Route commandsyntaxfinds and displaysfollowing information for eachentry in the routing
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table,five items ofinformationare listed:

A The destination IP address this is the addressof the destinationsubnet,and must be
interpreted in the context of the subnet mask.

AThesubnet maskthat must be applied to the destination address to determine the destination
subnet

AThelP address of thegatewayto which traffic intendedor the destinatiorsubnet willbe sent
AThelP addressof the interface throughwhich thetraffic will be sentto the destinatiorsubnet
AThemetric, which indicateshenumber othopsrequired tareachdestinatims viathe gateway

Option Description

-f Clearstheroutingtable

-P When used with the ADD command, makes a route persi
across boots of the system. By default, routes are not pres
when the system is restarted. Ignored for all other commands
whichalways affecthe appropriatgersistentoutes.

Command Thecommando run(add, changejelete print)

-4 ForceusingIPv4

-6 ForceusingIPv6

Destination Networkdestination otheroute

maskNetmask | The netmask (subnet mask) associatedwith the network
destination

Gateway Specifieggateway

metric Metric specifieghe metric, ie.costfor thedestination.

Interface theinterfacenumberfor the specifiedroute.

1? Commanchelp

Most of thetimesthis command syntax is usedth print optionlike Routeprint command.

syntax
route print ff] [-p] [-4}6] [Command [Destination] [mask Netmask] [Gateway] [metric Metric]]
[if Interface]] >
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E¥ Command Prompt

Fig.No.16.3.Outputof routecommand

Vi RecoursesRequired:
1 Computer NetworkedComputergWith Internetconnectivity)
Vil Precautionsto befollowed:
1.HandleComputersystemandperipheralsvith care.
2.Follow safetyPractices
X Procedure
1.0penCommandPrompt
2. RunUtilities with options
X Conclusion
ceéecéeééeéécéeéeééecéecéecéeéecéeéeéecéeccee
ceéeéeééceéecéeéeééecéeceéeéeceeceéeéeéeceecée
eéeééeéeecéecéecéecéeééecéeecéeééeéeeecéeccece
Xl Practical related questions

1. Which aredifferent statisticglisplayfor TCP usingNetstatutility?
2. Whatis auseof pathpingcommand?
3. Executethe syntaxof Route conmandwith anytwo options

4. Give syntaxof commandgor adding,deletinglP addressefom routingtable.

Maharashtr&tateBoardof TechnicaEducation 6 KStheme) 102



DataCommunicatiormandComputeMetwork CourseCode:31431¢

Spacefor Answer
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Practical No. 17: *Install Wiresharkandconfigureaspacketsniffer - i) Capture IP,

TELNET, FTP packets using Wireshark

Vi

Practical Significance

Wireshark is afree and opeisour@ packet analyzerlt is used fornetwork troubleshooting
analysis, software ancommunications protocaevelopment, and educatioBtudent should t
able to install and configure as a packet sniffer.

Industry / Employer ExpectedOutcome(s)

1. Able to installand configuréVireshark.

2. Able to CapturelP, TELNET and FTPpackets

CourselLevel Learning Outcomes(s)

CO4- Configuredifferent TCP/IPservices

Laboratory Learning Outcome(s)

LLO 17.1UseWireshark packesniffer software.

RelevantAffective Domain related Outcomes
1 Follow safelyMeasures

71 Follow ethicalpractice

RelevantTheoretical Background
x  Wireshark

Wireshark is a network packet analyzer. A network packet analyzer presents captured pa
in as much detail as possibWireshark is completelfree and open source. Thpacket analyze
is used for a variety of purposes like troubleshoot network problems, to examine sec
problems, toverify network applications, to debug protocol implementations, to learn ne
protocol internals etc.

Wireshark is the most oftemsed packet sniffer in the world. packet sniffer is also known as
packet analyzer, protocol analyzer or network analyzer is a piece of hardware or software
monitor network traffic.

The original name ofWireshark was Ethereal which was change@006.Wireshark is a cros
platform software, it can be run on Linux, windows, mac, and any other operating system.
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x |IP Packet

In most computer networks, data is broken down into small calitsd packets and sent between
devices. The same holdsi¢ on the internet. Each packet has a specific structure, defined by a
protocol, that allows the recipient to understand the packet's contents. An IP packet is a unit of
data in a network that contains information about the source and destination addnessther
control information needed to transport the packet over a network.

32 bits
- »
VER HEL Sevice Type Total Length
4 bits 4 bits 8] bits 16 bits
Datagram Identification Flags Fragment offset
16 bits 3 bits 13 bits
Time To Live Protocol Header Checksum
8 bits 8 bits 16 bits
Source [P Address
32 bits
Destination I[P Address
32 bits
Options

Fig. No.17.1. IPv4Headerformat

x Telnet Packet

Telnet (shortfor "teletypenetwork™)is aclient/serverapplicationprotocolthatprovidesaccesso
virtual terminalsof remote systemson local area networksor the Internet It follows a user
command TCP/IP networking protocol tltaéates remote sessions.

x FTP

FTP (File Transfer Protocol) isretwork protocofor transmitting files between computers over
Transmission Control Protocol/Internet Prab(TCP/IP) connections. Within the TCP/IP suite,
FTP is considered an application layer protocol.

x Stepsto install Wireshark on Windows:

Follow the below stepsto install Wireshark on Windows:
1.0Openthewebbrowser.
2. SearcHor 'Download Wireshark' or Visit Official Wiresharkwebsite
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https://www.wireshark.org/download.html.
3: Click on Download,anewwebpagewill openwith differentinstallersof Wireshark

4. Downloadingof theexecutabldile will start shortly.

5. Now checkfor the executabléle in downloads inyour systemandrunit.
6. It will promptconfirmationto makechangego your systemClick on Yes.
7. Setupscreenwill appearglick on Next.

8. Thenextscreenwill beof LicenseAgreementgclick on Noted.

9. Next screen is for choosing components, al
anything just click on the Next button.

10. Next screens of choosingshortutslike startmenuor desktogcon alongwith file extensions
which can be intercepted by Wireshark, tick all boxes and click on Next button.

11. The next screen will be of installing location so choose the drive which will have sufficient
memory space fonstallation.

12. Next screenhas an option to install Npcap which is used with Wireshark to capture
packetspcapmeangpacketcapturesotheinstall optionis alreadycheckedd o rcldahgeanything
and click the next button.

13. Next screen is about USB networkpca ur i ng so it is oneds <cho
Install.

14. After thisinstallationprocesswill start.

15. This installation will prompt for Npcap installation as already checked so the license
agreement of Npcap will appear to click on tegreebutton.

16.Nextscreeris aboutdifferent installingoptions ofnpcap d o n éanyththgclick on Install.
17. After this installatiorprocess willstart which will takeonly a minute.

18. After this installatiorprocess will completelick onthe Nextbutton.

19. Click on Finish aftertheinstallationprocesss complete.

20. After this installationprocessof Wiresharkwill completeclick onthe Nextbutton.
21.Click on Finishaftertheinstallationprocessof Wiresharkis complete.

Wireshark is successfully installed on the systnd an icon is created on the desktop as shown
below:
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Fig. No.17.2.Wiresharkicon

Fig. No.17.3.Wiresharksoftware

Vi RecoursesRequired:
A Computer NetworkedComputergwith internetconnectivity)
A WiresharkSoftware(Opensourcesoftware)
Vil Precautionsto be followed:
1. HandleComputersystemandperipheralsvith care.
2.Follow safetyPractices
IX

Procedure Selecta Network Interface to Capture Packetsthrough.
1. Startthe Wiresharkapplication.

2.List of network interfacess availableonthescreen

3.selectnetworkinterfaceto capturepackets.

Fig. No0.17.4.Selectionof Networkinterface
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A To capture network traffic by using Wireshark:

To capturenetworktraffic, click the Startbuttonfor the networkinterfaceyou wantto capture
traffic on.

M ~Wi-Fi

File Edit View Go Capture

Ap e IBRE

i 4TL~ P

Fig No.17.5.Starbuttonto captureNetworktraffic

Generate some netwottaffic with a WebBrowser. Your Wiresharkvindow shouldshow the
packets, and now look something like

44 4

;‘ov
:t i

BA wRMAN
whnleilecy

o pmmeredll | a
Sows et ul I ier0 s Mebsessaertd s 1Al pede Bytes

oen WY &

Fig. No.17.6.Wiresharksoftwareshowspacketdy usingthreepanels

Thecaptures split into 3parts:

1. PacketList Paneli Thisis alist of packetsan the currentcapturelt colorsthe packetdased

on the protocol type. When a packet is selected, the details are shown in the two panels below.
2. PacketDetails Paneli Thisshowsthedetailsof theselectegacket.It showsthedifferent

protocols making up the layers of data for this packet. Layers include Frame, Ethernet, IP,
TCP/UDP/ICMP, and application protocols such as HTTP.

3. PacketBytesPaneli showsthe packetbytesin Hex andASCII encodings.

To stop thecapture
Selectthe Capture>Stopmenuoption, Ctrl+E, or the Stoptoolbarbutton.Whatyou have
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createds aPacketCapturewhich youcannowview andanalyseusingthe Wiresharkinterface,
or save to disk to atyse later.

Wireshark Display Filters.

Wireshark automatically generates a Display Filter, and applies it to the capture. The filter is

shownin theFilter Bar, belowthebuttontoolbar. Thewindow shouldbe similar to thatshownin
Fig.No.17.7.

Fig. No.17.7.Displayilter in Wiresharksoftware

A Capture IP packets usingWireshark

IP Filtering is a simple mechanism or process that defines which kinds of IP Datagrams are
runningon yoursystem]Jike asourcelP addresss comingandaDestinationlP is outgoing.
Description Filter Expression

Captureonly traffic to or from IP addresd92.168.43.227: Ip.addr==192.168.43.221

Captureonly traffic from source IPaddresd92.168.43.227: Ip.src==192.168.43.227

Captureonly traffic to destinationlP addres Ip.dst==192.168.43.227
192.168.43.227:

Stepsto Capture only traffic to or from IP address192.168.43.227:
1.go to displayfilter
2.typeip.addr==192.168.43.227 angtessenter
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Fig. No.17.8.CapturelP packetshy usingWiresharksoftware

0 To checklIP headerinformation
1.GotoWireshark=> typerhttpdin displayfilter => startcapturingpackets
2.Goto browser => Visit anywebsite
3.In Wireshark stopcapturingpackets
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Fig.No. 17.9.HTTP packet
4.Doubleclick on fihttpd asshownin abovefig
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Fig.No.17.10.IP Headernformation
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Xl Practical related questions

1. What iswireshark?

Write usageof wireshark.

Whatis useof Npcap software® it necessarto installfor wireshark AVhy?
Stateanyfour WiresharkCaptureOptions.

Whatis fiDisplayfiltero and ACapturdfilter6?

abh WD
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Xl References:
1. https:/www.geeksforgeeks.org/hete-installwiresharkon-windows/
2. https:/lwiki.wireshark.org/CaptureFilters
3. https:/lyouti.be/AgAE8zkBoHk?si=ekhirDg8PLNn2k&
4. https:/www.youtube.com/watch?v=AWERz]GEyRU
Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%

2. Handlingof Networkcomponents:10%

3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10
Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 18: CaptureTCPandUDP packetusingWireshark

Practical Significance

TransmissiorControl Protocolis a connectiororientedprotocolfor communications thdtelpsin
the exchange of messagestween different devices over a network. User Datagram Pr«
(UDP) is a Transport Layer protocol. UDP is a part of the Internet Protocol suite, referre
UDP/IP suite. Unlike TCP, it is an unreliable and connectionless profitment should bable
to capture TCP and UDP Packet using Wireshark.

Industry / Employer ExpectedOutcome(s)
1. Able to captureTCP andUDP PacketisingWireshark.
CourselLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices
Laboratory Learning Outcome(s)
LLO 18.1 Measur@arious types obDelayby usingWireshark.
RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

RelevantTheoretical Background
x TCP

TCP (Transmission Control Protocol) is one ofthe main protocols of the Internet proto
suite. The position of TCP is at the transport layer of the OSI mdadahsmission Contrc
Protocol is a connectieariented protocol for communications that helps in the exchan
messages between differemvites over a network. The Internet Protocol (IP), which estab
the technique for sending data packets between computers, works with TCP. TCP also
ensuringthat informationis transmittedaccuratelyby establishinga virtual connectionbetwea
thesender andeceiver.
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Working of Transmission Control Protocol (TCP)

TCP

Sender Receiver

Fig. No.18.1.Working of TCP
When a user requests a web page on the internet, somewhere in the world, the server processe
that request and sends back an HTML Page to that Tke server makes use of@otocol
called the HTTP Protocol. The HTTP then requests the TCP layer to set the required connection
and send the HTML file.
Now, the TCP breakshe datanto smallpackets andorwardsit towardthe InterneProtocol (IP)
layer. The packets are then sent to the destination through different routes.
The TCP | ayer in the useros system waits fo
once all packets have been received.
Transmission Control Protocol (TCP)provides a secure and reliable connection between two
devices using the-&ay handshake process. TCP uses thediylex connection to synchronize
(SYN) and acknowledge (ACK) each othen both sides. There are three steps for both
establishing and cl osing -ACKcaadA€k ct i on. They
Step 1 (SYN):In thefirst step,theclient wants teestablish aonnection with &erverso it sends
a segment with SYN (Synchronizedsence Number) which informs the server that the client is
likely to start communication and with what sequence number it starts segments with
Step 2 (SYN + ACK): Server responds to the client request with SXGK signal bits set.
Acknowledgement (ACK) sigifies the response of the segment it received and SYN signifies
with what sequence number it is likely to start the segments with
Step 3 (ACK): In the final part client acknowledges the response of the server and they both
establish a reliable connectiarth which they will start the actual data transfer
TCP Header Format:

it} 32 hits -

Source Port I Destinnati on Port

Zequence Mumber
Ackneowledgement HMumber
c])jff'a;:t S Flags TWindow (sliding window)

Checlksum TTrgent Pointer

Optiots I Fadding
Drata

Fig.No.18.2. TCPHeaderFormat
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Vil

x  UDP

User Datagram Protocol (UDP)is a Transport Layer protocol. UDP is a part of the Inte
Protocol suite, referred to as UDP/IP suite. UalIkCP, it is arunreliable and connectionles:
protocol. So, there is no need to establish a connection before data transfer. The UDP
establish lowlatency and lostolerating connections over the network. The UDP en:
procesgo-process commuaoation.

Working of User Datagram Protocol (UDP)

UDP uses IP to get a datagram from one computer to another. UDP gathers data in a UL
and adds its own header information to the packet. This data consists of the soL
destination ports on whicko communicate, the packet length and a checksum. After
packets encapsulate in an IP packet, it sends packets off to their destitdbweser, unlike
other protocols such as TCP, UDP simplifies data transfer by sending packets directl
recever without first establishing a twaay connection. UDP does not indicate the transmis
order for its datagrams or even confirm their arrival.

uUDP

Sender Receiver

—

REQUEST
—
A e —

seseoce s >

Fig. No.18.3.Working of UDP

UDP Header Format:

Header

Source port number Destination port number
16 bits 16 bits

Total length Checksum
16 bits 16 bits

Fig.No0.18.4.UDRHeaderformat
RecoursesRequired:

A Computer/ NetworkedComputergwith internetconnectivity)
A WiresharkSoftware(Opensourcesoftware)
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Vil Precautionsto be followed:

1. HandleComputersystem angberipheralsvith care.
2.Follow safetyPractices
Procedure

Stepsto Capture TCP packes
1.Go to displayfilter
2. Typeficp fiand pressenter

= = aaan

:4d34:2bd7:1d20:d4060:5dc7 : 3bof TcP 74 ©.000000000 443

10.0000.. 2404:6800:4009:803: : 200e -+ 5ase7
2 @.0000... :4d34:2bd7:1d20: 3bef TCP 74 ©.000000000 443 » 54507
3 ©.0025.. :4d34:2bd7:1d20: 3bef TCP 74 ©.002596000 443 » 54507
4 ©.0025.. :4d34:2bd7:1d20:d40e:5dc7 : 3bof TCP 74 ©.000000000 443 -+ 54507
50.0877... bd7:1d20:d400:5dc7: 3bef TLSv1.2 581 ©.085160000 Application
| 15 0. 1. - . . 000000000 54537 » 443

170.1417... 28094042 4d34: 2bd7 : 1420 d40... 4009 :803: : 200 TCP 74 ©.053959000 54507 - 443 [ACK e
1 C 1% ] ] 5001 :

443 » 54537

156.1847... 35.190 . 53.226. 192.168.43.227 TCP. &6 ° u:szsou [E
20 ©.1849..192.168.43. 227 35.190.53.226 TCP 54 . 666212696 54537 - 4113 [ACK
22 0.2290.. 192.168.43.227 35.190.53.226 TLSvi.3 571 ©.044045000 Client Hello (SNI—
24 0.2942.. 35.190.53.226 192.168.43.227 TCP 54 ©.065223000 443 - 54537 [ACK =
25 ©.2969.. 35.190.53.226 192.168.43.227 TLSv1.3 1424 ©.002728000 Server Hello, Chies
26 ©.2969.. 35.190.53.226 192.168.43.227 Tcp 1424 ©.000000000 443 » 54537 [PSH,=x
27 0.2970..192.168.43.227 35.190.53.226 Tce 54 ©.000050000 54537 _ 243 [AcK=
2960.2971.. 35.190.53.226 192.168.43.227 TCP 1424 ©.000055000 443 -+ 54537 (ACK";
300.2971.. 35.190.53.226 192.168.43.227 TLSv1.3 461 ©.000000000 Application Data
31 0.2971..192.168.43.227 35.190.53.226 Tcp 54 ©.00003300024537 . 443 [ACKES
33 ©.2998.. 192.168.43.227 35.190.53.226 TLSv1.3 134 ©.002707000 (hange Cipher‘ Sp =
[Next Sequence Number: 1 (relative sequence number)] &
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 1885278206
@101 .... = Header Length: 20 bytes (5)

Fig. N0.18.5.CaptureTCP Packets

To check TCP Headerinformation:
1. Gotodisplayfilter =>Type fitcpd and pressenter

Am @ IBRE Q] =7 = @ e a5

:5dc7:3bof
:5dc7:3b0F TC
:5dc7:3bof TCP

:3bof TcP
3bof TLSV1.2

. 000006000 443 - 54507
©.000000000 443 -+ 54507
©.002596000 443 » 54507
©.000000000 443 -+ 54507
©.085160000 Application
. 7+ 443

:4042:4d34:2bd7:1d20:
:4042:4d34:2bd7:1d2@:
:4042:4d34:2bd7:1d20:
:4042:4d34:
d34

10.0000.. 2404:6800:4009 :

©.053959000 54507 -+ 443

192.168..
35.190.53.226 54

22 ©0.2290..192. 168 43.227 35.190.53.226 TLSv1.3 571 ©.044045000 Client Hello (SNI==

240.2942... 35. 199 53.226 192.168.43.227 TCP 54 .©65223000 443 - 54537 [ACK

o
4 250.2969.. 35.190.53.226 192.168.43.227 TLSv1.3 1424 ©.002728000 Server Hello, Chae
t 26 ©.2969.. 35.190.53.226 192.168.43.227 TP 1424 ©.000000000 443 -+ 54537 [PSH
27 ©.2970..192.168.43.227 35.190.53.226 TCP 54 ©.000050000 54537 » 443 [ACKI—
29 ©.2971.. 35.190.53.226 192.168.43.227 TCcP 1424 ©.000055000 443 » 54537 [ACK =
300.2971..35.190.53.226 192.168.43.227 TLSv1.3 451 ©.000000000 Application Data
310.2971..192.168.43.227 35.190.53.226 TCP ©.000033000 54537 -+ 443 [ACK =
33 0.2998.. 192.168.43.227 35.190.53.226 TLSv1.3 13. ©.002707000 Change Cipher Sp

Acknowledgment number (raw): 3761192796
@101 .... = Header Length: 20 bytes (5)
Flags: ©x@18 (PSH, ACK)

Window: 261 ~

Frame (361 byten) et TCP (4364 o)

7 Duta ofteetin 33-bit worde ep har o), 1 yte ackets: 38508 - Duspteyad: 38083 (9.5% - Droppect 0 @0%) Pratia: Sateut

Fig.No0.18.6.TCRpackets

2. Double click on tcp as shown in fig. 18.6low TCP Header iimrmation will be available as
shown in fig. 18.7
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Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_{5CF259F9-90AC-4526-B6BA-37826EAC1440}, id ©
Ethernet II, Src: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:5e), Dst: @0:ad:a7:31:2e:f4 (@0:ad:a7:31:2e:f4)

E 1 \e ion 6. S L2404 ARAA- 4008 - RA3. - 200, Dst. 24094042 -4d34.2hdzZ.-1d208.d40808.-5dc7:3bef

“|Transmission Control Protocol, Src Port: 443, Dst Port: 54507, Seq: 1, Ack: 1, Len: @
Source Port: 443

Destination Port: 54507

[Stream index: @]

[Conversation completeness: Incomplete (12)]

[TCP Segment Len: @]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 362701738

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)

Acknowledgment number (raw): 1885278206

o101 = Header Length: 20 bytes (5)

Flags: ©x010 (ACK)

Window: 645

[Calculated window size: 645]

[Window size scaling factor: -1 (unknown)]

Checksum: ©x8196 [unverified]

[Checksum Status: Unverified]

Urgent Pointer: ©

~ [Timestamps]

[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]

)00 @@ ad a7 31 2e f4 48 be 76 66 dc Se 86 dd 62 84 1. @ vf~ b
25 cf @@ 14 06 39 24 24 68 00 40 ©9 08 ©3 00 ee % 9% - h-@
©0 00 20 00 20 ©e 24 ©9 40 42 4d 34 2b d7 1d 20 $- @BMa+

d4 00 5d c7 3b ©f @1 bb d4 eb 15 9e 63 aa 70 S5Ff
©e40 of fe 50 10 ©2 85 81 96 0@ @0

4 Show packet tytes

—
2.Type fudpd andpressenter
.
60.0935..192.168.43.227 192.168.43.19 DNS 8o Standard query ©x7fSc AAAA beacons.gcp.gvt2.com
7 ©.0935.. 192.168.43.227 192.168.43.19 DNS 80 Standard query ©x7fS5c AAAA beacons.gcp.gvt2.com
80.0949.. 192.168.43.227 192.168.43.19 DNS 80 Standard query Ox9884 A beacons.gcp.gvt2.com
90.0949.. 192.168.43.227 192.168.43.19 DNS se Standard query ©x9884 A beacons.gcp.gvt2.com
10 ©.0961.. 192.168.43.227 192.168.43.19 DNS 80 Standard query ©x2a36 HTTPS beacons.gcp.gvt2.com
110.0961.. 192.168.43.227 192.168.43.19 DNS 80 Standard query ©x2a36 HTTPS beacons.gcp.gvt2.com
130.1397..192.168.43.19 192.168.43.227 DNsS 152 Standard query response Ox9884 A beacons.gcp.gvt2.com CNAME
48 3.3721..192.168.43.227 192.168.43.19 DNS 89 Standard query @x977f A vli@.events.data.microsoft.com
49 3.3721..192.168.43.227 192.168.43.19 DNS 89 Standard query ©x977f A vl@.events.data.microsoft.com
50 3.3724..192.168.43.227 192.168.43.19 DNS 89 Standard query ©x679@ AAAA v1@.events.data.microsoft.com
52 3.4096.. 192.168.43.227 192.168.43.19 DNS 89 Standard query ©x679@ AAAA v1@.events.data.microsoft.com
53 3.4096.. 192.168.43.227 192.168.43.19 DNS 89 Standard query ©x977f A v1@.events.data.microsoft.com
54 3.4096.,. 192.168.43.227 192.168.43.19 DNS 89 Standard auerv ©x977f A vl1@.events.data.microsoft.com S -
Frame 6: BO bytes on wire (640 bits), 80 bytes captured (64@ bits) on interface \Device\NPF_{S5CF259F9-90AC-4526-B6BA-37826EAC1440), id ©
Ethernet II, Src: ©@:ad:a7:31:2e:f4 (@0:ad:a7:31:2e:f4), Dst: ASUSTekCOMPU_66:dc:5e (4@:b@:76:66:dc:5e)
Internet Protocol Version 4, Src: 192.168.43.227, Dst: 192.168.43.19
User Datagram Protocol, Src Port: 60156, Dst Port: 53
Domain Name System (query)
.
Frame 6: 80 bytes on wire (640 bits), 80 bytes captured (640 bits) on interface \Device\NPF_{5CF259F9-90AC-4526-B6BA-37826EAC1440}, id ©
Ethernet II, Src: ©@:ad:a7:31:2e:f4 (©P@:ad:a7:31:2e:f4), Dst: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:Se)
User Datagram Protocol, Src Port: 60156, Dst Port: 53
Length:
Checksum: ©x98d2 [unverified]
[Checksum Status: Unverified]
[Stream index: ©)
[Timestamps]
UDP payload (38 bytes)
40 b® 76 66 dc Se 00 ad a7 321 2e f4 08 00 45 00 @ vf -~ 1. E
©0 42 fe c2 90 90 40 11 a3 al c@ aB 2b e3 cO a8 B @ +
2b 13 ea fc @0 35 00 2e 98 d2 7f 5c €1 ee ee o1 + S . \
00 o0 o0 00 00 00 07 62 65 61 63 6f 6e 73 03 67 b eacons g

Fig.No18.9.UDP Headernformation
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Xl Practical related questions
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1. Howto captureTCPandUDP bothpacketatatime by usingWireshark?

2. ComparelrCP andUDP

3. Whatis TCP 3-wayhandshak@rocess®rite the Procedureo captureTCP 3way
handshake process by using Wireshark?

4. Write the Applicationsof TCPandUDP.

Spacefor Answer
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Xl References:

1. https:/inww.geeksforgeeks.org/tepway-handshakerocess/
2 https://lyoutu.be/A§E8zkBoHk?si=ekhlrDg8PLn2k6
3.https:/lyoutu.be/EFXDXA3BK?si=Ad7iY82i4xF4Zyg4

Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementéion with Specifiedtime:40%

2. Handlingof Networkcomponents:10%
3. Follow Ethical Practices:10%

Weightage Product related: 40% Marks-10
4. Correctnessf Practical:15%

5. Timely Submission:15%

Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 19: CaptureARP andICMP packetusingWireshark

Practical Significance

ARP (AddressResolution Protocol) is one of the most important protocols which is respons
find the hardware address of a host from a known IP address. ICMP (Internet Contsabé
Protocol) is used for reporting errors and management quStigdent should be able to capt
ARP and ICMP Packet using Wireshark.

Industry / Employer ExpectedOutcome(s)
1. CaptureARP andICMP packetTraffic usingWireshark
CourselLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices
Laboratory Learning Outcome(s)
LLO 19.1 FilterARP andICMP packetTraffic usingWireshark.
RelevantAffective Domain related Outcomes
1 Follow safelyMeasures

91 Follow ethicalpractice

Relevant Theoretical Background :ARP takes the IP address of a host as input & give
corresponding physical address as the output. ARP sends the IP broadcast message
computer on the network. The computer whose IP address matchesatieastdP address ser
a reply and along with, its physical address to the broadcasting computer. All other co
ignore the broadcast message

T.ooking for physical address of a
node with IP address 141.23.56.23

P i Request 3 3

‘ S
System A System B

a. ARP request is broadcoast

The node physical address
is Ad:GE:FA4:59:83: A B

- s ——
Systern A ‘-Ch_ ] ‘;GL! ) I;r:!h_k i System 13
mmicast

b, ARP reply is o =

Fig. No. 19.1.ARP
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Hardware Type Protocol Type
Hardware Protocol Operation
Length Length Request 1, Reply 2

Sender Hardware Address

Sender Protocol Address

Target Hardware Address

Target Protocol Address

Fig.N0.19.2. ARP Headerormat

x ICMP

The ICMP stand$or Internet Control Message Protocal It is a networklayerprotocol. It
is usedor errorhandling in thenetworklayer,and it is primarilyusedon networkdevices such
as routers. As different types of errors can exist in the network layer, so ICMP can be used to
report theseerrors and to debug those errcfhie ICMP protocol requires no handshakes or
formal connections. Instead,operatesas aconnectionlesprotocol.And thedata you geback
is in numeric form. You'll need to decode it to make sense of it.

The ICMP messayes are usually divided into two categories: error reporting messages
and Query messages

The error-reporting messagemeans that the router encounters a problem when it
processes an IPacketthenit reportsa message. Variouypesof Messageareusedunder this
category like destination unreachable, source quench, Time exceeded, parameter problem anc
redirection.

Thequery messagesarethosemessagethathelpthe hostto getthe specificinformationof
anothemost. For example, suppose there are atciind aserver, and the client wants to know
whetherthe serveris live or not, thenit sends the ICMPnessagé¢o the server.Varioustypes of
Messages are used under this category like echo request or reply and Timestamp request o

reply.

Type(8 bit) Code(8 bit) CheckSum(16 bit)

Extended Header(32 bit)

Data/Payload(Variable Length)

Fig.N0.19.31CMP packetformat
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VI
RecoursesRequired:
A Computer’ NetworkedComputergwith internetconnectivity)
A WiresharkSoftware(Opensourcesoftware)
VIl

Precautionsto be followed:

1. HandleComputersystemandperipheralsvith care.
2.Follow safetyPractices

Procedure

Stepsto Capture ARP packets
1.Go to displayfilter
2. Typefarpd and pressenter

@ Cortomg rom s -7

Fle Bt View Go Cipture Anboe Ststisics Teephony Wirdess Tools Help

o REje=mTiEEaaan

Lo BEs -+

Vo Time Source Destination Pretoc Length  Time since previcus f Info
52 5.0873.. ASUSTekCOMPU_66:dc:5e  ©@0:ad:a7:31:2e:f4 ARP 42 Who has 192.168.43.227? Tell 192.168.43.19
535.0874..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at 00:ad:a7:31:2e:f4
54 5.0874..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at @0@:ad:a7:31:2e:f4
1.15.564 _00:ad:a7:31:2e:f4 Broadcast _ARP_ 42 Who has 192 168 .43.192 Tell 192 168 .43 227
1..15.564..00:ad:a7:31:2e:f4 Broadcast ARP 42 Who has 192.168.43.19? Tell 192.168.43.227
1..15.568.. ASUSTekCOMPU_66:dc:5e  ©@0:ad:a7:31:2e:f4 ARP 42 192.168.43.19 is at 40:b@:76:66:dc:5e
2..35.646.. ASUSTekCOMPU_66:dc:5e  ©0@:ad:a7:31:2e:f4 ARP 42 Who has 192.168.43.227? Tell 192.168.43.19
2..35.647..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at 00:ad:a7:31:2e:f4
2..35.647..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at 00:ad:a7:31:2e:f4
1..62.607.. ASUSTekCOMPU_66:dc:5e  ©0@:ad:a7:31:2e:f4 ARP 42 Who has 192.168.43.227? Tell 192.168.43.19
1..62.607..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at @0:ad:a7:31:2e:f4
1..62.607..00:ad:a7:31:2e:f4 ASUSTekCOMPU_66:dc:5e ARP 42 192.168.43.227 is at 00:ad:a7:31:2e:f4

Frame 52: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{5CF259F9-90AC-4526-B6BA-37826EAC1440}, id @
Ethernet II, Src: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:5e), Dst: @@:ad:a7:31:2e:f4 (@@:ad:a7:31:2e:f4)
- Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (0x@800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: ASUSTekCOMPU_66:dc:5e (40:b0:76:66:dc:5e)

Sender IP address: 192.168.43.19

Target MAC address: ©0:00:00_00:00:00 (00:00:00:00:00:00)

Target IP address: 192.168.43.227

Fig. No.19.4.CaptureARP Packets
ARP Requestand Reply packets

1 AboveFig.N019.4.showsARP packetincludingrequespacketaswell asreply packet.

1 AnalysedARP RequestPacket:
Double click on ARP request Packet as shown in fiyd1Now ARP Request pack
header information will be available as shown in fig. 19.5 including IP address,
address of sender and IP address of Target and other information.
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| &«
[ Erame 156: 42 hytes on wire (336 hits), 42 hytes captured (336 hits) on interface \Device\NPF {SCF259F9-90AC-4526-I

Ethernet II, Src: ©0:ad:a7:31:2e:f4 (©0:ad:a7:31:2e:f4), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
~|Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IPv4 (©x@800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: @0:ad:a7:31:2e:f4 (@0:ad:a7:31:2e:f4)
Sender IP address: 192.168.43.227

Target MAC address: ©0:00:00_00:00:00 (©0:00:00:00:00:00)
Target IP address: 192.168.43.19

ff ff ff ff ff ff 060 ad a7 31 2e f4 @8 06 ©0 01
9910 ©8 OO 06 ©4 00 @1 @0 ad a7 31 2e f4 c© a8 2b e3 1. 208
©0 90 90 ©0 ©0 ©0 co a8 2b 13 +

-

Fig. No.19.5.ARPBroadcasPacketheadeinformation

1 Analysed ARP Replay Packet:
Double click on ARP Replay Packet as shown in fig. 18ldw ARP Replypacket header
information will be available as shown in fig. 19.6 including IP address, MAC address of
sender, IP address, MAC Address of Target and other information.

|

| > Frame 157: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface \Device\NPF_{5CF259F9-90AC-4526-t
| > Ethernet II, Src: ASUSTekCOMPU 66:dc:5e (40:b0:76:66:dc:5e), Dst: @0:ad:a7:31:2e:f4 (0@:ad:a7:31:2e:f4)
| | Address Resolution Protocol (reply)

| | Hardware type: Ethernet (1)~
| Protocol type: IPv4 (0x0800)

l Hardware size: 6

| Protocol size: 4

| Opcode: reply (2)
|

|

|

|

|

|

|

|

Sender MAC address: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:5e)
Sender IP address: 192.168.43.19

Target MAC address: @0:ad:a7:31:2e:f4 (00:ad:a7:31:2e:f4)
Target IP address: 192.168.43.227

< >

00 ad a7 31 2e 4 40 b@ 76 66 dc Se 08 06 00 01 1.-@- vf-~
0010 ©8 00 06 04 00 02 40 b 76 66 dc 5e c@ a8 2b 13 @ vf-"eete
00 ad a7 31 2e f4 c@ a8 2b e3 ¥, +

Fig. N0.19.6.ARP ReplyPacketheadeinformation

Stepsto Capture ICMP packets:

1.Go to displayfilter

2.Type ficmpd andpressenter

3.Goto commandpromptandexecutgingcommand
C:\>pingwww.msbte.org.in
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&8 Command Prompt - O X

Fig.No.19.7 PingCommand

5. Goto Wireshark All ICMP packetsare capturety Wireshark.

6. Click on ICMP RequesPacketasshownin fig. No.19.8.Now ICMP Requespacketheader
information will be available.

(u 0 2RE Q] aTiEEeean
np B )+
Tane Desinston P Leogth e oo

1..154.2.. 192.168.43.227 103.89.44.171 IICMP' 74 |JEcho (ping) request 1§i=0x0001, seq=79/20224, ttl=64 (no
1..154.2.. 192.168.43.227 103.89.44.171 ICMP 74 LEWW!F!E:OX%@I, $eq=79/20224, ttl=64 (rep
1..154.2.. 103.89.44.171 192.168.43.227 ICMP 74 Echo (ping) reply id=0x0001, seq=79/20224, ttl=113 (re(
1..155.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request 1id=0x0001, seq=80/20480, ttl=64 (no
1..155.2.. 192.168.43.227 103.89.44.171 ICMP 74  Echo (ping) request id=0x0001, seq=80/20480, ttl=64 (repl
1..155.2.. 103.89.44.171 192.168.43.227 ICMP 74 Echo (ping) reply  id=0x0001, seq=80/20480, ttl=113 (re
1..156.2.. 192.168.43.227 103.89.44.171 ICMP 74  Echo (ping) request id=0x@@01, seq=81/20736, ttl=64 (no 1
1..156.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request id=0x@001, seq=81/20736, ttl=64 (rep]
1..156.3.. 103.89.44.171 192.168.43.227 ICMP 74 Echo (ping) reply  id=0x@@01, seq=81/20736, ttl=113 (re
1..157.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request 1id=0x0001, seq=82/20992, ttl=64 (no 1|
1..157.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request id=0x0001, seq=82/20992, ttl=64 (rep]
1..157.3.. 103.89.44.171 192.168.43.227 ICMP 74  Echo (ping) reply 1d=0x0001, seq=82/20992, ttl=113 (re

Ethernet II, Src: @0:ad:a7:31:2e:f4 (@0:ad:a7:31:2e:f4), Dst: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:5e)
i < st: 103.89.44.171

{Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: ©
Checksum: ©x4doc [correct]
[Checksum Status: Good]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence Number (BE): 79 (0x004f)
Sequence Number (LE): 20224 (0x4100)
[No response seen]
Data (32 bytes)

Packets: 16251 - Diplayed: 12 (0.1%) - Droppect 0 (0% [

Fig. N0.19.8.ICMP Requespacketheadeiinformation

7.Click on ICMP ReplyPacketasshownin fig. No.19.9.Now ICMP Replypacketheader
information will be available.
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Xl

O
“ o mRE R =Seaaan
e e Oustntion Prtocel o Tewesbo
1..154.2.. 192.168.43.227 103.89.44.171 ICMP ;4 Echo (ping) request 1id=0x8001, seq=79/20224, ttl=64 (no
1..154.2.. 192.168.43.227 103.89.44.171 512 74 ho _(pine ggue 1d=0x0001, seq=79/20224, ttl=64 (ref
1..154.2.. 103.89.44.171 192.168.43.227 74 1d=0x0001, seq=79/20224, ttl=113 (rq
1..155.2.. 192.168.43.227 103.89.44.171 MP 74 cho (ping) reques id=0x0001, seq=80/20480, ttl=64 (no
1..155.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request id=0x0001, seq=80/20480, ttl=64 (ref
1..155.2.. 103.89.44.171 192.168.43.227 IcMP 74 Echo (ping) reply id=0x0001, seq=80/20480, ttl=113 (rg
1..156.2.. 192.168.43.227 103.89.44.171 ICMP 74 Echo (ping) request 1id=0x@001, seq=81/20736, ttl=64 (no
1..156.2.. 192.168.43.227 103.89.44.171 IcMe 74 Echo (ping) request id=0x0001, seq=81/20736, ttl=64 (ref
1..156.3.. 103.89.44.171 192.168.43.227 IcMp 74 Echo (ping) reply id=0x0001, seq=81/20736, ttl=113 (re
1..157.2.. 192.168.43.227 103.89.44.171 IcMP 74 Echo (ping) request id=0x0001, seq=82/20992, ttl=64 (no
1..157.2.. 192.168.43.227 103.89.44.171 IcMp 74 Echo (ping) request 1id=0x@001, seq=82/20992, ttl=64 (ref
1..157.3.. 103.89.44.171 192.168.43.227 IcMP 74 Echo (ping) reply id=0x0001, seq=82/20992, ttl=113 (re
Ethernet II, Src: ASUSTekCOMPU_66:dc:5e (40:b@:76:66:dc:5e), Dst: @0:ad:a7:31:2e:f4 (@0:ad:a7:31:2e:f4)
Internet Protocol Version 4, Src: 103.89.44.171, Dst: 192.168.43.227
Internet Control Message Protocol
Type: © (Echo (ping) reply)
Code: @
Checksum: @x550c [correct]
[Checksum Status: Good]
Identifier (BE): 1 (8x0001)
Identifier (LE): 256 (0x0100)
Sequence Number (BE): 79 (0x004f)
Sequence Number (LE): 20224 (0x4f00)
Request frame: 11597
[Response time: 55.235 ms]
Fig. No.19.9.ICMP Replypacketheadeinformation
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Practical related questions
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Whatis the useof ARP?

Write downstepsto checkARP RequesandARP Replypacketformatby using

Wireshark.

Whatis thesizeof anARP request ahARP Replypacket?
At whichlayerdo ICMP works?
WhatarethevariousICMP Messages.
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Xl Refererces:
1. https://www.geeksforgeeks.org/headdressesolutionprotocotarpworks/
2. https:/ivww.hackersarise.com/post/netwoitiasicsfor-hackersaddresgesolutionprotocotor-arp
3. https://mww.youtub&om/watch?v=BEUrxiiD7_w&list=PLTSel4E3gX2tNXyXVImwdW2NaV
dR6U&index=4
4. https:/inww.youtube.com/watch?v=rEtp2Cgkpno&t=7s

Xl AssessmenScheme(25 Marks)

S.No. Weightage Procesgelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%

Handlingof Network components:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10
4. Correctnessf Practical:15%

Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 20: Install OperatingSystemi_inux/Windows/AnyotherServer2019

Practical Significance

Studentshould beable toinstall windows serveR019 Operatingystem

Industry / Employer ExpectedOutcome(s)
1. Understand workingf Windows 201%erver.
2. CompareheserverbasedNetworkoperationsystemwith DesktopOperatingSystem.

. CourselLevel Learning Outcomes(s)

CO1- Analyzethefunctioningof Data Communication andomputeNetwork.

v Laboratory Learning Outcome(s)
LLO 20.1Install serveroperatingsystem
v RelevantAffective Domain related Outcomes
0 Follow safelyMeasures
0 Follow ethicalpractice
VI

RelevantTheoretical Background

x  Network Operating System
An Operating system, which includes software and associated protocols to communic
other autonomous computers via a netwarkveniently and costffectively, is called Netwo
Operating System. It allows devices like a disk, printers, etc., shared between compu
individual machines that are part of the Network have tbpeérating systenand the Netwo
Operating Systemesides on the top of the individual machines.

Agernil
(-
iE_ Agent
Agent 1 . a
jE3 =
= i P
3
Vﬁm Adminitstrator panel
Agent V\f.'v":.‘.'..‘
1= R
.
y—
Ac wnt’

Fig.No.20.1.Network OperatingSystem
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x  Windows server 2019Edition

Windows Server 2019 is for the time being the latest version of the server operating
released by Microsoft. Generally availaBlace October 2018, Windows Server 2019 is buil
the strongfoundationof Mi ¢ r o previbusréleaseWindowsServer2016.Thefunctionality of
the 2019 release offers new opportunities when it comes to hybrid cloud environments,
security, ad administration.Additionally, Windows Server 2019 comes with a ul@ndly
interface and comprehensive documentation, making it suitable for students who are new
administration.

Windows Server 2019 has three editions: Essentials, Standard)atacenter. As their narr
imply, they are designed for organizations of different sizes, and with different virtualizati
datacenter requirements. Windows Server 2019 Essentials perfectly suits the needs o
infrastructure, while the Datacter edition provides the widest range of functions among a
other server operating systems from Microsoft

Vi RecoursesRequired:

Processor 1.4 GHz 64bit processor

RAM i 512MB

Disk Space 32GB

Networki Gigabit(10/100/100MasedkEthernetadapter

Optical Storage DVD drive (if installing the operatingystemfrom DVD media)
Videoi Super VGA (1024 768)or higher-resolution

Input Devicesi Keyboardandmouse

Interneti Broadbandaccess

E

vill Precautionsto be followed:

Selectionof anydrive for installation must be domarefullyso as not to delenyusefuldata

X Procedure: Installation stepsfor Network operating systemwindows server 2019

1. BOOT your ComputerSystemfrom OS Media

2. Whenthe ComputerStarts pressanykeyif you askedor youlike to BOOT from thedisc
by pressing any key

3. Onthefirst screenselectinstallationlanguageTime andkeyboardayouttheclick
fiNexto
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t4 Windows Setup

Windows Server: 2019

Language to install: {English (United States) L

Time and currency format: | English {(United States) |

Keyboard or input method s

Enter your language and other preferences and click "Next" to continue

© 2018 Microsoft Corporation. Al rights reserved

Fig.No.20.2 Select Languagd,ime andkeyboardayout

4. Starttheinstallationby clicking onfinstall Nowo

“@ Windows Setup = EC)

Windows Server: 2019

How To Install Windows Server 2019 Step by Step 2

Install now

Repair your computer

© 2018 Microsoft Con

Fig.No.20.3.Click on InstallNow

5. SelecttheWindowsServer2019 editiorto installandclick iNe x t 0
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S, & Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation B4 1/8/2019
Windows Server 2019 Standard Evaluation (Desktop Experien... x64 1/8/2019
Windows Server 2019 Datacenter Evaluation x4 1/8/2019

Windows Server 2019 Datacenter Evaluation (Desktop Experi

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

Fig. No.20.4.Selectio of WindowsServer2019

6. ReadtheLicensetermsandagreeto themto starttheinstallationby checkingthebox i

accept the |icense terms 0
@ of§ Windows Setup gf"j
Applicable notices and license terms
IMPORTANT NOTICE (followed by LICENSE TERMS) A

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the

internet, and uses it to help improve yo How To Install Windows Server 2019 Step by‘ Step 5
experience, and the quality and securi

Windows Server Essentials has four (4) information collection settings
(Security, Basic, Enhanced, and Full), and uses the "Enhanced” setting by
default. The Enhanced level includes information required to: (i) run our
antimalware and diagnostic and usage information technologies; (ii)
understand device quality, and application usage and compatibility; and (iii)
identify quality issues in the use and performance of the operating system
and applications.

A1 accept the license terms

Fig. No. 20.5.NoticesAnd LicenseTerms
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7.

if thisis thefirst installationof WindowsServer2019onthesener, select custom
installation only

=" -- ... . - .. . » -=-=» & - =@ - @ .-==

@ % Windows Setup
Which type of installation do you want?
Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This opticn is only
available when a supported version of Windows is already running on the computer.
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you w
make changes to partitions and drives, start the computer using the installation dis
recommend backing up your files before you continue.
=

Fig. No.20.6.Selectionof type of installation

8. Selectapartitionto install WindowsServer,you canoptionallycreatenewonefrom

@ & Windows Setup

Where do you want to install Windows?

available or use tal available size by clickingNexto.

Name Total size Free space Type
< V Drive 0 Unallocated Space 500 GB 50.0 GB
+4 Refresh )' Delete _/Ecrmat Ne
& * Load driver j Extend

Fig.No.20.7.Selectdrive
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9. Theinstallationshouldstart,wait for it to finish.

#% Windows Setup

Installing Windows

Status

J Copying Windows files
Getting files ready for installation (31%)
Installing features
Installing updates
Finishing up

Fig.No.20.8 InstallingWindows

10. Thesystenshouldautomaticallyrebootaftertheinstallation.SetAdministrator password
when prompted on the next screen

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name
Password

Reenter password

Fig.No.20.9.AssignUsername anBasswordo account

11.Click Finish to complete the installation. To login with the Administrator user, use
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Ctrl+Alt+Del key combination

12.Provideyour Administrato Passworcgndhit Enter

-
b

Administrator

[rereemmneend = I

Fig.No.20.10.AdministratorLogin

13. Accesdo ServerManagerocal Server sectionshouldalsogive yousomedetailsabout
Windows Server 2019 installation.

Sestings
G Home About
I | : P
Device specifications
pERN Device name
Processor l 1
2 Display Installed RAM B
Device ID ) SAE-Al 99-B6D1-F SOEAFAFT6
9% Sound Product ID 30-00000-00
System type
L1 Notifications & actions Pen and touch No pen or touc put is avarlable for this displs;
<2 Focus assist Rename this PC

@ Power & sleep

e ey Windows specifications
= Storage Edition
Version
L& Tablet mode Installed on 2/10/2019
05 build
Hi Multitasking Change product key or upgrade your edition of Window

Fig. No.20.11.Settingof servemrmanaget.ocal server
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Xl Practical related questions

1. What is main purposi® useserver?

. How mucheditions areavailablein windowsserver2019?
List downadvantag®f Windowsserver2019

. Comparehefeatures oflifferentNetwork OperatingSystems

a A w N

. Explaintypesof Installationof windowsserver

Spacefor Answer
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Xl References:

1. How To Install Windows Serve?019 Step b¥tep| ComputingForGeeks
2. WindowsServer2019| Microsoft EvaluationCenter
3. windowsserver2019versiondist - Search’bing.com)

Xl AssessmenScheme(25 Marks)
S. .
No Weightage Procesgelated: 60% Marks-15

1. | Practicallmplementatiorwith Specifiedtime:40%

Handlingof Networkcomponents:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10

4. Correctnessf Practicall5%

5. | Timely Submission:15%

6. | Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 21: UseFTP protocol to transfer file from onesystemto another
system

| Practical Significance

In any organization it is required to sharefiles and resourcesas it simplifies the acces
to theseresourcesfrom anywhere. It also reducesthe cost of equipmentas they are
sharedamong multiple users. By sharing files, it reducesthe storagecost. The studen
will beale to shardiles usingFile transferprotocol

Industry / Employer ExpectedOutcome(s)

1. Ableto Set upFTP clientserver
2. Able transferfiles usingFTP

I CourseLevel Learning Outcomes(s)
CO4- ConfiguredifferentTCP/IPservices.
Laboratory Learning Outcome(s)
LLO 21.1CreateFTP Server
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

VI RelevantTheoretical Background
The file transfer protocol (FTP) is a standard network protocol used to transfe
computer files between a client and server on a computer netwdrk.is a clienserve
protocol and it relies on two communication channels between the client and the server

- Control Connection
e R =

Data Connection ~
FTP Client FTP Server

FigNo.21.1.FTP
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VI

VIl

1. Control Connection: TheFTP clientsendsa connectim requesusuallyto serverport
number 21. This is the control connection. It is used for sending and receiving
commands and responses.

2. Data Connection: Fortransferringhefiles andfolder we usea separateonnection
called data connection.

In order toreach an FTP server, a connection through an FTP client first needs
establishedThis FTP clientcreatesa TCP connectioto the controlport of the server(normally
port 21) and is then able to send commands that the server subsequently ansleesiagl
t his, the data is transferred through
between twadifferent types of transfer modes In active mode, the client, which uses
1023,signalsits IP address througport 21 duringconnegion buildup. This processnformsthe
server which port the client can be reached on. In passive mode, the server does not r
IP address from the client (due to a firewall, for example) and offers the client a port t
which a connection caretestablished.

TherearemanyFTP programscurrentlyavailable orthe marketlike CyberduckFileZilla,
FireFTP,FreshFTP,SmartFTPWinSCP ,WISE-FTP.

RecoursesRequired:

1 Computer(Standardspecificationswith internetconnection)
1 Filezilla software(OpenSourceSoftware) or anptherrelevantsoftware

Precautionsto be followed:

1. HandleComputersystemandnetworkdeviceswith care.
2.Follow safetyPractices

Procedure

Filezillais a powerfultool and afree software fortransferringiles overtheinternet

T =] P T e [ PP T T N e T (e = ——|

EFile

.I
w41 | - —

Filezilla®Pro (RN ] —
g e FTF v @‘na GET IN NOW >

« O &

. Overview

Fig No. 21.2.Filezilla client download
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Procedureto use Filezillato transfer files

1. downloadandactivateFileZilla client softwareon yourcomputer

File Edit View Transfer Server Bookmarks Help

;-\m\ﬁmc xv TA9S

Host |  Usemame Password: Port: Quickconne: <t )(~]

Local site: | C:\Users\Admin\ -
o C
-0 Users
2 Admin r ‘

s D
-

Filename Filesize Filetype Last modified Filename - Filesize _Filetype Last modified  Permissions Owner/Group

Not connected to any server

Empty directory. Not connected.

Server/Local file Direction Remote file Size Priority  Status

Nl = T
Fig No.21.3.FileZilla clientsoftware

2.Enterdomainnamein the Host field or onecanusetheaccount's IRiddressTheusername
and thepasswordthat has to be entered are the same as that which used to log KT H he
port is 21. Then, to connect, press Peickconnectbutton.

er Server Bookmarks Help

OROXITAH

Username:  shfcer Password: eeeeeee Pot: 21 E]

Fig No.21.4.enterdetailsto connecto hostingaccount

3. Theuserwill getconnectedo hostingaccountandontheright sideof the FTP clientwindow
a list of all the files and folders on your account will be displayed.
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T.ocal PC | | Server/Website Files |

Fig No.21.5 left panel(local PC)andRight Panel(servefrfiles)

4. Fromtheright panel of the FTP client navigateto thefolder ontheaccountin whichthenew
files are to be uploaded

5.Then,selectoneor morefiles from theleft sidepanel(from the computerfrom whichfiles are
to be transferred) to be uploaded and right click on tik&om the menu that shows up, click

theUpload button.

+

¥ Add files to aueve

Opon
Edit

Create drectory
Create divectory and enter it
Refresh

Delete

FigNo.21.6.UploadFiles

6. Thetransferwill automaticallybeinitiated,whichwill beindicatedatthe bottompanelof the
application.

7.Wait for the uploado complete, aftewhich the uploadingof thesefiles will beloggedin the
Successfullransfers tabatthe bottompanel.

Conclusion
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Xl Practical related questions

1. Whatis FTP?

Draw adiagramfor FTP

Which Port numbers arasedfor FTP?

How doesan FTPclientconnectto anFTP server?

Wh a thédifferencebetweeractiveandpassive moden FTP?

a kMo

Spacefor Answer
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Practical No. 22: CreatelPv6 environmentn asmallnetworkusingsimulator

Practical Significance
StudentShouldCreate IPv@nvironmenin s smallnetworkUsing Simulator
Industry / Employer ExpectedOutcome(s)

1. TostudylPV6 concepts.
2. To set netwdk usinga simulator

i CourseLevel Learning Outcomes(s)
CO4- Configuredifferent TCP/IPservices.

v Laboratory Learning Outcome(s)
LLO 22.1Implement IPvGaddressingchemeon a network.
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice
Vi

RelevantTheoretical Background

Proposition 1: IPV6 Addressing

IPv6 was developed by Internet Engineering Task Force (IETF) to deal with the problel
IPv4 exhaustionlPV6 standfor InternetProtocolVersion6. IPv6is a128bitsaddres$aving
an address space 0f% which is way bigger than IPv4. IPv6 use H&ecimal format
separated by colon (©).

Componentsn Addressformat:

1. Thereare8 groupsandeach groupepresent? Bytes(16-bits).

2. EachHex-Digit is of 4 bits (1 nibble)

3. Delimiterusedi colon(:)

Data is transmitted to many computers via the internet using the Internet Protocol (IF
will be at least one IP address assigned to each network interface or computer on the
which is used to ideify that computer uniquely. An IP address is given to each compi
otherdevicethat connectso the internet.Becauseof this, the IETF developedhe new IPv6
standardn responséo concern®ver thelP addressapacityof IPv4.
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IPvé Address Parts

b 0001 (bits)

(
:0425:2CA1:0000:0000:0567:5673:23b5

LY A

p

R

Digit Colon

8 Groups

8 x 4 x 4 = 128 bits

Fig.No.22.1.Representatioof IPv6 Address

IPv6 is supported by operating systems (OSes) such as Windows 10, macOS, and
Presently, different address types are used. As of now, devices use IPv6 or IPv4. Sin
domain name systems have supported IPv6.

1 Any desktop otaptop computewith basicconfiguration

Vi RecoursesRequired:
{ CISCOPacketSimulator.
Vi . ]
Precautionsto befollowed:
1. Handleequipmentvith care
2. Follow safetyPractices
IX

Procedure

1. InstallCISCOPackefTracersimulatoron your computersystem

2. FirstopentheCiscopackettraceron desktopandcreatea network topologyike below
figure and an IPv6 addressing given below table.
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2001:DB8-AAAA A 1/64 2001:DB8:AAAAB11/64

Gig0/0 2911 Gig0/1

RouterO

;
Fa1/ a2

T. Swnt‘h ’R! Fa1/1
SSwvlvl Q;IZT Fa0/1 fch1
a

| Fao/ ,
Fa0 Fao
h

Fa0o ’i D

I = PopT
8 PC-PT
PC-PT 501 pPCc2
PCO

Fig. No.22.2.Layoutof Network

S.NO Device Model-Name Link-Local-Address Default-
Name Gateway
1 PC PC FE80::207:ECFF:FEA3:EB56 FE80::1
2. Switch PT-switch FE80:207:ECFF:FEB9:862A FE80:1
3. Router 2911 FE80:250:FFF:FE6GC:B21 FE80:1
4. Automatic
cable ) nil nil
connecting cable

Fig.No.22.3. IPv6addressing able

S.NO Interface IPv6 Address
1. Gig0/0  2001:DB:AAAA:A:1/64
2. Gigd/l  2001:DB:AAAA:B:1/64

Fig.No.22.4 IPaddressesf interface
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3. Configuringthe GigabitEthernetnterfaces.
4. First,wewill configurethe GigabitEthernet0/0 usingCLI.
5. Click onrouterO andgoto CLI andtypethecommandsregivenbelow:

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ipv6 unicast-routing

Router(config)#int Gig@/e

Router(config-if)#ipv6 address FE8@::1 link
Router(config-if)#ipv6 address FE8@::1 link-local
Router(config-if)#no shut

Fig.No.22.4 Configurationof GigabitEthernet0/0

Now we will configure the GigabitEthernet0/1 Interface.
Click onrouter0 andgoto CLI and typehe commandsregivenbelow:

O¢ O«

Router(config-if)#int Gigh/1
Router(config-if)#ipve address FE88::1 link-local
Router{config-if)#no shut

Fig.No.22.5. Configuratiorof GigabitEthernet0/1
Then,boththeinterfaceswill beactivenow

Configuringlpv6 address bothInterfacesusingCLI:
CLI commandgo configurelPv6 addressn GigabitEthernetO/@nd GigabitEthernet0/1
ports are given below:

w o

O«

Router#en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int Gige/e

Router(config-if)#ipv6 address 2001:DBS:AAAA:A::1/64
Router(config-if)#no shut

Router(config-if)#int Gig@/1

Router(config-if)#ipv6 address 2001:DBB8:AAAA:B::1/64
Router(config-if)#no shut

Router(config-if)#

Router(config-if)#

Fig.No.22.6.ConfigurelPv6 Addressto Ipv6
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¥ Router

Physical Config _CLI _ Aftibutes

10§ Command Line Interface

AUULSL (CUNLIg=II) #1010 GIYyVU/ 1
Router (config-if) #ipvé address FES80::1 link-local
Router (config-if)#no shut

Router (config-if)#
%L
to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernetd/1, changed state to up

er (config-if) #exit

Routerfen
Router#conf t
Enter configurati

t Gigd/0
if)#ipvé address 2001:DRS:AAAR:A::1/64
if) #no shut

if) #int Gig0/1

ss 2001:DB8:ARAA:B::1/64

onfig-if)#

R-5-CHANGED: Interface GigabitEthsrnet(/1, changed state

on commands, one per line. End with CNTL/Z.

Cli+F6 to exit CLI focus Copy

Paste

Fig.No.22.6. IOSCommandine Interface

e

0 First,click onPC0Oandgoto desktopghen IPconfiguration.
6 Nowfind the IPv6configuration.
0

address and default gateway are displayed.

® pco _

Physical Config Deskmn Programming  Attributes

P Configuration

Interface FastEthemet0
IP Configuration

DHCP © static
1Pv4 Address
Subnet Mask

Default Gateway 0.00.0
DNS Server 0.0.00

IPv6i Configuration

| Use 802.1X Security

Authentication

° Automalic () Statc Ipv6 request successiul.
IPv6 Address )01:DBEAAAAA 207 ECH-FEA3EBSG | 64
Link Local Address FEB0..207.ECFF.FEA3.EB56

Default Gateway E80:1

DNS Server

802 1X

Fig.No. 22.7.ConfigurePCO

We haveconfiguredtherouternow changehe settingsof hostsin IPv6 configuration:

Changethe settingsfrom static to automaticand then after a few secondsthe IPv6
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o Similarly, repeathis procedurewith PClandPC2

| 3] - 0 X
¥ pct - 0 X 5
Physical Config Deskiop Programming  Attributes

Physical  Config Desbcog Programming ~ Aftributes
P Configuration Interface FastEthemet)
Interface FastEthernet0 v IP Configuration

IP G -

Configuration DHCP 0 stic

O DHCP 0 saic IPvd Address

[Pv4 Address Subnet Mask

Subnet Mask Defaut Gateway 0000

Defautt Gateway 0000 DNS Server 0000

DNS Server 0000 1PV Configuration

IPv6 Configuration O Automatc Static Ipv6 request successful
© Automatic () static Ipv request successful. IPV6 Address BEAMA

[PvB Address 1001 DBSAAAA B 207 ECFF FEBO.862A | 64 Link Local Address FE80.250.FFF.FEBC.B21
Link Local Address FEB0:207ECFF FEBI862A Defaut Gateway L

Defaut Gateway FE80:1 DNS Server

DNS Sener 8021X
802.1X Use 802.1X Secunty

A
|| Use 802 1X Secunty el
Authenficafion

Fig.No.22.8 .Configur®C1,PC2

5. Now we haveto verify the connection byingingthe IPv6 address of PCO IRC1

6 First, click onPClandgoto thecommandorompt,andtype ping <ipv6 address>

Command: ping 2001:DB8:AAAA:A:20D:BDFF:FE1A:D121

6 Aswecanseein thebelowimage,gettingrepliesfrom PCOmeangheconnections
established successfully.
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¥ pC1
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Xl Practical related questions

ExplainFeature®f IPv6.
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Programming  Altributes

DD:BDFF:FE1A:
4

Lost

3:EBS6

AAAA:A:Z07:ECFF:FEA3:EBS56 with 32

£: bytes=32

32

6: bytes

Fig.No.22.8.ConnectiorEstablisheduccessfully
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Xl References:
1. Howto ConfigurelPv6 onCISCORouter?- GeeksforGeeks

2. Whatis IPv6: ImportanFeatureandUses(spiceworks.com)

Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Network components:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10

4. Correctnessf Practical:15%

5. Timely Submission:15%
6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 23: *CreateHTTP server

\

Practical Significance

The HTTP Servemprovidesmany securityfeaturesthat help you control accessto dataanc
files. Performancan a Web serverenvironmentis influencedby many componentsstuden
shouldcrateHTTP server

Industry / Employer ExpectedOutcome(s)

1. Understandhe concepbf HTTP Server
2. ImplementHTTP Server

CourselLevel Learning Outcomes(s)

CO5- Implement relevant NetworkopologyusingNetworkingDevices.
Laboratory Learning Outcome(s)

LLO 23.1ConfigureHTTP serveron givenoperatingsystem.
RelevantAffective Domain related Outcomes

0 Follow safelyMeasures
0 Follow ethical practice

RelevantTheoretical Background
x HTTP server

In computing, aserveris a computer program or a device that provides functionality for
programs or devices, called clients. The functionalitieseovices, that a server can pro
are multiple and go from sharing data or resource among multiple clients to peri
computation for client. The web server HTTP server is a server software (or hard
dedicated to running a server software) that implements the request/response singditi
World Wide Web and the HTTP (protocol.) The HTTP server processes incoming |
requests from the clients over the HTTP protocol and serves contents over the internet

The HTTP orHypertext Transfer Protocol is an application layer protocoldhis used
virtually transmit files and other dat
image files, query results, or anything else.
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Vil

VI

In simplerwords,
The HTTP is a universallgpoken langage with a simple grammar thétranslates the
communication between the client and the server by specifying how the information r
requested and how the responses are formed. Usually, HTTP is based on thepf@@&¢tis
so it takes place through TCP/IP sockets.

x working of HTTP Server
The primary functionof the HTTP server is to store, process and deliver web pages to
using the Hypertext Transfer Protocol. A client, or better said a user agent waisbfisvare
acting on behalf of a us¢commonly represented by a web browser), initiates communic
by making arequest for a specific resource using HTTP to the server, an application r
on a computer hosting a website.

The server, which providessources such as HTML files and other content, or performs
functions on behalf of the client, returns a respanessage to the client. The response se
by the server contains completion status information about the request and may alsc
requested content in its message body, or an error message if it is unable to serve th
The primary function of the HTTP server is to serve content, its implementation ce
include ways of receiving content from clientis feature is useaf example for submittin
web forms, including uploading of files. The HTTP server can generate HTML
documentgynamically(on-thefly) asopposedo returningdocumentsstatically. Or it could
mergeandserveboth. Thesedecisionsaremadebasedon configurationoptionsand programs
writtenin languagesike PHP.

RecoursesRequired:
1.Network Computersystem
2. Microsoft Internet InformatiorServiceq11S) webserversoftwarepackage

Precautionsto be followed:

1. Handleequipmenwith care
2. Follow sakty Practices

Procedure:
Install an ApacheHTTP Server:
Step1:
Navigateto ApacheWebsite- (httpd.apache.ojg
1. Click on "Download link for the latest stableerson
2. After beingredirectto thedownloadpage Select:"Files for Microsoft Window$
3. Selectoneof thewebsiteghatprovidebinarydistribution(for example:Apache
Lounge
4. After being redirect toApache Loungewebsite
(https://www.apachelounge.com/downloga&elect:Apachex.x.xx Win64link
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Step2:

After downloaded, unzighefile httpdx.x.xx-Win64-VC15.zip intoC:/

Openacommandorompt:Run asAdministrator

2. Navigateto directoryc:/Apache24/bin

3. Add Apacheas aWindowsService: httpd.exe-k install -n "Apache HTTP Server"

4. In the event of the following error follo®tep 3otherwise jump t&tep 4 "The
programcan'tstartbecaus&/CRUNTIME140.dlls missingfrom your computerTry
reinstalling the program to fix this problém

5. If after configuring Apache as a Windows service it fails to start and reports thi:
"Windows could not start the Apache HTTP Server on Local Computes”likely
that Apache is not able to use the default port (normally 80) because another pr
using the same porDpen an administrative command prompt and issue the comr
"netstat-anbo”.

6. If another process is using the port which Apache digored to listen on, modifthe
Listen port in the httpd.conf file of the Apache installation to use a port that
alreadytaken byanother process. Or alter thecess holding thportto usea different
port so Apache can listen on this port.

Step 3:

1. At Apacheloungewebsite checkthesection"Apache2.4VC15WindowsBinaries
and Module%on the main page

2. Downloadthefile from the
link vc_redist_x64(l.e https://aka.ms/vs/15/redee/VC_redist.x64.exe

3. Install Visual C++2017files

4. RepeatStep?2

Step4:

1. OpenWindowsServicesand starApacheHTTP Server

2. OpenaWebbrowserandtypethemachinelP in theaddresdarandhit Enter

3. Themessagélt works!" shouldbeseen.

X Conclugon

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
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X Practical related questions
1. ExplainWorking of Web Server
2. Explainapplicationof HTTP server
3. ExplainWorking of HTTP server
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Xl References:
1. Howto install ApacheHTTP Serveron WindowsServer?- Progressommunity

2. http-server- npm(hpmjs.com)
3. Whatis a webserver- Working and Architecture GeeksforGeeks

Xl AssessmenScheme(25 Marks)

S.No. Weightage Processelated: 60% Marks-15

1. Practicallmplementatiorwith Specifiedtime:40%

2. Handlingof Network components:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10

4. Correctnessf Practical:15%

Timely Submission:1%
6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 24: *Connect computersusing Star topology with wired media

Vi

Practical Significance

A Star topology isa type of network topology in which all the devices or nodes are phys

connected to a central nodechk as a router, switch, or huStudent should be able to conn
computersof laboratory in star topology using transmissionmedia and network control
devices.

Industry / Employer ExpectedOutcome(s)
1. Understanatonceptof topologyandits type.
2. Able to createl.ocal areaNetwork usingstartopology.

CourselLevel Learning Outcomes(s)

CO5- ImplementrelevantNetwork TopologyusingNetworkingDevices.

Laboratory Learning Outcome(s)

LLO 24.1Usestartopologyfor a givensituation.
RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
1 Follow ethicalpractice

RelevantTheoretical Background

Network Topology refersto layout of a network. How different nodesin a network are
connected to each other and how they communisatetermined by the network's topology
Typesof Topologies

Following are different types of topologies which maiaged to connect computers with ea
other to form a network.

1.BusTopology

2.Ring Topology

3.StarTopology

4.MeshTopology

5.TreeTopology

6. Hybrid Topology
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Vi

Vi

x  Star Topology
In this type of topology all the computers are connected to a single hub/switch throu
cable. This hub/switch is the central node and all others nodes are connected to the
node. Everynode has its own dedicated conmattto the hub/switch. Hub/switch acts as

repeater for data flow

Computer
Computer Hua
‘ Computer
\\ '
'\.f.
7 \ ‘
\ % Printet

Computes
Fig:24.1.StarTopology
Advantagesof Star Topology
1. Fastperformancevith few nodesandlow networktraffic.
2. Easyto troubleshoot.
3. Easyto setup andnodify.
4. Only that nodas affectedwhich hasfailed, restof thenodes canvork smoothly.
Disadvantagesof Star Topology
1. If thehub/switchfails thenthewholenetworkis stoppedecausell the nodeslepend
on the hub.

RecoursesRequired:

1 Computerswith updatecconfiguration
9 Switch/Hub
9 Wired TransmissiorMediaandConnector

Precautionsto be followed:
1. HandleComputersystemandnetworkdeviceswith care.
2. Follow safetyPractices

Procedure

Teacheshallexplainstructure advantageanddisadvantagef eachtopology.

Procedureto createstar topology:
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1. Poweronthecomputerghatwantto connectn startopologyandconfirmwhether

operating system and NIC card is properly worked.

Poweronthecentraldevicei.e. switchor hub.

3. Takecableandconnecioneendof onecableto portof theswitchor huband
connect the other end of the same cable to computer's NIC port.

4. Thelights onport ofthe switch othub.

Thisis the physicalformationof startopology.

6. Checkworkgroupof computeror write nameof workgroupunderwhich all
computes are connected to each other.

no

o

SetUp and Join a Workgroup in Windows 10
A Navigateto ControlPanel SystemandSecurityandSystento access your
computer details.

™

Find WorkgroupandselectChangesettings.
A Click on Change Buttoto 'To rename computarame or workgroup'.

A Typenameof thecomputerandnameof the Workgroupthatyou wantto join and

click on OK.
T - -
System Properties 3 Computer Name/Domain Changes &
Computer Name | Hardware | Advanced | System Protection | Remate | You can change the name and workgroup membership of this
computer. You cannot join a computer unning Windows 7
Windows uses the following information to identify your computer Uttimate to a domain. ;'v'loreu'lforrnatlorz
A e
Computer description:
Computer name:
For example: "Kitchen Computer” or "Many's [ | P
Computer". [ | AFL-13
Full computer name APL-13 BlETn T e
Waorkgroup: IT1 APL-13 -
T th Lter. click Ch " Member of
o rename this computer, clicl ange. .
Domain:
@ Workgroup:
IT1
oK Cancel
—

Fig 24.2. Set UpandJoinA Workgroup
7. AssignlIP addresgo computersusingTCP/IPconfiguration.

A Click Startmenu => controlpanel => NetworkandInternet => network
andsharingcenter.

A Click onfiChangeAdapterSetting®. RightClick on fiLocal AreaConnectio and
thenclick on Properties
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Eloks
L Epwr . o [ =
@@' &% « Al Control Panel Rems » Network and Sharing Center v |4 || Seorch Contt P p
. —
@uv| &/ « Metwork and Internet » Metwork Connections »
Control Panel Home i . ’ >
View your basic network information and set up connections
= 0 Seefullmep Organize » Disable this network device Diagnose this connection
Networi Intemet -
L. Local Area Connection
View your active networks S Network m;u Dicable

T Realtek PCle GB

S Network Status

Diagnose

'&' Bridge Connecticns

al-up, 24 hoc, or VPN connection; or set up 2 router or access Create Shortcut
Delete
4]
ved, dial-up, of VPN network comnection. B Rename

'?;' Properties

o ather network computers or change sharing setfings.

HemeGroug

network problems, or gettroubleshocting information.
Intemet Options

Viindows Firewall

Fig 24.3 Local AreaConnectiorandopenits properties

A Thendoubleclick InternetProtocolVersion4 (TCP/IPv4).

A SelectfiUsetheFollowingIP addresd: andtypein thelP addressSubneimask
and Default gateway.

A Click OK to applythesettings.

1 jod I -
% Local Area Connection Properties = — N
Internet Protocol Version 4 (TCP/IPv4) Properties m
Networking —
General !
Connect using:
¥ Realtek RTL8168D/8111D Family PCI-E Gigabit Ethemet You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following items: (7) Obtain an IP address automatically
9% Client for Microsoft Networks @) Use the following IP address:
4= Npcap Packet Driver (NPCAP) S 92 1587, BONI03
=1 Q05 Packet Scheduler
gFile and Printer Sharing for Microsoft Networks Subnet mask: 255.255. 0 . 0
-4 Intemet Protocol Version 6 (TCP/IPv6) Default gateway: 55 . 358, 50, 1
{¥l - Intemet Protocol Version 4 (TCP/IPv4) |
v -a. Link-Layer Topology Discovery Mapper 1/0 Driver — dd -
Obtain DNS server address automatically
4. Link-Layer Topology Discovery Responder e RS bkl
@) Use the following DNS server addresses:
stal Uninstall Properties
Preferred DNS server: 8: s:Bus 8 4 8
Description
Transmission Control Protocol/Intemet Protocol. The default Alternate DNS server:

wide area network protocol that provides communication
across diverse interconnected networks.

[T] validate settings upon exit

OK Cancel [ OK J { Cancel ]

< \

Fig 24.4.AssignIP address

8. Repeathestepno.6 and7 on eachcomputerthatwantto connecin startopology
Note:
1. Thecomputersonnected tewitch orHub musttomeundersameworkgroup.
2. |IP addres®f eachcomputemustbeunique.
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Xl

A Useping commando check whethecomputerconnectedn network.
A Oncewholenetworkis formed,thengo to NetworkandcheckwhetherAll
computers are connected in network or. not

Conclusion
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1. Whatis Networktopolagy?

List Differenttypesof Networktopology?

Drawthe Network Layoutof your Laboratory.

Stateadvantages andisadvantagesf startopology.

List outnamesf Wired transmissiormediaandnetworkdevicesrequiredto form star
topology.

CompareBus, Ring and Startopology.
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2. https://www.youtube.com/watch?v=NSHj9BLnhj0
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S. No. Weightage Processelated: 60% Marks-15

1. Effective Practicallmplementatiorwith Specifiedtime:40%

Effective Handlingof Networkcomponents:10%

3. Follow EthicalPractices:10%

Weightage Product related: 40% Marks-10

4. Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 25: CreateTreetopologyusingCISCOpacketracersoftware

I Practical Significance

StucentshouldCreate Tre@ opologyNetworkusingCISCO packeTracerSoftware

Industry / Employer ExpectedOutcome(s)

1. Understandhe Conceptof TreeTopology
2. Understanchow devicesareconnected irtreetopologyusingCISCOPacketTracer

Il CourseLevel Learning Outcomes(s)

CO5- Implement relevant Networkopologyusing Networkindevices.
Laboratory Learning Outcome(s)

LLO 25.1UseNetworksimulatorCISCOpackettracer.

V' RelevantAffective Domain related Outcomes

1 Follow safelyMeasures

1 Follow ethicalpractice

v RelevantTheoretical Background

x  Tree Topology
In the tree topology of networking, the elements and devices are arranged like a tree
and have branches of connections between the devices conneeteth tatherln a such tyy
of topology, there is one central node and each node is connected to the central node
single path. Nodes can be thought of as branches coming off of the trunk. Tree topol
often used to create large networks

Concentrator
(Hub)

Fig.No.25.1TreeTopology
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x CISCO PacketTracer
Cisco Packet Tracer is a comprehensive, networking technology teaching and |
programthat offers a unique combination of realistic simulation and visualization experi
assessment and activiuthoring capabilities, and opportunities for multiuser collabor:
and competition.

Vi RecoursesRequired:
71 Desktopor laptop computewith basicconfiguration
1 CISCOPackefTracerSoftware
VIl : _
Precautionsto be followed:
1. Handleequipmentvith care
2. Follow safetyPractices
IX

Procedure: Create Tree Topologyusing CISCO PacketTracer
1. OpentheCiscopackettracerdesktopandselectthe devicesgivenbelow.

1 PersonalComputer(PC)

f  Switch
2. ConfigureEach Deviceor assignlP address$o device

S.NO Device IPv4 Address Subnet Mask
1. pcO 192.168.0.1 255.255.255.0
2. pcl 192.168.0.2 255.255.255.0
3. pc? 192.168.0.3 255 255.255.0
4. pc3 192.168.0.4 255 255.255.0
5. pc4 192.168.0.5 255.255.255.0
6. pch 192.168.0.6 255.255.255.0

Fig.No.25.2.Configurationof IP address

3. Then,createa networktopologyas shown below thienage.
4. Usean Automaticconnectingcableto connecthedeviceswith others.
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Fig.No. 25.3. TredopologyLayout

Configure the PCs (hosts)with 1Pv4 addressand SubnetMask accordingto the IP

addressing table given above.

To assign an IRddressn PCO,click on PCO.

Then,goto desktopandthen IP configuratiomndthereyou will |
Fill IPv4 addressindsubnetmask

Pv4 configuration.

menace I Elrerre
£ Contguration
mice © &
WA AaTress 190 18001
s Mk Ut L BN
Dt Catewey anoo

NG Gesns Jooe
P Configanihm

7 Ao O alen
1PV Ackinise

Lok Locsl Acaress | EST-204 SAF T § EOAE 0K
Dolmt Gatorway

DINS Senver

B2 1X
Upe 02 1X Socarty

Acrartcason

o O GeeksforGaoks

Fig.No.25.4.1PV4 Configuration

Assigningan IP addressusing the ipconfig command,or we can also assignan IP

address with the help of a command.
Goto thecommand terminadf the PC

Then,typeipconfig <IPv4 address><subnetask><defaulgateway>(ifneeded)

For Example:ipconfig 192.168.0.1255.255.255.0
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=A =2 =4 4 =9

‘\'. Bl .|

Fig.No.25.5.1pconfigcommand

Repeathe sameproceduravith otherPCs toconfigurethemthoroughly.

Verify theconnection byingingthe IP address oényhost inPCO.

Usethe pingcommando verify the connection.
Wewill checkif we are gettingnyreplies omot.

As we cansee, ware gettingepliesfrom atargeted noden bothPCs.

Hencethe connections verified.
ping <targetechode's IPaddress>

A simulationof theexperiments givenbelowwe havesenttwo PDU packes one
targeted from PCO to PC3 and another targeted from PC1 to PC5

Fa Fa2/1

K
- 2

G Fa |
/ Fac 4 :
—~ PC-PT PCPT
PC.P PC3 PCA4

PCO FC1 PC2
19216802

192.168.0.3 192.168.0.4 19216805

19216806

—~/ 7

PC.PT

C5

Fig.No.25.6 SimulationWindow
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Conclusion
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Practical related questions
1. DefineTopologyand Enlisttypes ofTopologies.
2. ExplainTreeTopologywith NeatDiagram.
3. ExplainUseof CISCOPackefTracersimulator.
4. Write DifferenceBetweenStarandTreeTopology
Spacefor Answer
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Xl References:
1. Implementatiorof TreeTopologyin Cisco- GeeksforGeeks
2. AI&ML scholarshigstudentvani Agarwal |JAmazonWeb Serviceqyoutube.com)
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S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Network components:10%
3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10

4, Correctnessf Practical:15%

5. Timely Submission:15%

6. Answerto Samplequestions:10%

Total 25

Dated Signature of Course Teacher
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Practical No. 26: ConfigureTELNET for remotelogin

\

Practical Significance

Telnetshortfor "teletypenetworlo is aclient/servemapplicationprotocolthat provides
accesso virtualterminalsof remote systemanlocal area networksr thelnternet Student
should be able to configure TELNET for remote login.

Industry / Employer ExpectedOutcome(s)

1. TogainknowledgeaboutTELNET
2. Tounderstandonfigurationof TELNET for remotelogin

CourselLevel Learning Outcomes(s)

CO5- Implement relevant NetworkopologyusingNetworkingDevices
Laboratory Learning Outcome(s)

LLO 26.1Implementremotelogin feature

RelevantAffective Domain related Outcomes

0 Follow safelyMeasures
0 Follow ethicalpractice

RelevantTheoretical Background

x  TELNET
TELNET stands forTeletypeNetwork. It is a type of protocol that enables one compu
connect to the local computer. It is used as a stant@fIIP protocolfor virtual termine
servicewhich is provided by ISO. The computerwhich startsthe connectionis known a
the local computer.The computer which is being connecteal ite. which accepts t
connection known as theemote computer. During telnet operation, whatever is
performed on the remote computer will be displayed by the local computer. Telnet ope
a client/serverprinciple. The local computerusesa telnet client program and the remote
computersiseatelnet serveprogram.
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Vil

VI

Telnet client Telnet server Application

Q jro?rams
Operating Operating "‘.‘
System System

TCP TCP
| Terminal P P ;
?| driver Data Link Data Link 3
Physical Physical Pseudo
;

A

=

€——— NVTform =——3

Terminal

Fig.No.26.1Remotelogin in Logging

Typesof Logins
In TELNET, therearethefollowing types oflogins:

Local Login

This type of login occurs whenever a person logs intoldlbal computer. The terminal driv
accepts keystrokes that are entered by user when workstation is running a terminal €
Here, the terminal driver forwards these characters to the operating system that laun
requiredapplication software.

RemotelLogin

The user primarily transmits the keystroke to terminal driver, whereglmting systeronly
receives but does not understand characters. These characters are then transferred to
converts these characters into Network Virtual Terminal (NVT) characters.

After conversion, the client converts them aedds them back to TCP/IP stack. The tex
NVT form travels via the internet till it reaches TCP/IP protocol stack on a distant syste
erver converts these NVT characters into characters that remote machines can underst

RecoursesRequired:
A LatestconfigurationComputerSystem

Precautionsto be followed:

1. Handleequipmentvith care
2. Follow safetyPractices

Procedure: Connectto remote Login / Server with the help of Telnet

Telnet is a command line tool that is designed for adminigteemote servers through t
Command Prompt. Unlike earlier versions of Windows, Windows (and its predecessot
notcome withthe Telnetclientinstalled.You will need toactivateit beforeyou canstartusing
it.
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o OpentheControlPanelandgoto "ProgramsandFeatures> "Turn Windowsfeatures
on or off". Enter your Administrator password if prompted.

o Findthe"TelnetClient" entryin thelist of availablefeaturesandcheckthebox nextto
it. Then, click OK.

o Tousetelnet, operCommand Promptypetelnet andpressEnter
1. Open Control Panel.By default, Telnet is not installed with Windows. It will need to be
manually activated in order for you to use it. You can do so through the Control Panel; you'l
find in the Start menu.

‘mﬁ r‘ Photo Gallery >

Games
Microsoft Office PowerPoint 2003

Computer
a Dropbox

Control Panel
@ Disk Cleanup

Devices and Printers
i L‘ J Microsoft Office Word 2007

Default Programs

| N Programs Help and Support

ISearch programs and files

Fig.No.26.2.How toactiveTELNET
2. Open Programs and Featuresor Programs. The option available to you will depend on
whether your Control Panel is in Icon or Category view, but they both take you to the same

place.

e [

= Folder Options h Fonts

Internet Options <& Keyboard

i

Network and Sharing
Center

PE
/]

W I

Notification Area Icons

Power Options

m Programs and Features!

@‘\ Sound @ Speech Recognition
W& Troubleshooting a User Accounts
‘ Windows Firewall Windows Mobility Center

Fig.No.26.3.SelectProgramsandFeatures
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3. Click Turn Windowsfeatureson or off. You maybeaskedor the Administrator
password.

ji Windows Features = ,

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

@ [} Microsoft .NET Framework 3.5.1 A~
® [T} Microsoft Message Queue (MSMQ) Server
53] ) Print and Document Services

]} Remote Differential Compression

[}, RIP Listener B
@[]} Simple Network Management Protocol (SNMP)
[Z1L Simnla TEDID services (i.e. echo, daytime etc)

4 =
L_Ip renee seiver |
[T} TFTP Client

[¥]}. Windows Gadget Platform

@[]} Windows Process Activation Service
]} Windows Search
—

| ok [M Gancel

Fig 26.4. Turn Features owr off

4. Checkthebox nextto "TelnetClient" andclick OK. You mayhaveto scroll downto find it.
This installs and activates telnet.

o Youmayhaveto wait a minute otwo for the clientto beinstalledafter selectingg.
Install Telnetthrough the commandprompt (optional)
If you'd ratherdo everythingthroughthe CommandPrompt you caninstall Telnetwith a quick
command. First, open the Command Prompt by typing cmd into the Run box and
pressingEnter. At the prompt, type pkgmgr /iu:"TelnetClient" and pressEnter. After a
moment, you will be returned to the command prompt

fMicrosoft Windows [Uersion 6.1.7601]
fCopyright (c¢) 2009 Microsoft Corporation. All rights reseruvecg

C:\Windows\system32Bpkgmgr /iu:"TelnetClient"

Fig.No.26.5 InstallTelnetwith Commandorompt
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1. Openthe CommandPrompt.Telnetrunsthroughthe CommandPrompt You canaccesshe
command prompt by pressiigin, typingcmd, and clicking OK

Programs (1)
B cmd.exe [

Open
& Run as administrator
&) Share with Skype
Pin to Taskbar
Pin to Start Menu
Restore previous versions

Send to y
Cut

Copy

Delete

Open file location

Properties

Fig.N0.26.6.0penCMD
2. Startthe telnet client. Typetelnetand pressEnter. The CommandPromptwill disappear,
and you will be taken to the Telnet command,litisplayed as Microsoft Telnet

All rights

Fig.No.26.7 Connecto Server

3. Connect to a serveAt the Telnet command lin typepenserveraddress [portFor
some servers,ou will not need to enter a pértelnet will default to port 23, the
default TCP port for telnet servers. You have successtalyected to the server when
you receive either a welcome message or are prompted for your username and
password
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Forexampleto watchASCII StarWars,type opentowel.blinkenlights.nbnd

pressEnter.
6 You canalsostartaconnectiordirectlyfrom the CommandPromptby

(0]
typing telnet serveraddress [port]

0

flﬂglcome to Micr
}Escape Character is 'CTRL*]'

[Hicrosoft Telnet> open towel.blinkenlights.nl
[Connecting To towel.blinkenlights.nl...

| port 23: Connect failed
[Hicrosoft Telnet>fquit

Fig.No.26.8.Disconnecto Serverwith remotelogin

4. Close your Telnet sessionOnce you are finished, you shouldclose your
connectiorbefore closing the window. To do so, pressCtrl +], typequit, and then

press Enter.
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Xl Practical related questions
1. Explain Useof TELNET

2. ExplainTwo typesof loginsusein TELNET
3. Explainwhich CommandUsefor to activeTELNET
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Practical No. 27: *Visit your computefdaboratory)) Identify thetype of topology

i) Identify types of connecting devices with specifications iii) Identify types of catités
specificationsv) List thetype of networkapplicationscommonlyused in the laboratory iv)
Draw the layout of installed network

Practical Significance

This practcal will enable the student to identify the various networking devices
available in the lab and the way they are connected in the network.

Industry / Employer ExpectedOutcome(s)

1. Understandhe typeof Topology
2. ldentify types of cablevith its specifcation
3. Understandnd identifythe networkdevices

i CourseLevel Learning Outcomes(s)

CO5- Implement relevant NetworkopologyusingNetworkingDevices.

v Laboratory Learning Outcome(s)
LLO 27.1 Surveexistingnetworkinfrastructure
v RelevantAffective Domain related Outcomes
1 Follow safelyMeasures
71 Follow ethicalpractice
VI

RelevantTheoretical Background
x  Network Topology: Topologydefinesthe structureof the networkof howall the
components are interconnected to each other.
Typesof Topdogies:
1) BusTopology

2)StarTopology
3) Ring Topology

)

)

4) MeshTopology

5) TreeTopology
)

6)Hybrid Topology
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x  Network device
Network devices, also known as networking hardware, are physical devices that allow
hardware on a computer network to communicate and interdbt ame another. For
example, Repeater, Hub, Bridge, Switch, Routers, Gateway, and NIC, etc.

SRNo DeviceName Figure Use
1. Repeater A repeater
strengthens a sign
Y and resends it to it
: destination.
\ 4

2. Hub A hub is a physica

' device $ed to join
multiple devices or
the same LAN

3. Switch A network switch
forwards data to it
destination by
examining an
incoming frame's
MAC address

4. Router Routers  examine
incoming packetsto
determine the
appropriate

L(L‘) desthation P

address and then

forwardthe packetto
thatdestination.
5. Gateway A gateway is

a network node that

SIS connects discret

[. N " l networks or system

e that use dilerent

protocols, enabling

datato flow between
the networks.
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6.

Bridge

A network bridge
acts as an
interconnection

between two or more
LANs,  essentially
creating a single
domain from
separaté ANS.

NetworkInterface
card

A circuit  board
installed on the
computerto connect
to the network. It
works as an
indispensable

component for the
networkconnection

x Cable and Connector

Cableallowsthe userto connectheir devicessuchascomputersmobile phonesrouters etc,

to a Local Area Network (LAN) that will allow a user to have internet access, and able to
communicate with each other through a wired connection. It also carries broadband signal
between devices connected through it. In this artwkeare going to discuss different types

of Ethernet cable used in local area networks for reliable internet connection.

CoaxialCable

Cableand .
SrNo Connector Name Figure Use
3 A coaxial cable is
s usedto carry high

frequencyelectrical
signalswith low
losses. It has a
copper conductorin
the middle that is
surrounded by a
dielectricinsulatorg

enerally made of
PVC orTeflon
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. A twisted pair is g
: copper wire cable i
Conductor which two insulated
copper wires arg
twisted around eac
other to reduc
sk interference or
Pair crosstalk.lt usesR}
45 connectors.
made of glass corg
surrounded by
several layers ¢
covering  materia
generally made
of PVC or Teflon. It
; transmits data in th
braidedor Shelds e form of light signals
Foil Shield
due to which therg
are no interference
issuedn fiber optics
The naming
convention for
I Register jacks is R
XX, where Xxx is &
two-digit  number.
Registeredlacks The two digits
indicate the type of
interface  and  thq
area of its
application.
The most common
type of connector
used with coaxial
cable is the Bayone
Neill-Concelman
(BNC) connector

N

2 Twisted PaiiCables Sheath

3. FiberOptic Cable

Jacket

T2Z23I 56783

4. RI45

CoaxialCables
Connector

Vil RecoursesRequired:

A DesktopComputer
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A Networking Devices(Hub, Switch, Router,RepeaterNIC)

VI

A ConnectingCable andConnectors
Precautionsto be followed:

1. Handleequipmenwith care

2. Follow safetyPractices

Procedure
1. Identify networkTopologyuse inyour networklab
2. ldentify VariousNetworkdevicesavailablein lab

3.0Observedstandardspecificationon differentcableandconnector
4. Observedhe typeof cableusein outlab
5. Checkthe speedf datain your Lab

6.0Observed younetworklab andwrite observationsn bellowtable

Sr No Part Manufacturer Specifiation
1 NetworkDevice
2 Typeof Cable
3. Connectowused
4 Typeof Topology
used

Draw the layout of installed network:
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Xl Practical related questions

1. DefineTopology

Explainuseof networkdevice

Enlist thetype of networkapplications commonlysedin thelaboratory
Explaintypesof cableusein networklaboratory
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Xl References:
1. Typesof Network Topology GeeksforGeeks
2. NetworkTopologyDiagramsand SelectiomBest Practicefor 2022 (spiceworks.com)
3. Understandinghe Eight DifferentNetwork Devices(netwrix.com)
4. LAN NetworkCableMediaandConnectorg LAN NetworkCableMediaand
Connectors | Peson IT Certification
Xl AssessmenScheme(25 Marks)
S.No. Weightage Processelated: 60% Marks-15
1. Practicallmplementatiorwith Specifiedtime:40%
2. Handlingof Network components:10%
3. Follow Ethical Practices:10%
Weightage Product related: 40% Marks-10
4. Correctnessf Practical:15%
Timely Submission:15%
6. Answerto Samplequestions:10%
Total 25
Dated Signature of Course Teacher
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Practical No. 28: Sharefolder andprinterin anetwork

VI

Practical Significance

Studen will learn how tosharea printer andfolder in network.

Industry / Employer ExpectedOutcome(s)

1. Understandiseof resourcesharing.
2. Understandiseof printer andfoldersin network.

CourselLevel Learning Outcomes(s)
CO1- Analyzethefunctionng of DataCommunication an@€omputeNetwork.

Laboratory Learning Outcome(s)
LLO 28.1 Transfer a file from one computer to another.
LLO 28.2Printdocumentgrom remotesystemin anetwork.

RelevantAffective Domain related Outcomes

1 Follow safely Measures
1 Follow ethicalPractice

RelevantTheoretical Background
x Resourcesn Computer network

A resourcds anyhardwareor softwareaccessible by a computeretwork or another obje
connectedto a computer.For example,a printerconnectedto a network is an exampleof
ashared resource. Another example of a resource mayéevark server farnor clustertha
allows users to access multiple computers to perform complicated tasks. It is a device
of information on a computer that can be remotely accessed from another c
transparently as if it were a resource in the local nmechHietwork sharing is made poss
by inter-process communicatianver the network

x ResourceShearing:
In computing, a shared resource, or network share, is a computer res@mdeeavailab
from one host to other hosts on a computer netwaska device or piece of information o
computerthat can be remotely accessedrom anothercomputertypically via a local aree
networkor anenterprisegntranet.
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https://www.computerhope.com/jargon/h/hardware.htm
https://www.computerhope.com/jargon/s/software.htm
https://www.computerhope.com/jargon/n/network.htm
https://www.computerhope.com/jargon/p/printer.htm
https://www.computerhope.com/jargon/f/farm.htm
https://www.computerhope.com/jargon/c/cluster.htm
https://en.wikipedia.org/wiki/Inter-process_communication
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Example are sharefile access also known as disk sharing or folder sharing; shared printer
access is known as printer sharinghared scanner access, etc. Resource sharing means
reduction in hardware costs.

Shared files mean reduction in memory requirement, which indirewhns reduction in file
storage expense

A network share can become a security liability when access to the shared files is gained
(often by devious means) by those who should not have access to them. many computer
worms have

Fig.No.28.1 Resourcé&haring
Proposition 3: Hardware Resourceand Software resourceshearing
Therearetwo typesof resourcesharing:HardwareResource an&oftwareResource

Hardware Resourceshearing: Sharingof Printer, Scannefax machines iranetwork
Software ResourceShearing: include files, networkconnectionandmemaoryshearing

Fig. No. 28.2.Hardware an&oftwareResourceshearing

0 Maharashtr&tateBoardof TechnicalEducation 6 KStheme) 196



