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Data Communication Computer Network (22414)

V.

VI.

Practical No : 1
Configure Peer - to - peer network with at least three hosts.

Practical Significance :

a. Student should be able to configure peer-to-peer network. This will help to understand differentissues
involved in peer-to-peer network.

Relevant Program Outcomes (POS) :

+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

< Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.

« Individual and team work : Function effectively as a leader and team member in diverse/multi disciplinary
teams.

« Communication : Communicate effectively in oral and written form.

Competency and Practical Skills :

This practical is expect to develop the following skills in you.

«+ Ability to install and configure TCP/IP protocol. <+ Ability to configure peer network.

Relevant Course Outcomes :
% Configure different TCP/IP services.
Practical Outcome (POS) :

« Understand concept of TCP/IP model.

% Understand types and formats of ip address.

% Understand concept of peer to peer network.
Relevant Affective domain related outcomes :

» Follow safely measure.
% Follow ethical practices.

*

o

o

VII. Minimum Theoretical Background :

[ Itis a set of rules and conventions used for communication between network devices.

0 Protocols include mechanisms for devices to identify and make connections with each other, as well as
formatting rules that specify how data is packaged into messages sent and received.

0 Some protocols also support message acknowledgement and data compression designed for reliable
and/or high-performance network communication.

0 It determines the type of error checking to be used.

0 e.g. Transmission control protocol (TCP), Internet protocol (IP), Hyper text transfer protocol (HTTP), File
transfer protocol (FTP) etc.

Concept structure : Protocol

l
l l l

Authentication Compression Encryption

Data Verification Error correction Session
transmissions initialization

Functions of protocol
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Proposition 2. TCP/IP :

[ Transmission Control protocol/Internet Protocol, used to connect computers on the internet or network.

[ TCP/IP is built into the UNIX operating system and is used by the Internet, making it the de facto standard
for transmitting data over networks.

0 Transmission Control Protocol, manages the assembling of message of file into smaller packets that are
transmitted over the Internet and received by a TCP layer that reassembles the packets into the original
message.

0 Internet Protocol, handles the address part of each packet so that it gets to the right destination.

[ TCP/IP protocols map to four-layer conceptual model known as the DARPA model, named after the U.S.
government agency that in itially developed TCP/IP. The four layers of the DARPA model are : Application,
Transport, Internet, and Network Interface.

Concept structure :

Represents data to the user plus

Application _—m . .
encoding and dialog control.

Supports communication between diverse devices
Transport —_— .
across diverse networks

Determines the best path through the network
Internet  ——

Network Controls the hardware devices and
Access media that make up the network

Proposition 3. ip address :

0 AnlInternet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer,
printer) participating in a computer network that uses the Internet Protocol for Communication.

0 An IP address is an identifies for a computer or device on a TCP/IP network.

0 Two versions of the Internet Protocol (IP) are in use : IP Version4 (IPv4) and IP Version6 (IPv6).

0 IPv4 addresses are of 32 bits that are canonically represented in dot-decimal notation, which consists of
four decimal numbers, each ranging from 0 to 255,, separated by dots, e.g., 172.16.254.1

0 Ipv6 addresses are of 128 bits that are represented as eight groups of four hexadecimal digits separated by
colons. e.g. 2001:0db8:85a3:0042:8a2¢e:0370:7334

0 The IPv4 address space can be subdivided into 5 classes - Class A, B, C, D and E. Each class consists of a
contiguous subset of the overall IPv4 address range.

Concept structure :

An IPv4 address (dotted-decimal notation) An IPv6 address (in hexadecimal)
2001:0DB8:AC10:FE01:0000:0000:0000:0000

172 . 16 .25 . 1
O T T | |

; ‘ ’ ‘ 2001:0DB8:AC10:FEO1:: Zeroes can be omitted
10101100 00010000 11111110 . 00000001
L 1 ! \ \\\
! I
One byte = Eight bits
L : 1 0010000000000001:00001101101110600:1010110000010008:1111111000000001:
Thirt)-'-t\,vo bits (4 X 8) or 4 bytes 0000000000000000:0000000000000000-0000000000000000:0000000000000000
IPv4 address example IPv6 address example
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Proposition 4. Peer to Peer network :

0 A peer-to-peer (P2P) network is type of decentralized and distributed network architecture in whichindividual
nodes in the network i.e. computer (called "peers") act as both suppliers and consumers of resources.

[ It differs from client-server networking, where certain devices have responsibility for providing or "serving"
data and other devices consume or otherwise act as "“clients" of those servers.

0 Computers in a peer to peer network run the same networking protocols and software. peer networks are
also often situated physically near to each other typically in homes, small businesses or schools.

0 Peer-to-peer networks are generally simpler, but they usually do not offer the same performance under
heavy loads.

Concept structure :

Peer-to-Peer Model

Peer to Peer network model (Refer color picture 30)

VIII. Diagram :
% A set of computers with NIC card installed in it.

+ Transmission media and connector.

Host (your laptop) Target (webserver)

Media for data transfer (e.g. Ethernet)

Communication in TCP/IP model (Refer color picture 31)

Maharashtra State Board of Technical Education
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IX. Stepwise procedure:
» Install and configure TCP/IP :

o0 Click Start->Control Panel->Network and Internet-> View network status and tasks or Network and
sharing Center, Click on Change adapter settings.

 —
ﬁcwp—a » All Control Panel lems 1 Network and Sharing Center

Control Panel Home

View your basic network information and set up connections
e Viretin webs A » B * <@ See full map
AN Bos st st TEST-PC Noetwork Internet
Change advanced shanng (This computen)
SayS View your active networks Connect or disconnect

Network
Work netwark

Access type: No Internet access
Connections: § Local Area Connection

on or netwark

nanag options

ated on other network computers, of change sharing settings.

Diagnose and repair netwerk problems, or get troubleshocting information.
0 Select the connection, right click it and select properties.

ocal Area Conny
~onnected, Frew

arallels Ethernet Ads

Status
Repar

Bridge Connections

Create Shortout

Rename

S

Click Install then. Click Protocol, and then click Add. Click Have Disk. Type the location as c:\windows\inf and

then click OK. On the list of available protocols, click Internet Protocol (TCP/IPv4), and then click OK. And it
would be installed on your computer.

Select Internet Protocol Version 4 (TCP/IPv4), double click it or click Properties.

o

1 Local Area Connection Properties,

[ Netwodang |

Cornect using

- MaMY*méSE&OGGPCl&Gg&‘MW

[ Conboure_. ]

Thés conmection uses the following tems:
i~ QoS Packet Scheduder

= File and Printer Shaning for Microscoft Networks
E‘ A MeﬁlﬁuWLANLI‘yPrﬂocdDﬂv&

-

M o Lank-tm'l’mmw
< | ”

] Ulrwirist ol [[

Transmession Control Protocol/Intemet Protocol. The defaul

01 There are two ways to configure the TCP/IP Properties, Assigned by DHCP server automatically or manually.
0 1. Assigned by DHCP Server :

Select Obtain an IP address automatically and Obtain

DNS. Server address automatically, if necessary, then
click OK to Save the settings.
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Internet Protocol (TCPJIP) Properties s IXI

General | Alermate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator for
the appropriate |P settings.

I <> Obtain an IP address automatically I
< O Use the following IFP address:

I &> Obtain DNS server address automalicallyl

C O Use the following DNS server addresses:

]

0 2. Assigned manually :
Select Use the following IP address, type address, subnet mask and default gateway IP address into it.
Select Use the following DNS server addresses, type your local area DNS server IP addresses into it, if
necessary, then click OK to save the settings.

Internet Protocol Version 4 (TCP/IPv4E) Properties
| General
You can get IP settings assigned automatically if your network supports

thus capabiity. Otherwise, you need to ask your network admenistrator
for the appropriate IP settings.

) Obtain an IP address automatcally
| © Use the following IP address: |

IP address:

Subnet mask:

0 Click OK to save and apply your settings :
Note :

€ If the modem/router's LAN IP address is 192.198.1.1, type IP address is 192.168.1.x (x is from 2 to 253),
subnet mask is 255.255.255.0, and default gateway is 192.168.1.1

€ If the modem/router's LAN IP address is 192.168.0.1, type IP address is 192.168.0.x (x is from 2 to 253),
subnet mask is 255.255.255.0, and default gateway is 192.168.0.1

[ In some cases, the DNS server addresses are provided by your Internet service provider.

» Configure Peer to Peer network :

0 Let two computers to be connected in peer to peer network. Connect two computers Using UTP cablesthat
are configured to cross arrangement into the port LAN card on computer A and computer B.
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0 Let following are configuration details for both computers :

Configuration Computer A Computer B
IP address 192.168.10.100 192.168.10.110
Subnet mask 255.255.255.0 255.255.255.0
Computer Name Prl-01 Prl-02
Workgroup PRL-LAB PRL-LAB

0 For computer A and Computer B open control panel > Network and Internet > Network and Sharing center>
Change adapter settings.

0 Assigned IP address to both computers using TCP/IP configuration explained in previous procedure.

General Computer A General Computer B

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.

") Obtain an IP address automatically

() Obtain an IP address automatically
@) Use the following IP address:

@ Use the following IP address:
IP address: 192 . 168 . 10 . 100 IP address:

192 . 168 . 10 110

Subnet mask: 255 ,255 .255 . 0 Subnet mask:
Default gateway:

255 .255 .255 . 0

Default gateway:

Obtain DNS server address automatically Obtain DNS server address automatically
@) Use the following DNS server addresses: @ Use the following DNS server addresses:

Preferred DNS server: Preferred DNS server:

Alternate DNS server: Alternate DNS server:

0 Then turn off windows Firewall, so connections can be monitored using cmd. to do this open, Control Panel
> System and security > Windows Firewall > Turn Windows ON or OFF.

P Customze Settings - 0 x

« « M P « ANl Conrol Panel kems » Windews Firewall > Customize Sertings v & | sesrch Contrel Panel P
Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o ® Tum on Windows Firewall
Block alli

9 list of allowed apps
Notify me when Windows Firewall blocks a new app

° © Tum off Windows Firewall (not recommended)
Public network settings
@® Tum on Windows Firewall

[ 8lock allincoming including those in the lst of allowed apps
Notify me when Windows Firewall blocks 4 new app

€ O Tumoft Windows Firmwal (ot recommanded)

L& o

In Order both computers can connect to each other, the workgroup of both computers must be the same.

Change its by, Start > Computer > Properties > Advanced system Settings. Then Select the Computer Name
tab > Change. Use the same name between Computer A and Computer B.
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= =i
You can change the name and the membership of this You can change the name and the membership of this
computer. Changes might affect access to network rescurces. computer. Changes might affect access to network resources.
More information More information
Computer A Computer B
Computer name: Computer name:
|SRV2K8R2-DCOY| [SRV2K8R2-DCO2
Full computer name : Full computer name:
SRV2K8R2-DCD1 yourdomain.com SRV2K8R2-DC01 yourdomain.com
More | More... |
Member of Member of
" Domain: " Domain:
= Workgroup: = Workgroup:
|WORKGROUP [WORKGROUP
| OK I Cancel | oK I Cancel

e To know both computers are connected open command prompt and type ping ip address.
For Computer A

Command Prompt still rules!

Microsoft UWindows 28808 [Uersion 5-86-2195]
C(C> Copyright 1985-20080 Microsoft Corp.

C:\>ping 192.168.168.1068
Pinging 192.168.108.1008 with 32 bytes of data:

Reply from 192_.168.10.1088: bytes=32 time<18ms TTL=128

Reply from 122_168.10.1688: bytes=32 time<18ms TTL=128
Reply from 192.168.1080.1088: bytes=32 time<18ms TTL=128
Reply from 192.168.10.1008: bytes=32 time<18ms TTL=128

Ping statistics for 1922.168.10.108:
Packets: Sent = 4., Received = 4, Lost = 8 {8z
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = @ms, Average = Bms

IGeX>
For Computer B

[% command Prompt still rules!

Microsoft Windows 28008 [Uersion 5-86-2195]
C(C> Copyright 1985-2000 Microsoft Corp.

C:\>ping 192.168.168.1608
Pinging 192.168.108.1008 with 32 bytes of data:
Reply from 1922_168.10.1088: bytes=32 time<10ms TTL=128

Reply from 122_168.168.1688: bytes=32 time<10ms TTL=128
Reply from 192.168.10.1088: bytes=32 time<1Bms TTL=128
Reply from 192.168.1080.1008: bytes=32 time<10Oms TTL=128

Ping statistics for 1922.168.10.108:
Packets: Sent = 4., Received = 4, Lost = 8 {8z
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = @Oms, Average = Bms

IGEXy

e You will get four replies back from the ping message. If you receive foru lines of information showing
successes, then Connection is successful.

X Resources required :
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e A set of computers with NIC card installed in it.
e Transmission media and connector.
X1 Precautions :
e Follow safety practices.
e Handle network devices carefully.
X1l Results :

Student shall install configure TCP/IP and configure peer to peer network in laboratory and write the
information in the following table

Name of computer

Physical address

IP address

Subnet mask

Default gateway

Preferred DNS server address

Alternative DNS server address

Workgroup name

X111 Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
% Give any three functions of protocaol.

% How TCP and IP protocol is used to send message from one computer to another computers?

< Which are two versions of IP address?

>

Y
°e

State the meaning of peer to peer network.

X1V Conclusion :

“ Assembling of message into packets is managed by (TCP/IP)

% IPvdis (32/64) bit address where IPv6 is 64 (64/128) bit address.

% TCP/IP protocol contains (4/7) layers.

% If user connects 2 computers in peer to peer network then (0/1/2) computer can send request to

other computers with in network to get resources.

Maharashtra State Board of Technical Education
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XV Industrial Applications :

Today use of TCP/IP protocols and the Internet not only for entertainment and information, but to conduct

our business by performing transactions, buying and selling products, and delivering services to customers.

It was initilly successful because it delivered a few basic services that everyone needs (file transfer, electronic

mail, remote logon) across a very large number of client and server systems. Several computers in a small

department can use TCP/IP (along with other protocols) on a single LAN.

The IP component provides routing from the department to the enterprise network, then to regional

networks, and finally to the global Internet.

Peer-to-peer networks underlie numerous applications.

e Skype, an Internet telephony network, uses P2P

technology. e Instant messaging, systems and online

chat networks.

0 Bitcoin and PPCoin, are peer-to-peer-based digital currencies.

0 Open Garden, connection sharing application that shares Internet access with other devices using Wi-
Fi or Bluetooth.

0 Streaming media, P2PTV

XVI1 Exercise :

(Teacher shall form a group of 4-5 students each. Each group shall perform only one activity from list provided
below. Teacher shall supervise)

K/
0‘0
K/
0‘0

K/
0‘0

Student shall uninstall TCP/IP from the computers and install again.
Student shall prepare a list of computer names and its ip address available in laboratory.
Student shall connect 2 computers using peer to peer network.

XVII Assessments Scheme:

XVII

No. Performance Indicators Example

Process related (15 Marks) 60%
1 Formation of wireless network. 25%
2 Execution of wireless Network 25%
3 Follow ethical Practices 10%

Product Related (10 Marks) 40%
4 Correctness of wireless Network 15%
5 Timely Submission 15%
6 Answer to Sample questions 10%

Total (25 marks) 100%

Theoretical Questions :

Write answers to Q Q Q (Teacher shall allot the questions)

© 0k~ wN R

Define protocol

Give four examples of protocol with its full name.
Write the name of layers in TCP/IP?

Give the use of IP address.

Give and explain the address format of IPv4 and IPv6.
Give the use of network layer in TCP/IP.

How 192.168.2.76 is type of class C IP address?

Maharashtra State Board of Technical Education 9
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8. Convert the IPv4 address "192.168.2.76" to binary format of 32 bits.
9. State the meaning of peer.

10.What is peer to peer network?

11. How peer to peer is differs from client-server network?

12. Give advantages of peer to peer network.

13. Give disadvantages of peer to peer network.

14, State the meaning of DNS server address.

15. Complete the following table for IP addresses :

Class Address range Subnet Mask

Example

A

B

Maharashtra State Board of Technical Education
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Space of Answers

Maharashtra State Board of Technical Education
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List of Student Team Member

Marks Obtained

Process Related (15)

Product Related (10)

Total (25)

Dated Signature
of Teacher

Maharashtra State Board of Technical Education

11



Data Communication Computer Network (22414)

VI.

VII.

Practical No: 2

Create desired standard network cable including
Cross cable and test it by using cable tester.

Practical Significance :

a. Student should be able to create desired standard network cable including cross cable and test by using
cable tester.

Relevant Program Outcomes (POS) :

+ Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

« Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.

Engineering tools: Apply relevant computer technologies and tools with an understanding of the limition.

» Communication: Communicate effectively in oral and written form.

Competency and Practical Skills :
This practical is expected to develop the following skills in you.

5

%

B3

% To identify different network cable.
% To Prepare straight and crossover network cable.
% To test network cable.

Relevant Course Outcomes:

« Select relevant transmission media and switching technique as per need.

Practical Outcome (POS) :

% Understand Use and color code of network cable.
% Understand use of connecter and crimping tool.
% Understand the procedure to create straight cable and crossover cable.

Relevant Affective domain related outcomes:

» Follow safely measure.
% Follow ethical practices.

Minimum Theoretical Background:
Proposition 1. Straight network cable

*,

“ Itis a type of Ethernet cable used to connect computing devices together directly.

Straight through or patch cables were used to connect from a host network interface controller (a computer
or similar device) to a network switch, hub or router.

Both sides (side A and side B) of cables have wire arrangement with same color.

These are used when connecting Data Terminating Equipment (DTE) to Data Communications Equipment
(DCE)

Concept structure :
PinID Side A Side B

*

o

o

*,
o

.

)
¢

1 Orange - White  Orange - White
- R 2 Orange Orange
I'I“I] 0" Stral Ilt 3 Green - White Green - White
} A PC 4 Blue Blue
Switch 5 Blue - White__ Blue - White
6 Green Green
7 Brown - White Brown - White
8 Brown Brown
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Proposition2. Crossover network cable :

« Itis used to connect two devices of the same type : two computers or two switches to each other.

+ Both sides (side A and side B) of cable have wire arrangement with different color.

% These are used when connecting Data Terminating Equipment (DTE) to Data Terminating Equipment (DTE)
or Data Communications Equipment (DCE) to Data Communications Equipment (DCE).

Concept structure :

H“h or M H“h or 1 Orange - White  Orange - White
Switch Switch | [ 2 Orance Sieiye
3 Green - White Green - White
4 Blue Blue
crnssed 5 Blue - White Blue - White
6 Green Green
Pc Pc 7 Brown - White Brown - White
8 Brown Brown
Color Code

Proposition 3. RJ45 Connector and Crimper:

% RJ45 is a standard type of connector for network cables. RJ45 connectors are most commonly seenwith
Ethernet cables and networks.

% RJ45 connectors feature eight pins to which the wire strands of a cable interface electrically. Standard RJ45
pinouts define the arrangement of the individual wires needed when attaching connectors to a cable.

% A crimping tool is designed to crimp or connect a connector to the end of cable.

» Network cables and phone cables are created using a crimping tool to connect the RJ-45 and RJ-11
connectors to the end of the cable.

o,

o,

= Position 1 at RJ45 jack
Pin 4: Pin &:
Reserved Reserved
Pin 3; Pin 8
Receive + Receive -
Pin 2: Pin7:
Transmit - Reserved
Pin1: Pin 8:
Transmit + I Resened
Crimping tool (Refer color picture 15) RJ45 Pin out (Refer color picture 16)

VIII. Stepwise procedure:
» Prepare straight and crossover cable :

e Cut into the plastic sheath 1 inch from the end of cut cable. The crimping tool has a razor blade that will do

the trick.




Data Communication Computer Network (22414)
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e Unwind it and pair of the similar colors.

(Refer color picture 19)

e Pinch the wires between your fingers and straighten them out.

=3

(Refer color picture 20)
(The wire colors line up to form a standard cat 5 cable)
e Use scissors to make a straight cut across the wires 1/2 Inch from the cut sleeve to the end of the wires
e Push the wires into the connector.

(Refer color picture 21)

e Aview from the top. All the wires are all the way in. There are no short wires.

(Refer color picture 22)
e CRIMPING THE CABLE: carefully place the connector into the Ethernet Crimper and cinch down on the
handles tightly. The copper splicing tabs on the connector will pierce into each of the eight wires. there is also
a locking tab that holds the blue plastic sleeve in place for a tight compression fit. When you remove the cable
from the crimper, the cable is ready to use.

(Refer color picture 23)
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e For a Straight cable, repeat all steps on the other end of the Ethernet cable exactly. For a cross-over cable.
make sure to get the color order right as per given on next page :

Straight Through Wiring Guide
568-B
Connector Connector
A B
Pin 1 Pin 1
Pin 2 Pin 2
Pin 3 Pin 3
Pin 4 Pin 4
Pin5 Pin 5
Pin 6 Pin 6
Pin 7 Pin 7
Pin 8 Pin 8
(Refer color picture 24)
TIA/EIA 568B Crossed Wiring
Connector 1 1 Connector
A 2 2 B
Pin1 Pin 3
Pin 2 3 3 Pin 6
Pin 3 4 4 Pin 1
Pin 4 Pin 7
Pin5 S S Pin 8
Pin 6 6 6 Pin 2
Pin 7 Pin 4
Pin 8 7 7 Pin 5
8 8

(Refer color picture 25)

e Make sure to test the cables using line tester before installing them. An inexpensive Ethernet cabletester
does this quite well

/‘\\
P

(Refer color picture 26)

IX. Resources Required:

UTP/STP cable.

Connector (Mainly RJ45 connector)
Networks toolkit (Mainly Crimping tool.)
Line tester or cable tester.

Computer and Network control devices.

Maharashtra State Board of Technical Education 16
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X Precautions:
e Handle carefully network devices.
e Follow safely Practices

STRAIGHT-THROUGH CROSS-OVER
Wiring Standards Used Wiring Standards Used
T568A T568A T568A T5688B
TX+1 E )1 RX+ TX+1 & 21 TX+
T™* 20 D2 RX- T 2 S 2 ™%
RX+ 3 @ — 13 TX+ RX+ 3 \ ) 3 RX+
4 I 4 4 4
51 5 5 \ 5
RX- 6 I 6 TX- RX- 6 S 6 Rx-
7L — )7 70 — Y7
§ DT 8 ty K
PC SWITCH PC PC

or ROUTER

Connections for network cable (Refer color picture 17)

Xl Results:

e Prepare straight network and crossover network cable and write the name of color of each pins of bothside
in the table on next page :

Pin no./id Straight cable Crossover cable

Side A Side B Side A Side B

1 Orange-white Orange-white

Maharashtra State Board of Technical Education 17
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X1l Question for confirmation of learning:

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)

.0

% State the purpose to prepare straight network cable.

x4

State the purpose to prepare crossover network cable.

*,

x4

State the purpose to use RJ45 connector.

*,

°

Give the names of RJ45 pinout for each pin along with pin number.

X111 Conclusion:

% To connect switch to switch...................... (Straight/Crossover) cable is used.
% UTP cables consist of................. (2/418) pairs.
% In crossover cable colors at both sides of cable are.................. (Same/different)
“ Complete the following table by writing type of the cable required to connect two devices.
Device Switch Router computer
Switch Straight
Router
Computer
XV Exercise :

(Teacher shall form a group form a group of 4-5 students each. Each group shall perform only one activity
from list provided below. Teacher shall supervise)

% Student shall draw the diagrams to show cable connections for straight and crossover cable.
% Student shall prepare straight and crossover cable and use to connect different devices.
% Student shall draw color codes for straight and crossover cable

XIV Industrial Applications:

% To form network by physically connection networking devices to each other using transmission media.
» To solve the problem if two devices are not properly physically connected to each other.

XVI Questions:

Write answers to Q Q Q (Teacher shall allot the questions)
Give the use of transmission media.

List out types of twisted pair cables.

What is a use of straight network cable?

What is a use of crossover network cable?

Give any 2 examples of data terminating equipment.
Which tool is used to test network cable?

o

B3

R T o
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7. State the use of connector and give the name of connector used in laboratory.
8. Give the use of Crimping tool.

9. Give the meaning of TX and RX used for connector.

10. Write the category of UTP/STP cable along with its specifications.

11. If user want to connect 3 computers to each other then list out which components required with quantity.

12. What is the difference between straight cable and crossed cable w.r.t order of wires?
13.What is the meaning of RJ?

Space of Answers
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Practical No: 3
Connect computer using given topology with wired media.

l. Practical Significance :

a. Student should be able to connect computers of laboratory in star topology using transmission media and
network control devices.

Il. Relevant Program Outcomes (POS) :
+ Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

» Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.

Engineering tools: Apply relevant computer technologies and tools with an understanding of the limitation.
Communication: Communicate effectively in oral and written form.
I1l. Competency and Practical Skills :
« Ability to identify types of network topology.
« Ability to from star topology in laboratory.
« Ability to connect computers in star topology.
IV. Relevant Course Outcomes:

+ Configure various networking devices.

V. Practical Outcome (POS) :

% Understand Concept of topology and its copy.

« Understand structure of different topologies.

% Understand to create Local area network using star topology.
V1. Relevant Affective domain related outcomes :

% Follow safely measure.

% Follow ethical practices.

R/
0‘0
K/
0‘0

Star topology using Switch / Hub
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VI1. Minimum Theoretical Background :
Proposition 1. Protocol

% Itis the physical layout or fashion in which computers of a small area are connected to each other.
“ There are two types of the topology.
r Physical topology :
0 It refers to the placement of the various network's components, including device location and cable
installation.
0 The shape of the cabling layout used to link devices is called the physical topology of the network.
This refers to the layout of cabling, the locations of nodes, and the interconnections between the
nodes and the cabling.
r Logical topology :
0 It shows how data flows within a network, regardless of its physical design.
0 If often closely associated with Media Access Control methods and protocols. Logical topologies are
able to be dynamically reconfigured by special types of equipment such as routers and switches
Concept structure :
Network topology

1

Physical Logical
Components Data flows
arrangements in network

Proposition2. TCP/IP :

Transmission Control protocol/Internet Protocol, used to connect computers on the internet or network.
TCPI/IP is built into the UNIX operating system and is used by the Internet, making it the de facto standard
for transmitting data over networks.

K/
0‘0
K/
0‘0

Proposition 2. Topology types :

*,

% Following are different types of topology which mainly used to connect computers with each other toform
a network.
r Bus topology :

0 A bus topology consists of main System Bus with a terminator at each end in which all
computers (node) are connected to the cable.

0 A signal from the source travels in both directions to all computers connected on the bus cable
until it finds the intended recipient. If the computer address does not match the intended address
for the data, the computer ignores the data.

Concept structure :

] S
3|
FAies e

'_L:L.—..LJ_

e

A
Terminator -
|

Bus topology (Refer color picture 32)
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ORing topology :
[ Inthis all the computers (nodes) are connected to each-other in such a way that they make a
closed loop.
0 Each computer is connected to two other components on either side, and it communicated with
these two adjacent neighbors. Data is sent around the ring until it reaches its final destination.
Concept structure :

Computer

Flow of
message

»

Computer

Bus topology (Refer color picture 32)
C Mesh topology :
« This topology employs either or two schemes, called full mesh and partial mesh.

+« In the full mesh topology, each computer is connected directly to each of the others. In the partial
mesh topology. some computers are connected to all the others, and some are connected only to
those other nodes with which they exchange the most data.

« If there are n computers, there will be (n x (n-1)) , 2 cables in the network. For examples, if you
have five computers in a mesh network, it will use 5 x (5 - 1) , 2, which equals 10 cables.
Concept structure :

Computer

Computer

o

R o
Computer

Mesh topology (Refer color picture 34)

Maharashtra State Board of Technical Education 24



Data Communication Computer Network (22414)

C Star topology :

+ In this every node (computer workstation or any other peripheral) is connected to central node or
device called hub or switch)

+ All the data on the star topology passes through the central device before reaching the intended
destination.

« a hub forwards data packets to all the ports. A switch is more intelligent. It recognizes which
computer is connected to which port based on the MAC address and saves this information in a
table. When a switch receives a data packet, it determines the recipient and forwards the packet to
the correct computer.

+« An advantage of the star topology is the simplicity of adding additional nodes. The primary
disadvantage of the star topology is that the hub/switch represents a single point of failure.

« Extended Star topology uses the star topology to be created. It links individual stars together by
linking the hubs/switches. this will extend the length of the network.

Concept structure :

Star topology

VIII. Stepwise procedure :

% Teacher shall explain structure, advantage and disadvantage of each topology.

>

Physical formation of star topology :

e Power on the computers that want to connect in star topology and confirm whether operating
system and NIC card is properly worked.

e  Power on the central device i.e. switch or hub.

e Take cable and connect one end of one cable to port of the switch or hub and connect the other
end of the same cable to computer's NIC port.

e The lights on port of the switch or hub and computer's NIC port should turn on. (On somedevices,
the lights will flicker on and off; this is normal activity.)

e This is the physical formation of star topology.

IX. Resources Required :
e A set of computers with updated configuration.
e Switch / Hub
e Transmission media and connector

X Precautions :

e Handle carefully network devices.

e Follow safely Practices

Maharashtra State Board of Technical Education 25



Data Communication Computer Network (22414)

e Check workgroup of computer or write name of workgroup under which all computers are connected to each
other.

x|
Windows uses the following information to identify your computer
on the network. You can change the name and the membership of this
computer. Changes might affect access to network resources.
Computer description: More information
Fora(ample "Kitchen Computer” or "Mary's
CO“WH B

7 y Computer name:
Full computer name: Brink-PC IDEMOSERVER
Workgroup: WORKGROUP

Full computer name:
T zand t domain , click DEMOSERVER
omeaI\nDn 0 join @ or workgroup
R et —_—
" Domain:
& Workgroup:
IDEMO
[ ok ] cance |
e Assign IP address to computer using TCP/IP configuration.
g Internet Protocol Version 4 (TCP/IPv4) Properties ||~z

|

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 .168 . 1 . 100
Subnet mask: 255 .255 .255. 0O
Default gateway: 192 .168. 1 . 1

Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DNS server: 88Nz B85 8

Alternate DNS server:

validate settings upon exit RS S

Note :
1. The computers connected to switch or Hub must come under same workgroup.
2. IP address of each computer must be unique.

e Use ping command to check whether computer connected in network.
e  Once whole network is formed, then go to Network and check whether All computers are
connected in network or not.
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Xl Results :

e Student shall connect computer in star topology in a laboratory and write the information for following things

in the given table as per observations:

Name of computer

Physical address

IP address

Name of workgroup

Port number of switch/hub where one

of computer's NIC port is connected

Total number of computers connected

In star topology

X1l Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
« Define topology.

« List out types of topology

% How to Check whatever physical formation of star topology completed or not?

X111 Conclusion :

% Components arrangement in network done in (Physical/Logical) topology.

% In the laboratory computer is connected to (hub/switch) with ports to from star topology.

% How many cables are required to connect 4 computers using following topologies?
a. Bus - b. Ring - c. Star - d. Mesh -

“  Which topology is preferred if used want to connect 3 computers to each other? Why?

XIV Industrial Application :

/7

% Industrial systems usually consist of two or more devices. As industrial system get larger, we

must consider the topology to form network
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For most network used for industrial applications. user can use hybrid topology which is combination of
star and bus topology to create larger network of hundreds, thousands of devices.

User can configure many popular networks such as Ethernet, Device Net, Probfibus, CAN using star
topology depending on application requirements.

XVI Questions :

Write answers to Q Q Q (Teacher shall allot the questions)

© O N TR DR

e N
A wDd PR O

[T
o

What is Network topology?

What is use of physical and logical topology?

Which topology required terminator at both the ends of cable?

State why topology required in laboratory.

List out names of transmission media and network devices required to form star topology.
Give advantage and disadvantage of bus topology.

Give advantage and disadvantage of ring topology.

Give advantage and disadvantage of star topology.

Give advantage and disadvantage of mesh topology.

Give the meaning of extended star topology.

. What is difference between hub and witch?

Give the use of NIC card. Is it required to connect computers in star topology.

Give the name of command which use to check whatever computer connected in network or not.
Which is the best topology to be implemented in laboratory of 20 computers in terms of cables, money
and failure of computer?

Write a formula to calculate how many cables are required to connect n computers in mesh topology?
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Practical No: 4

Connect Computers Using Wireless Media

l. Practical Significance :
Student should be able to connect Computers using wireless media.
Il.  Relevant Program Outcomes (POS) :

<> Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

<> Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.

<> Engineering tools: Apply relevant computer technologies and tools with an understanding of the limitation.
<> Communication: Communicate effectively in oral and written form.

I11. Competency and Practical Skills :
This practical is expected to develop the following skills in you.

<> To create simple wireless network.
<> To configure the Wireless router.
<> To create wireless access point.

IV. Relevant Course Outcomes:
Analyze the functioning of data communication and computer network.

v Practical Outcome (POS) :

Understand working of wireless network.
Understand concept of wireless access point.

V1. Relevant Affective domain related outcomes:

X3 Follow safely measure.

3 Follow ethical practices.

VII. Minimum Theoretical Background:
Proposition 1. Wireless Network

A wireless network is type of computer network that uses wireless data connections for connecting
network nodes. Wireless networking is a method by which homes, telecommunications networks and enterprise
installations avoid the costly process of introducing cables and other networking devices into building.

Wireless telecommunication networks are generally implemented and administered using radio
communication. This implementation takes place at the physical layer of the OSI model network structure. Example of
wireless network includes cell phone networks, Wi-Fi local networks and terrestrial microwave networks.
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Proposition 2. Wireless personal area Network

Wireless personal area network (WPAN) interconnect devices within a relatively small area that is generally
within a person’s reach. For example, both Bluetooth radio and invisible infrared light provides a WPAN for

interconnecting a headset to a laptop.

Proposition 3. Ad-hoc wireless network:

A wireless ad hoc network is decentralized type of wireless network. The network is ad-hoc because it does
not rely on preexisting infrastructure, such as routers in wired networks or access points in managed wireless
networks. In ad hoc wireless network each node participates in routing by forwarding data for other nodes.
Determination of which nodes forward data is made dynamically on the basis of network connectivity. In addition
to the classic routing, ad hoc networks can use flooding for forwarding data. The physical size of the network is
determined by the maximum reliable propagation range of the radio signals. Ad-hoc wireless network are suited

for temporary situations such as meetings and correctness.

Laptop 2
Wireless
Connection 1,, | . Wireless Laptop 4
PDA1 .7/ .° qu\mecnon : Wireless X
- ‘ o~ ' s i Ry ——— 73
L Windess 3 Commecrins:~ M. s, Walew
Connection 3/ M T e | :\:‘g\onnecnon 0
= ) ¢ . >
\ ,’:'. 50 W ueless' : I
\ L | . Connection 8 i
\ ’ ‘
Wireless') ¢ DEen aER 3 o & U
Connection2', [ || _.-7. «-~~ e i 8 ) ’g
\ .-~ Wireless ] R ) R v
& Connection 4 Wireless >~ - - A Laptop 3
Connection 7 ~~~. { -7 Wireless
Laptop 1 Connection 9
PDA2

Proposition 4: Wireless network adapter
A wireless network adapter allows a computing device to join a wireless LAN. Wireless network adapter

Contain a built- in radio transmitter and receiver. Each adapter supports one or more of the Wi-Fi

standards.

Proposition 5: Wireless access point:

A wireless access point is a device that allows wireless devices to connect to a wired network using Wi-

Fi or related standards. The Wireless access point usually connects to a router (via a wired network) as a standalone
device. It can also be an integral component of the router itself. The access point(AP) can also act as a repeater for

wireless nodes, effectively doubling the maximum possible distance between nodes.

Maharashtra State Board of Technical Education 33



Data Communication Computer Network (22414)

Proposition 5: Cellular Network:

A cellular Network or mobile network is a radio network distributed over land areas called cells. Each area is served by
at least one fixed location transceiver, known as a cell site or base station. In a cellular network, each cell
characteristically uses a different set of radio frequencies from all their immediate neighboring cells to avoid any
interference. When joined together these cells provide radio coverage over wide geographic area. This enables a large
number of portable transceivers to communicate with each other and with fixed transceivers and telephones anywhere
in the network, via base stations, even if some of the transceivers are moving through more than one cell during
transmission.

VII. Stepwise Procedure:
Configuring wireless Access points:

1. Connect WAN/internet port of wireless router to modem using network cable.
2. Connect at least one computer via Ethernet i.e. network cable.
3. Find the IP address of the router.
4. Open a web browser on the computer that is connected to the router. Enter IP address of the router into the
address bar and press enter.
5. In order to access the configuration page a valid username and password is required. Username and password
varies from model to model, but should be printed the or in the documentation.
» The most typical username is “admin”. The most typical passwords are "admin” and “password”.
» Many routers will only require a username and a blank password, and some allow leaving all fields blank.
» If username and password is not found then search for router model online to see the default login. If it

has been changed ,press the RESET button on the back of the router for 10 seconds to restore factory
defaults.

6. After log in into router, router’s main menu or status or status screen shall be displayed. There will be several
options to choose from. The wireless section will allow setting up your wireless network.

7. In the wireless section a field labeled SSID or Name is available. Enter a unique name for wireless network. This is
what other devices will see when scanning for networks. Check the box to enable SSID broadcast. This will
essentially “turn on” the wireless network.

8. Choose from the list of available security options.
» For the best security, choose WPA2-PSK as the encryption method. This is the most difficult security
to crack, and will give you the most protection from hackers and intruders.

9. Once security method is chosen enter in a passphrase for the network.

» Password should be a difficult, with a combination of letters, numbers and symbols. Don’t use any
password that could be easily deduced from your network name or from knowing you.

10. Once finished naming and securing your wireless network click the Apply or save button .The changes will be
applied to router, which may take a few moments .Once the router has finished resetting, wireless network will be
enabled.

11. Scan for the wireless network from a computer, tablet or smart phone. On any device that supports wireless
networks.
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12. Select wireless network and it will prompt for the passphrase.

13. Enter wireless passphrase. Device will be automatically connected to the wireless network. The network will be

stored in devices memory and will automatically connect whenever within range.

VIIl. Resources Required:

e A set of computers with updated configuration.
e \Wireless router, wireless network adapter.
e Mobile, modem

IX Precautions:

e Handle carefully network devices.
e Follow safely Practices.

X. Question for confirmation of learning :
“ What is wireless access point?

% What is WPAN?

“ Which are different security options available within configuring router?

X1 Conclusion:

1. Wireless network is more preferable in

2. Advantages of wireless network are
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XII. Questions:
Write answers to Q Q Q

What is wireless network?
What is ad-hoc network?

What is flooding?
Compare wireless network with wired network?

List the advantages of wireless networking?
What is wireless network adapter?

What is wireless network adapter?

Explain how cellular networking works?

N O RrON R

(Teacher shall allot the questions)
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Practical No: 5
Write a C Program for CRC Error Detection

l. Practical Significance :
Student should be able to write a C program for error detection.
Il.  Relevant Program Outcomes (POS) :

<> Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
<> Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
<> Engineering tools: Apply relevant computer technologies and tools with an understanding of the limition.
<> Communication: Communicate effectively in oral and written form.
I11. Competency and Practical Skills:

This practical is expected to develop the following skills in you.
3 To write a C program for CRC error detection.

3 To gain knowledge about CRC.

IV. Relevant Course Outcomes:
Analyze the transmission errors with respect to IEEE standatrds.

v Practical Outcome (POS) :

Understand working of CRC.
Understand concept of CRC.

V1. Relevant Affective domain related outcomes:
Follow safely measure.

5

*

<

< Follow ethical practices.
VII. Minimum Theoretical Background:

Proposition 1. Cyclic Redundancy Check (CRC)

A cycle redundancy check (CRC) in C programming is an error detecting commonly used in storage devices, etc.
Block of data is entered and is checked and it is based on if the remainder is 0 or not and if it is not found to be
zero then an error is detected in the code. CRCs are popular because they are simple to implement in binary
hardware. CRCs basically are used as xor operation is performed between two numbers if remainder is zero then

no error if it's not zero then error is detected.

VII. Stepwise Procedure:

1. Include “Stdio.h”and “conio.h”

2. Input first number (dividend) in array n [] usually larger number.

3. Input second number in array div [] smaller than the first number.

4. After input of both numbers few zeros(0) are added at the end of first array(n[])and number of zeros are equal to
the number of digits in divisor-1.
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File Edit Search Run Compile Debug € Window Hely

void main()

{

int i,f[20],n[50],divI[501], j,temp,quotient(20],z[10];
clrscr();

printf ( )

for(i=0;i<8;i++)

{

scanf ( ;&nlil);

y&divlil):

for(i=8;i<12;i++)

{

nlil=0;

¥ CodeWithC.com i

F1 Help FZ Save F3 Open Alt-F9 Compile F9 Make F10 Menu

= File Edit Search Run Compile Debug
[n]

¥
for(i=8;i<12;i++)
{

nlil=0;

¥
for(i=0;i<8;i++)
{

temp=i;
if(nlil==1)

{

for (j=0; j<4; j++)
{

if (ltempl==divl jl)
inltempl=0;
fLjl1=0:%

else

inltempl=1;
fLjl=1:%
temp=temp+1;

¥ CodeWithC.com,
36:12 m— -

F1 Help F2 Save F3 Open Alt-F9 Compile F9 Make F10 Menu
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= File Edit Search Run Co

I
fLjl=1:}

temp=temp+1;

¥

quotient[il=1;

¥

else

quotient[il=0;

¥

printf (

for(i=0;i<8;i++)

printf ( yquotientlil);

HAESD

RISIDF

VII.  Resources Required:

e A set of computers with updated configuration.
e Turbo c.
e Transmission media and connector.

V111 Precautions:

e Handle carefully network devices.

Follow safely Practices.

IX. Question for confirmation of learning:

< What is CRC?

F9 Make F10 Menu

CodeWithC.com 1

++» How to check error with CRC.

% Explain importance of CRC.
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Practical No: 6

Create a Network Using Bluetooth

l. Practical Significance :
Student should be able to create a network using Bluetooth.
Il. Relevant Program Outcomes (POS) :

<> Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
<> Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
<> Engineering tools: Apply relevant computer technologies and tools with an understanding of the limition.
<> Communication: Communicate effectively in oral and written form.
I11. Competency and Practical Skills:

This practical is expected to develop the following skills in you.
<> To create a network using Bluetooth.

<> To gain knowledge about wireless network.

IV. Relevant Course Outcomes:

Analyze functioning of data communication and computer network.

v Practical Outcome (POS) :

Understand working of Bluetooth.
Understand concept of wireless network and Bluetooth.

V1. Relevant Affective domain related outcomes:

<> Follow safely measure.
<> Follow ethical practices.

VII. Minimum Theoretical Background:

Proposition 1. Piconet

A piconet is the type of connection that is formed between two or more Bluetooth-enabled devices such as modern
cell phones or PDAs. Bluetooth enabled devices are "peer units" in that they are able to act as either master
or slave. However, when a piconet is formed between two or more devices, one device takes the role of the 'master’,
and all other devices assume a 'slave’ role for synchronization reasons. Piconets have a 7 member address space (3
bits, with zero reserved for broadcast), which limits the maximum size of a piconet to 8 devices, i.e. 1 master and 7
slaves.

Proposition 2. Scatternet

A scatternet is a number of interconnected piconets that supports communication between more than 8 devices.
Scatternets can be formed when a member of one piconet (either the master or one of the slaves) elects to participate
as a slave in a second, separate piconet. The device participating in both piconets can relay data between m embers
of both ad hoc networks. However, the basic Bluetooth protocol does not support this relaying - the host software of
each device would need to manage it. Using this approach, it is possible to join together numerous piconets into a large
scatternet, and to expand the physical size of the network beyond Bluetooth's limited range.
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VIIl. Stepwise Procedure:

Turn on the Bluetooth of the mobile device. You can locate the Bluetooth on and off button on the “Settings” menu of
the device.

Go to the “Start” menu of the PC and click on “Control Panel.”
Look for the option “Add device” and click on it.

Search for the other device.

Pair the computer to the mobile device.

VIl. Resources Required:

e A set of computers with updated configuration.
e Mobile phone.
e Transmission media and connector.

VIIl. Precautions:
e Handle carefully network devices.

Follow safely Practices.

XI11. Questions:

1. What is wireless network?
2.  What is piconet?
3.  What is scatternet?
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Practical No: 7
Share a Printer and Folder in Network

l. Practical Significance :
a. Student will learn to share a Printer and folder in network.

Il. Relevant Program Outcomes (POS) :

+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.

Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

Communication : Communicate effectively in oral and written form.

I1l. Competency and Practical Skills :
» Ability to share printer in network.

5

%

5

*

B3

B3

» Ability to share folder and file in network.
IV. Relevant Course Outcomes :

% Configure various networking devices resources required.

V. Practical Outcome (POS) :

» Understand use of resource sharing.

B3

B3

» Understand use of printer and folders in network.

V1. Relevant Affective domain related outcomes :
» Follow safely measure.

*

o

.

*

» Follow ethical practices.

*,

-
-
g
CLENT ds
int I
5 &
& —_ Bl Ss s
: Sends —_ b
CLENT © Prinyob 3 ‘ -
==
— 4 3 2

Printer Queue / Ordered Line
(First come First Served)

1"
RN Y

‘ Sends Print 0P ‘

Job
Print

Sends

Star topology using Switch / Hub
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Note : Print Server is local system on which printer is installed.

e S Folder Sharing >

VI1. Minimum Theoretical Background :
Proposition 1. Resource
% A resource, or system resource, is any physical or virtual component of limited availability within a
computer system.

» Every device connected to a computer system is resource and every internal system component is alsoa
resource.

% Major resource types are CPU time, Fandom access memory, Hard disk space, Network throughput,
Electrical power, External Devices, Input/output operations.

¥ Virtual system resources include files, network connections and memory areas, whereas a physical
resource includes printer, scanner, fax machine etc.

Concept structure :

System Resource

'
! '

Physical Viltual
Printer Scanner Fax machine Memory Files CPU time

Proposition2. Resource Sharing :

5

*

A shared resource or network share is a device or piece of information on a computer that can be remotely
accessed from another computer typically via a local area network or an enterprises Intranet, transparently
as if it were a resource in the local machine.

Example are shared file access (also known as disk sharing adn folder sharing), shared printeracces
(printer sharing). shared scanner access, etc.

Resource sharing means reduction in hardware costs. Shared files mean reduction in memory
requirement, which indirectly means reduction in file storage expenses.

A network share can become a security liability when access to the shared files is gained (often by

devious means) by those who should not have access to them. many computer worms have
Concept structure :

RY
0.0

RY
0.0

RY
0.0

,ﬂé-
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Proposition 3. Printer and folder Sharing :

% Printer sharing is feature which allows you to access and use a printer from other computers in network.

% If there are employees in ans organization, each having their own computer, they will require ten printers if
they want to use the resource at the same time. Printer sharing allows accessing the computers that can be
interconnected using a network, and just one printer can efficiently provide the services to all ten users.

% Folder sharing is the public or private sharing of computer data or space in a network with variouslevels
of access privilege.

« Auser sitting at one computer that is connected to network can easily se files present on another computers,
provided he is authorized to do so. This saves him/her the hassle of carrying a storage device every time
data needs to be transported form one system to another system.

Concept structure :

VIII. Stepwise procedure :
» Share Printer in Network :
e Ensure Windows Files and Printer Sharing services are enabled on the computer before
beginning this procedure.
e On the Windows 7 computer goes into Start / Network and Sharing Center then click on
Change advanced sharing settings.

Network and Sharing Center Cantrol Panel Howe

. Yltw network status and tasks = Connect to a network Chatige sdephir seihe
View network computers and devices Ch = od shast
Add & wireless device to the network e - -

e You will want to verity the following settings under File and Printer sharing

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(@ Turn on network discovery
Turn on automatic setup of network connected devices.
(O Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

@ Turn on file and printer sharing
(O Turn off file and printer sharing

HomeGroup connections
Typically, Windows manages the connections to other homegroup computers. But if you have the
same user accounts and passwords on all of your computers, you can have HomeGroup use your
account instead.

(@ Allow Windows to manage homegroup connections (recommended)
(O Use user accounts and passwords to connect to other computers

Guest or Public

All Networks
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e On the computer that is wired to the printer (Called that host computer), open Printers and Faxes option

form the Start menu.

e In the list of printers and faxes, select (single click) the icon for a printer you wish to share and select printer

properties option.

5 » Control Panel » Hardware and Scund » Devices and Printers v | 45 || Search Devices ond Printers

Add a dence Add » panter See what's peinting Priet server peoperties Remeove device

# Devices (3)
CANON-PC EIZ0 USE LCD-ALS3V

=
KEVBOARD/MCU
SE

4 Printers and Faxes (3)

Cancn iP4700 = T s
series See what's printing iter
| ¥ Setasdefault printer
Prin erences
Printer properties
Create shorteut
Ca Teoubleshoct fauk Status: 0 documentis) in queue
1 ‘ Remove devics iP4700 series

| T

= v

e In the Printer properties window, click on the Sharing tab and select the Share this printer radio button. In the
Share name field, enter a descriptive name for the printer : This is the identifier that will be shown to other

devices on the local network when they make connections. Click OK or Apply to complete this step.

- =
| 2 LAB C115 Poster Printer Properties

i General Sharing l Ports l Advanced

u/ If you share this printer, only users on your network with a username

%7  and password for this computer can print to it. The printer will not

be available when the computer sleeps. To change these settings,
Network and Sharing Center;

use the

1% Change Sharing Options

q Share this printer

Share name: I C115Poster

¥ Render print jobs on client computers

Drivers
Ifthis printer 1s shared with users running different versions of
Windows, you may want to install additional drivers, so thatthe
users do not have to find the print driverwhen they connect to the

shared printer,
Additional Drivers,., I

[ ok | cCance | sosb
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e To test sharing is configured properly for this printer, attempt to access it from a different computer on the

local network.

e To set up the shared printer in other computer you will need to go into Devices and printers form the start

menu and click on the Add Printer Wizard.

( ’u Im » Control Panel » Hardware and Sound » Devices and Printers »
Add a device Add a printer
Windows can display enhanced device icons and information from the Internet. Click to change...

4 Devices (6)

NN

Keyboard Mouse
4 Printers and Faxes (5)

=
Microsoft XPS Send To \M) ITS-1 on WO-ITS-2 on
Document Writer  OneNote 2010 HLSPRNT2 HLSPRT3.law.har
vard.edu

11 items
®

v [ 49 | [ Search Devices and Printers

TRl

DELL 1909W DELL 1909W Dell USB Entry SAMSUNG SM-G USB Optical W7FL75YQ1

e Select option add Network, Wireless or Bluetooth printer

- _—
O @ rr o e -

Choose a local or network printer

< Add alocal printer
Use this option only if you don't have a USB pri {Wind

installs USB printers when you plug them in.)

< Add a network, wireless or Bluetooth printer

or wireless printer is turned on.

Make sure that your computer is connected to the network, or that your Bluetooth

et | [ Goncel ]

e After searching if that printer is available in the list then click on that name otherwise click on the printer that

| want isn't listed option.

=% Add Primter x|
&5 = Addernter
No printers were found.
Printer Name | Address
I | Search again
> The printer that I want isn't ksted I
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e Then click on radio button select printer by name and enter information of share printer name with computer

name and click on next

Find a printer by other options

(@) Select a shared printer by name

\\vostro\Canon Inkjet MP830 Series

| Browse.. |

(O AddaBI

(O Add a printer using a TCP/IP address or hostname

etooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

e Now share printer is added to your computer and you can access remotely or set as default printer.

Note :

e For other devices to access the shared printer, the host computer must be powered on and connectedto

the local network.

» Share Folder in nework :

e Create afolder for sharing : New a folder in your personal computer or a file server. Put all
your folders, documens and files that you want to share in the folder.

. » Computer » Work (E:) » sharefolder »

File Edit View

Tools Help

Organize -

»& Favorites
Bl Desktop

~w Libraries
@’ Music

|e==| Pictures
=}l Subwversion
sl Thunder
B videos

Homegrou
g P

|8

# Downloads
%=l Recent Places

711 Documents

a1l NetworkThunder

1 item

Include in library «

-

Name

.. share a folder

Share with - Burn

-

New folder

Date modified

201277727 13:35

View
Sort by

Group by
Refresh

Customize this folder...

Paste
Paste shortcut
Undo Move

Share with

SVN Checkout...
TortoiseSVN

Groove Folder Synchronization

Properties

Ctri+Z
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0 Right click the folder and click Properties at the bottom of the context menu.

suter » Work (E:) » sharefolder »
— e —————————————————————————————————————— .,
>ols Help

le in library — Share with - Burn New folder
o Name = Date modified
.. share a folder 201277 /27 13:35
E View B
Sort by >
Group by >
=5 Refresh

Customize this folder...

Paste
Paste shortcut

Undo Move Ctri+Z
Share with >
; - @] SVN Checkout...
A  TortoiseSVIN >
= er Synchronization >
' >

Properties

0 Click "Advanced Sharing..." on the "Sharing" tab

2 R
. smb Properties g

| Genetdl Sharing ISecumy | Previous Versions | Customize |

Network File and Folder Sharing

smb
l ) Shared
Network Path:

SAWWINT-EN-PAN\Users \UserD1\Desktop“smb

Advanced Sharing

Set custom pemmissions, create multiple shares, and set other
advanced sharing options.

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting. use the Networkk and Sharing Center.

( oK | [ cancel | Apply
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o Click "Share this folder" in the Advanced Sharing window.

- Folder Properties >

Advanced Sharing >=<

=lshare this folder
Settings
Share name:
| Folder |

Limit the number of simultaneous users to: 20 =

ts:

[ Bermissions | | caching |

[ Qose | [ Gancel | [ &se |

0 Click Permissions button to assign permissions for a user or group you want to share the folder with. The
default setting permission is Read only. Here check "Full Control" to assign full to access permissions for
"Everyone." If you can't find "Everyone", click "Add" button to find it.

n Permissions for Sample Reports [
Share Permissions '

=)

Group or user names:

um

Pemissions for Everyone
Full Control

Change

Read

Select this object type:

llbus.(imps.a&lhmlypriwds ‘ IgaedTypu |
From this location:

HANHDELL | Locations... |
Enter the object names to select (examples):

| Check Names
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0 Click find Now button, select the user or group form the search results, click OK and back to the previous
"Permissions for share folder" Window.

YANG

[ Comman Guedes |

Name [Starts wath ~| |

Description ] Starts with ~ ‘ |

[] Disabled accounts

[] Non expiring password

Days since last logon: |

0 Check Full Control for the new user or group. Click Apply and OK. Then click apply and OK on Advanced
Sharing window.

General | Share Permissions | Security |

Group or user names:

e

3 backup [server\backup)
aAdministralots [server\Administrators)
82, Users (server\Users)

Permissions for Everyone
Full Control

Change

Read

0 Click Share button on the Properties window and then choose the new user or group hame form the drop
down list and click Add.

Then click "Share"->"Close" and your folder is shared on Network now.
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IX. Resources Required :
e A set of computers with updated configuration.
e Network of computer of above configuration.
e Printer

IX Precautions :

e Follow safety practices.
e Handle networking devices carefully.

X  Results :

e Student shall connect computer in star topology in a laboratory and write the information for following things

in the given table as per observations:

Total Printers available in Laboratory

Name of System on which printer
locally installed

Name of the printer that shared
In network

Name of Folder with full path that
shared in network

X1 Practical related questions :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
% Write names of various system resources?

% what is use of Printer and Folder sharing in laboratory?

% How to check is a printer or folder shared in a network.

XIl Conclusion :

s A Printer is type of (Physical/Virtual) resource.
% Aresource can be share if two systems are in (Same laboratory/Network)
< Within small organization resources shared in (Internet/Internet)

% State the types of different files that are shared in a network using folder sharing.
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X1 Industrial Application :

* Inindustry access to remote information is possible which involves interaction between a user and
remote database on the network irrespective of the physical location of he resource and he user.

« Itis an important financial aspect for organizations because it saves money and useful for person
communication like e-mail.

« Resource sharing provides high reliability by having alternative source of data.

XV. Questions:

Write answers to Q Q Q (Teacher shall allot the questions)

Define Network.

Which are features of computer network?

Define system resource.

Give the examples of physical and virtual resource.
Define resource sharing and state its needs.

Enlist the different network devices use in laboratory.
Give advantage and disadvantages of Printer sharing.
Give advantages and disadvantages of folder sharing.

© O N TR ODNRE

How security is measure issue in resource sharing?

[EEN
©

How firewall can be used to maintain security of resources that are shared in network?

[EEN
=

Which are different privileges associated with folder?

[EEN
N

Give 2 pointes difference between folder sharing and file sharing w.r.t. meaning and security.
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List of Student Team Member

Marks Obtained

Process Related (15)

Product Related (10)

Total (25)

Dated Signature
of Teacher
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VI.

Practical No : 8

Install Operating System Windows Server 2008

Practical Significance :
a. Student should be able to install windows server 2008.
Relevant Program Outcomes (POS) :
IP Address, Classfull addressing scheme, Classless addressing scheme.
Competency and Practical Skills :
« Ability to install the network Operating System,
+ Ability to work with the Networking Operating System.
Relevant Course Outcomes :
« Analyze the functioning of data communication and computer network.
Practical Outcome (POS) :

» Understand working of Windows 2008 server.
» Compare the server based/Nework operation system with Desktop Operating System.

*

o

.

*

b

Relevant Affective domain related outcomes:
» Follow safely measure.

.

*

b

.

*

» Follow ethical practices.

b

VII. Minimum Theoretical Background :

Proposition 1. Network Operating System (NOS)

K/

% Network Operating System is software that implements computer networking oriented operating system. It
includes special functions for connecting computers and devices into a local-area network (LAN). Some
operating systems. such as UNIX and he mac OS, have networking functions builtin.

The term Network Operating System can also be referred as software that enhances a basic operating
system by adding networking features.

For example, Operating System that runs on a server and enables the server to manage data, users,
grops, security, applications, and other networking functions is a Network Operating System.

It is designed to allow shared file and printer access among multiple computers in a network. Novell
Netware, Artisoft's LANtastic, Microsoft Windows Server, and Windows NT are examples of an NOS.

VIII. Stepwise procedure :

1. Insert Windows Server 2008 Installation media into your DVD drive.
2. Reboot the computer.
3. Windows Server 2008 installation files will start loading automatically.

is loading files...
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4. Select the appropriate Language and Press Next.

v Windows Setup [ @ ==

2@ Windows

Language to install mwm) ) ' e g

Time and currency format: FREIETN{ENTINCETETSS)

Keyboard or input method: il

ces and click "Next” to continue.

5. Press Install Now to begin the installation process.

% Install Windows [

-
Windows 7
B e

What to know before installing Windows
Repair your computer

Copyright © 2009 Microsoft Corporation. All rights reserved.

6. Enter Product ID in the window Note : For automatically activation Windows server 2008 clicks next and
wait for installation finishes.

Q £ Install Windows 1 \ e

Type your product key for activation

You can find your product key on your computer or on the installation disc holder inside the
Windows package. Although you are not required to enter your product key now to install, failure
to enter it may result in the loss of data, information, and programs. You may be required to
purchase another edition of Windows. We strongly advise that you enter your product identification
key now.

The product key sticker looks like this:

-
JEMCICNON = 000N = MMM = MMMNN = XXX

Product key (dashes will be added automatically): k
| =

[V Automatically activate Windows when I'm online

What is activation?

Read our privacy statement
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7. If product ID is not available right now, then leave the box empty, and click next. Provide the ProductID
later, after the server installation is over. Press No.

ERTTEEEE N

Type your product

f Install Windows

N
You can find your " Do you wmwmywmusm?
.Oo " ‘”‘...:"‘.n: I you choose NOt 10 enter the product Key Now, You Mmight need to resnstall
" m"m Windows lster snd potentafly lose dets. sformstion snd programs. or you might
It dic ation key mow. need o p o Vieee.

Thwe product hey wticker I

Eroduct key (deshes waill be added )
| -
T Astomaticaily sctivate Windows wihen T online

Whaet i scbvation’?

e
Reed sur privecy statement | “__]

8. Select Appropriate Option

Grmw— | L SR w ==

Select the edition of Windows that you purchased

Windows Server 2008 Standard (Full Installation)
Windows Server 2008 Enterpnse (Full Installation)
Windows Server 2008 Datacenter (Full installation)
Windows Server 2008 Standard (Server Core Installation)

Windows Server 2008 Datacenter (Server Core Installation)

If you enter your product key, Windows can :mom&clb, determine which edition you purchased.
To enter your product key, click the Back button to retum to the previous page.

A ¥ you choose not to enter your product key now, make sure that you select the edition of Windows
that you purchased. If you select the wrong edition, you will need to purchase that edition, or you
will need to renstall the correct edition of Windows later and potentially lose files and information.

7 [ have selected the edition of Windows that I purchased

9. Select the License agreement.

Please read the license terms

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS 7 OPERATING SYSTEM RELEASE CANDIDATE
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the pre-
release software named above, which includes the media on which you received it, if
any. The terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

support services
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10. In the Select the type of installation window, click the only available options - Custom (Advanced)

Which type of installation do you want?

Upgrade

Upgrade to a newer version of Windows and keep your files, settings, and programs.
The option to upgrade is only available when an existing version of Windows is
running. We recommend backing up your files before you proceed.

Custom (advanced)

Install a new copy of Windows. This option does not keep your files, settings, and
programs. The option to make changes to disks and partitions is available when you
start your computer using the installation disc. We recommend backing up your files
before you proceed.

Help me decide

11. Select the Disk partition for the installation.

44 Refresh Drive options (advanced)
€% Load Driver

12. After this installation of windows server 2008 now begins.

Installing Windows...

That's all the information we need right now. Your
installatson.

W Ceopying Windows files
J Expanding Windows files
« Instaliing features
" Instaliing updates

<

e |
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IX. Resources Required :

e Working of Desktop operating System, Minimum hardware requirement for Windows 2008 server

Component
Processor

Memory

Available Disk
Space

Drive

Display and
Peripherals

X  Precautions :

e Follow safety practices.

Requirement

Minimum : 1GHz (x86 processor) or 1.4GHz (x64 processor)

Recommended : 2GXz or faster

Note : An Intel Platinum 2 processor is required for windows server 2008 for
Platinum-bzsed Systems.

Minimum : 512MB RAM

Recommended : 2GB RAM greater

Maximum (32-bit systems) : 4GB (Standard) or 64GB (Enterprise and
Datacenter)

Maximum (64-bit systems) : 32 GB (standard) or 2TB (Enterprises, Datacenter
and Plantinum - based Systems)

Minimum : 10GB

Recommended : 40GB or greater Note : Computers with more than 16GB of RAM
will require more disk space for paging, hibernation, and dump files
DVD-ROM drive

Super VGA (800 x 600) or higher-resolution monitor

Keyboard, Microsoft Mouse or compatible pointing device.

e Handle networking devices carefully.

X1 Observations :

e Hardware configuration for the Windows server 2008 is different than the Desktop Computers.
e Network Operating System shall use NTFS Partition.
e After each phase during the installation process, system is automatically rebooted.

X1l Practical related questions :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
“ Which edition of Windows server 2008 is selected for installattion?

“ In "Language and regional Language" settings which parameters are selected?

% Type of installation of Windows server 2008 available are
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X111 Conclusion :

XV

XV

% Successfully installed windows Server 2008.

«+  Students should write conclusion on the basis of installation of windows server 2008 done Lab.

Exercise :

Teacher shall form four groups of students. each group shall perform only one allotted activity from
the following. Teacher shall supervise.
Install the Windows server 2008 standard editions.

5

*

5

%

Upgrade the windows server 2008 with upgrade option.

5

*

Install the Windows server 2008 Enterprise editions.

5

%

Install the Windows server 2008 Datacenter Edition.

Questions :
Write answers to Q Q Q (Teacher shall allot the questions)

What is the minimum space requirement for windows 2008 server?

What is main purpose to use server?

differentiation between server 2003, 2008 and 2012?

How much editions are available in windows server 2008?

How does the activation process is differs for windows server 2008 as compared to windows server 20037
State how different editions of windows server 2008 differ from each other.

List down advantage of Windows server 2008.

List down advantages of Windows server 2008.

Describe Client Server terminology.

Compare the features of different Sever Operating Systems?

© ©® N o U A wWwDN R

[T
©
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List of Student Team Member

Marks Obtained

Process Related (15)

Product Related (10)

Total (25)

Dated Signature
of Teacher
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Practical No: 9

Configure File Server
l. Practical Significance :

Student should be able to configure file server.
Il. Relevant Program Outcomes (POS) :

<> Discipline knowledge: Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.

<> Experiments and Practice: Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.

<> Engineering tools: Apply relevant computer technologies and tools with an understanding of the limitation.
<> Communication: Communicate effectively in oral and written form.

I11. Competency and Practical Skills:

This practical is expected to develop the following skills in you.
<> To configure file server.
<> To gain knowledge about client and server.

IV. Relevant Course Outcomes:
Analyze the functioning of data communication and computer network.

v Practical Outcome (POS) :

Understand working of file server.
Understand concept of client and server.

V1. Relevant Affective domain related outcomes:

<> Follow safely measure.
3 Follow ethical practices.

VII. Minimum Theoretical Background:

Proposition 1. File Server

A file server (or fileserver) is a computer attached to a network that provides a location for shared disk access, i.e.
shared storage of computer files (such as text, image, sound, video) that can be accessed by the workstations that are
able to reach the computer that shares the access through a computer network. The term server highlights the role of
the machine in the client—server scheme, where the clients are the workstations using the storage. It is common that a
file server does not perform computational tasks, and does not run programs on behalf of its clients. It is designed
primarily to enable the storage and retrieval of data while the computation is carried out by the workstations. A file server
may be dedicated or non-dedicated. A dedicated server is designed specifically for use as a file server, with workstations
attached for reading and writing files and databases.

- © ma
"/
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VIIl. Stepwise Procedure:

E PASV Command
Port Number

> 2

o Initiate Connection

[
|

Acknowledgement
’ h O

FTP Client

a

Step 1: The client contacts the server using the PASV command on port 21.

Step 2: The server replies using the port 2000. Here, port 2000 is the port that the server will be listening to for the
data connection.

Step 3: The client initiates the connection from port 1025 to 2000 (on the server).
Step 4: The server sends back the ACK (acknowledgement).

Client side: Data and other communications from the client should reach the FTP server. Make sure you allow the
outgoing data and other communications from the client to go to the FTP server.

Server side: Port 21 should be open, as that is the port which receives the PASV command for initiating the
connection. The port used by the server to respond to the client can be anything between Port 22 to 1022. Because
the FTP server specifies a random port (anything greater than 1023), those ports should be open for communication.

Prerequisites

e FTPdependsonllS (InternetInformation Services). Both [ISand FTP services should be installed forthe
configuration of the FTP server.

e Arootfolder is required for FTP publishing. The folder can be created under

Passive FTP (sometimes referred to as PASV FTP because it involves the FTP PASV command is a more secure

form of data transfer in which the flow of data is set up and initiated by the File Transfer Program (FTP) client rather
than by the FTP server program.

VII1. Resources Required:

e A set of computers with updated configuration.

e Transmission media and connector.

VIIl. Precautions:

e Handle carefully network devices.

Follow safely Practices.
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IX. Question for confirmation of learning:

< What is file server?

<+ How to establish connection between client and server.

< Explain PASV command in FTP.

List of Student Team Member

Marks Obtained

Process Related (15) | Product Related (10)

Total (25)

Dated Signature
of Teacher
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Configure Client to File Server and use file services.

l. Practical Significance :
a. Student should be able to study file server and file services.
Il. Relevant Program Outcomes (POS) :

v Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core
computer engineering related problems.

< Experiments and Practice : Plan to perform experiments and practices to use the results to solve
broad based computer engineering problems.

v Engineering tools : Apply relevant computer technologies and tools with an understanding of the
limition.

< Communication : Communicate effectively in oral and written form.

I1l. Competency and Practical Skills :

This practical is expect to develop the following skills in you.

v To configure client to file server.

% To study file services.

IV. Relevant Course Outcomes :
< Configure various networking devices.
V. Practical Outcome (POS) :
[0 Understand networking devices.
0 Understand file services.
V1. Relevant Affective domain related outcomes :

[0 Follow safely measure.
0 Follow ethical practices.

VII. Minimum Theoretical Background :

Proposition 1. File Server

In computing, a file server (or fileserver) is a computer attached to a network that provides a location
for shared disk access, i.e. shared storage of computer files (such as text, image, sound, video) that can be
accessed by the workstations that are able to reach the computer that shares the access through a
computer network. The term server highlights the role of the machine in the client—server scheme, where
the clients are the workstations using the storage. It is common that a file server does not perform
computational tasks, and does not run programs on behalf of its clients. It is designed primarily to enable
the storage and retrieval of data while the computation is carried out by the workstations.

File servers are commonly found in schools and offices, where users use a LAN to connect their
client computers.
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Proposition 2.

Set Up an FTP Server on Windows

Primarily, the command channel is opened by the client to the FTP server on port 21. The client also opens
two random, unprivileged ports on the client (typically a port greater than 1023). We'll call the first port P
and the second port P+1. The FTP client initiates the connection to the server by sending a PASV
command. The client connects to the server from port P to server port 21 with the PASV command. The
server then opens another unprivileged port Q (any port greater than 1023), and sends the port information
back as a reply to the PASV command. Now the client initiates the connection from port P+1 to port Q on
the server to start the data transfer.

PASV Command

(1] >
Port Number
< O

o Initiate Connection

.
-

=]

’ Acknowledgement o

FTP Client

........................................................................................................................................................................

The client contacts the server using the PASV command on port 21.

The server replies using the port 2000. Here, port 2000 is the port that the server will be
listening to for the data connection.

The client initiates the connection from port 1025 to 2000 (on the server).

The server sends back the ACK (acknowledgement).

Opening up channels on FTP client and server

Client side: Data and other communications from the client should reach the FTP server. Make sure you

allow the outgoing data and other communications from the client to go to the FTP server.

Server side: Port 21 should be open, as that is the port which receives the PASV command for initiating
the connection. The port used by the server to respond to the client can be anything between Port 22 to
1022. Because the FTP server specifies a random port (anything greater than 1023), those ports should be

open for communication.
Enabling FTP in Windows

In this example, we will use Windows Server 2008 R2 to configure FTP.
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If 11S is not installed,

1. Navigate to Start > Control Panel > Administrative Tools > Server Manager in Windows Server Manager

2. Goto Roles node. Right-click on Roles, and click Add Roles.

E Server Manager
File  Action Wiew Help

&= |2=H

e fidd Roles

&fl Fe o I ;K
? D M A, View the health of the roles installed on your server and adc
e view ’
B
Refresh
_— - Roles Summary
Help

~! Roles: 1 of 17 installed

Web Server (II5)

-~ Web server (II19)
Provides a reliable, manageable, and scalsble \Web application infrastr

~! Role Status

Messages: Mone

Svstem Services: all Running

In the Add Roles window, open Server Roles and check Web Server (11S).

Add Roles Wizard

ESE;: Select Server Roles

Before ¥ou Begin

Seleck one or more roles to inskall on this server.

Server Roles

Roles: Description:

X q - - = - (115 i i
Confirmation [ ] Active Direckory Certificate Services x::agng?; TaIrS|d ELDaT;g.F:&;EbIIEbIEJ
Progress [ Active Directary Domain Services pteetiEm inFrastruckure.

5 It I:| Active Direckory Federation Services
esults

[] active Directory Lightweight Directory Services
I:| Active Direckary Rights Management Services
[] application Server

I:| DHCP Server

[] DMs server

I:| Fax Server

[ File Services

I:| Hyper-4

] metwork Policy and Access Services

I:| Print and Document Services

[}

)
[] windows Server Update Services

'\i\' Additional role services can be
added from the Roles home page.

More about server roles

= Previous I st = Install Cancel

1. Proceed through the setup wizard, and click Install. Wait for the installation to complete.
If 1IS is installed already (as a Web server),

1. Navigate to Start > Control Panel > Administrative Tools > Server Manager

2. In the Windows Server Manager, go to Roles node, and expand Web Server (lIS).

3. Right-click on Web Server (IIS), and click on Add Role Services.
=t
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i Seryer Manager
File  Action Yiew Help

&= s H

El 5 Rales
5 U e
'Hh GG Add Role Services
ﬁ_T_'] Features
Diagriostics
% Configuration Refresh
=9 Storage

View the health of the raoles installed on vour server and add or remove roles

Remove Role Services

s Sumnmary
Help

! Roles: 1 of 17 installed

wWeb Server (IIS)

~| Web Server (IIS)

Provides a reliable, manageable, and scalable Web application infrastructure.

“~ Role Status

Messages: Mone

System Services: all Running

1. Inthe Add Role Services window, go to Roles Services, and check FTP Server.

2. Confirm that IIS Management Console is checked under Management Tools.

Add Role Services E3
= )
! . Select Role Services

Select the role services ko install For Web Server (II1S):
Role services:

Confirmation

Description:
Frogress

n r - P ETE Server enables the transfer of
[ 115 Client Cn_artlF.lcate Mapping Authentication ;I s bausen & dlient: cme serer b
Results L[] urL P.uthc!rlza.tlon using the FTP protocol. Users can
Request Filkering (Installed) establish an FTP connection and
[] 1P and Domain Restrictions transfer files by using an FTP client or
= [E Performance (Inskalled)

FTP-enabled Web browser.
Skatic Content Compression {Installed)
[ _Dvnamic Cantent Camnression
= [E Marnagement Tools (Installed)
IIS Management Consale (Installed)
|| IIS Management Scripks and Tools
|: Management Service
=[] 115 & Management Cormpatibility
[] 115 6 Metabase Compatibility
[ 115 & wMI Compatibility
[] 115 & Seripting Tools
[ ] 115 & Management Console
= ¥ R
E FTP Service
[¥] FTP Extensibility
|| IIS Hosktable web Core

More about role services

= Previous I Mexk = I Install

Cancel

1. Click Next, and then Install. Wait for the installation to complete.

1 Transferring files

To transfer files, you should add an FTP site. Once the FTP site is enabled, clients can transfer to and from
the site using the FTP protocol.
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[] Setting up an FTP site

Navigate to Start > Control Panel > Administrative Tools > Internet Information Services (1IS) Manager.
Once the IS console is open, expand the local server.

Right-click on Sites, and click on Add FTP Site.

'!E'Internel: Information Services (I15) Manager =

@ > [‘4_51 b PMM-CHE-PMAN-02  #

|& < @ -

File  Wiew Help
Q- |z & ggl PMM-CHE-PMAN-02 Home
M = Y ki
-5 Start Page ) T =]
Eﬁj PIMM-CHE-PMAN-0Z (PMM-CHE-R Filker: - GO = g Show Al |Group by: Area - '
-2} Application Pacls ASP.NET =
& . .
- * Add web Site... : “i ra—y L
9 9 E Qﬁ 4J{‘.\_4 g 15 ?sif ahb
i3 Refresh m MET .MET Error MET MET Trust Application Connection
ati...  Compilation Pages Globalization Levels Settings Skrings
lev  AddFTP site... |
(2 Switch bo Conkent Viw ;Ij |
SMTP E-mail
FTP
G o T e Fie
FTF FTF FTP Directory  FTP Firewall FTF IPv4 FTP Logging FTP Messages
Authentication Authorizati. .. Browsing Suppork Address a...
[
P I | ﬂ E]Features Wigm |y ;Content Wi

Manage Server
Restart

Skart

B Stop

3

Wiews Application Pools

View Sites

Change .MET Framewaork Yersion

'ﬁ' Help

online Help

In the Add FTP Site window, type the FTP server name and the content directory path, and click
Next. The directory path should be the same as the one we set permissions to allow anonymous
access above, we used:

%SystemDrive%\ ftp \ftproot

=

Add FTP site

0 Site Information

FTP site name:

|Test Fip|

Content Directory

Phyysical path:

IC:'l,FTP'l,FTPrDDt

Presious | Mexk I

Fimish

Cancel

In the Binding and SSL Settings window, type the IP address of the server. Check the Start FTP Site
Automatically option. Choose SSL Based on Constraint. Click Next.
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Add FTP Site EE I

@ Binding and 55L Settings

—EBinding
IP Address: Part:
Al Unassigred j |21

™ Enable virtual Host Mames:
‘Wirtual Hosk {example: Ftp, contoso,com):

¥ Start FTP site automatically

—S5L
Mo sl

 allow 551

O Reqguire 551
55L Certificate:

Mok Selected j Wiew, .. |
Prewious | Mexk I Finist | Cancel

Now, select Basic for authentication.

Add FTP Site

| 0 Authentication and Authorization Information

—Authentication

r Anonymaus

™ Basic

—Authorization

Allow access ko

Mok Selected j
Mot Selected

ANONyMOous users
Specified roles or user groups
Specified users

Read

| ke

Previous | Iexk | Finish I Cancel

1. Click Finish. Now, the FTP site creation is complete.

D Accessing files on the FTP server
To access files on the FTP server, open a file explorer and type ftp://serverlP. The FTP server asks for a
username and password. Enter the username and password (Windows or Active Directory credentials) and

click Logon. The files and folders display under the FTP server.
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:Jvuf = The Internet ~ 10.199.15.117 - IEII Search 10,199,15,117 Fe
COrganize *  Includein library *  Sharewith = Mew folder = = E] I@I
i Favarites
B Deskiop Log On As E
4 Downloads
il Recent Mlaces ) Either the server does not allow anonymous logins or the e-mail address was not
accepted.
il Libraries FTP server:  10,199.15.117
j Documnents
rJ‘- Music User name: I | j
=] Pictures Password: I
B videos
After vou log on, vou can add this server to your Favorites and return tao it easily,
18 Computer & FTP does not encrypt or encode passwords or data before sending them to the
server, To protect the security of wour passwords and data, use WebDAY instead,
ﬁi Metwark,
[ Log on anoreymausky [ Save password
Log On I Cancel
XVI Questions :
Write answers to Q Q Q (Teacher shall allot the questions)

1. What file server?.
2. List file services.

3. Write the procedure to configure client to file server.

Maharashtra State Board of Technical Education

82



Data Communication Computer Network (224/4)

List of Student Team Member

Marks Obtained

Process Related (15)

Product Related (10)

Total (25)

Dated Signature
of Teacher

Maharashtra State Board of Technical Education

83



Data Communication Computer Network (22414)

Practical No : 11
Configure Static and Dynamic IP addresses.

l. Practical Significance :
a. Student should be able to study ststic and dynamic IP addresses.
Il. Relevant Program Outcomes (POS) :
+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

5

%

5

*

Communication : Communicate effectively in oral and written form.

1. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

.

% To study static IP addresses.

b

.

% To study dynamic IP addresses.

b

IV. Relevant Course Outcomes :
% Configure different TCP/IP services.
V. Practical Outcome (POS) :
» Understand basic of TCP/IP utilities.
» Understand networking commands.
V1. Relevant Affective domain related outcomes :

» Follow safely measure.
» Follow ethical practices.

.

*

*,

.

*

*,

*

o

.

*

*,

VII. Minimum Theoretical Background :
Proposition 1.

Setting a Static IP Address

1.0pen a web browser. Click or double-click the app icon for your preferred web browser (e.g.Google
Chrome).

2. Enter your router's address. In the address bar at the top of the browser window, type in the address you
retrieved for your router, then press ¢ Enter. This will open your router's page.

3 .Log in if necessary. If prompted for a username and/or password, type in the required credentials and
press ¢ Enter.
If you didn't set a username and/or password, you'll probably need to use the factory credentials found either in the
router's manual or on the router itself.

4. Find the list of connected Internet items. Since each router's page will vary in terms of item placementand
titing, you may have to poke around the router page or menu to find this section.
For example, some routers place the Connected Devices button on the main page, while other router pages require
you to click Settings or Advanced to see the list of connected items.

5. Find your computer's name. Look for the name that you found earlier in the list of connected items.

6 .Click the Reserve button. You'll probably find this next to (or below) the computer's name and address,
though you may first have to click your computer's name to do so.

e Again, your router's page may show a different option here.



e |If prompted to confirm your choice or specify an unused IP address, do so before proceeding.

7 .Click Save or Apply. It's usually at the bottom of the page. This will save your changes and apply your new IP
address to the computer.

You may need to restart your computer for the changes to take place, and the router may reboot as well.

VIl Questions :
Write answers to Q Q Q

(Teacher shall allot the questions)
1. What is difference between static and dynamic addresses?

2. Why do IP addresses change?
3. What is dynamic address?
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Data Communication Computer Network (22414)

Practical No: 12
Configure DHCP server.

l. Practical Significance :
a. Student should be able to study DHCP server.
Il. Relevant Program Outcomes (POS) :
% Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

5

%

5

*

Communication : Communicate effectively in oral and written form.

1. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

» To install DHCP server.
% To configure DHCP server.

0’0

o

IV. Relevant Course Outcomes :
% Configure different TCP/IP services.
V. Practical Outcome (POS) :

» Understand basic of TCP/IP utilities.
» Understand networking commands.

V1. Relevant Affective domain related outcomes :
» Follow safely measure.

0’0

.

*

*,

*

o

0’0

» Follow ethical practices.
VII. Minimum Theoretical Background :

Proposition 1.

Installing the DHCP Server
1.Add Roles and Features.
0 Bootwl2r2alo, if it is not running.
0 Log on to the server when it completes booting.
0  Notice that Server Manager is displayed upon a successful login using the Administrator account atthe
console logon prompt.
0 Click Add Roles and features to display Add Roles and Features Wizard, Before you begin; it is thiswizard
that helps you manage roles, role services, and features.
Click Next to display Select Installation Type.
2. Review Select Installation Type options
[ Note that this is a role-based and feature-based installation.
1 Click Next to display Select destination server.
3. Choose a Destination Server



[ Note that this selection lets you select the server on which you want to do the installation. However in this
example, there is only one server so there is only one option.
0  Click Next to display Server Role and Feature Wizard so you can make a server role selection.
4. Select roles.
1 Note that you can highlight a name in the center pane, so you can read the description in the right pane.

1 Click the checkbox next to DHCP Server.
L Click Next to display Add Roles and Features.

5. Select features.
[ Observe this popup is informing you that for DHCP Server to be installed, additional features, not alreadyon
the machine, needs to be installed.
0  Click Add Features, the popup disappears, and you are shown the DHCP Server checkbox checked.
[ Click Next to display a list of features from which you can select.
0 Note that in this step no additional selection is needed.
[ Click Next to display a screen that gives an overview of DHCP Server.

[ Click Next to display the Confirmation installation selections.

6. Review the Confirmation installation selections.
0  Observe the confirmation step, gives you a chance to make changes to the items previously configured, or
continue to accept the selection.
0 Click install.
0  Click Close when it completes.

Move on to Configure DHCP Server, and keep learning.

Proposition 2.

Configuring the DHCP Server
In this part you will use DHCP Manager to configure DHCP Server.
1.Start DHCP Manager

0  Click Start, the Windows logo bottom left.

[ Click Administrative Tools.

0 Double click DHCP to display DHCP Server root.

J DHCP - | o

File Action View Help

i}_ DHCP || Contents of DHCP Status I Actions
& win1601 3 win1601 DHCP va

More Actions

m >

Expand w12r2al10.kim.com to display DHCP branches.



@ DHCP |- | = [

File Action View Help

%o 2 = 8
(% DHCP

| Contents of DHCP Status Actions
4 a w12r2a10.kim. | j w12r2al0.kim.com F
o -~
T b Brv DHCP
b i' IPv6 More Actions >
<| m >l < m >

2. Create scope name

0  Expand IPv4 to display a list of folders.

&GO P A ——— Y - »-
g

reprre T T, _———
o s

- %l-
E M..Ah———
2 | oo

0 Right click IPv4.

0  Click New scope to display the New scope wizard.

oy

I =)
e e | RS AN R L

New Sige Wod

A8
Welcome 1o the New Scope
Waoard
Thit weoerd hdpe pou 100 60 & 10ope 1 Stung I
ARIRaars V3 Canndeis in pa s febeib
T4 condrn, Oieh Notnl :u,\
hre




Click Next to display Scope Name.
New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: lSubnetD‘l Scope

Description: IThe first scope forfirst subnet|

< Back H Next > ll Cancel

[ Type netl7216150, in Name.
[ Type Scope for 17216150 subnet, in Description.

Click Next to display IP Address Range.
New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

Configuration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start IP address: | 192.168. 15 . 1

End IP address: 192 .168. 15 . 254

Configuration settings that propagate to DHCP Client

Length: 24+

Subnet mask: 255 .255.285. 0

< Back “ Nest > ]I Cancel

3.Specify IP Address Range, the range of addresses to allocate
0 Type 172.16.150.1 In Configuration settings for DHCP server, Start IP address.
0 Type 172.16.150.100 In End IP address.
I Change Length to 24 in Configuration settings that propagate to DHCP clients.
0 Click Next to display Add Exclusions and Delay, leave the default.

[ Click Next to display Lease Duration, leave the default.



[  Click Next to display Configure DHCP Options.

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the |P
addresses of routers (default gateways). DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

@ ¥es, | want to configure these options now:
€ No. | will corfigure these options later

| <Back || Net> | [ Cancel

0  Click No, I will configure these options later, because in this example, there are no additional
parameters to configure.

0  Click Next on Completing the New Scope Wizard.

0  Click Finish to display Authorize the DHCP Server.

4. Authorize the DHCP

0

Note that you can widen the left pane by dragging the divider.

Help
"' | - [ P
L JHE o SR 7 i =
J DHCP 1) =
4§ w0 10000Inet test bl Autheriss the DHCF
o 3 W(‘ Server
& 7y
« | MScope [10000) Teut ’
A DHCP server must be suthonzed
15 Adiresy Poet i the Actrow Dvertory hefore @ Om
b Addrexs Lemes 03330 1P sddrescer. Aurhamcanon
b & Peservetions % # WCUNly precastom it

Scnpe Options et that enly suthorced DHCP
PEFVREY TUn BN yOuUr network

Pohoes

3 server Upbars Ta sctnonse thee DHCP servet. on

Palcies the Acthiom menu, chek Atbonss
5 '1.'(\
s BV Zuthortatuen may tahe 4 tes
marments to complete. For 2 gt
update oithe pyess S, or anthe
Action menu click Nefrerh

3 Sereer Ophicrs

Evaluation copy. Bl B3

S 0.

Right click your DHCP Server root, w12r2al0.kim.com, and click Authorize DHCP, if necessary.



Right click your DHCP Server root, wl2r2al10.kim.com, and verify it says Unauthorize.

5.Activate Scope

0

0

VI

Expand IPv4, If necessity in the left pane.
Click Scope[172...] to display Contents of Scope.
Click each item under IPV4 and view it in the center pane.
Notice that there are populated and unpopulated ones.
Right click Scope[172...]
Click Activate.
Right click Scope[172...]
Notice it says Deactivate.
Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
« What are the types of IP address assignment?

“ Which types of IP address is assigned to DHCP server and why?

“ Which types of service(connection oriented/ connectionless) is provided by DHCP?

Conclusion :

» DHCP protocol employs a connectionless service model, using the UserDatagram Protocol.
» After receiving IP address lease request from a client DHCP server reserves an IP address for the client.

.

*

*,

.

*

*,

Questions :

Write answers to Q Q Q (Teacher shall allot the questions)
1. What is the purpose of the DHCP server?.

2. When a DHCP server is configured, which two IP addreses should never be assignable to hosts?.
3. Which two tasks does the Dynamic Host Configuration Protocol perform?
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Data Communication Computer Network (22414)

Practical No : 13
Run basic TCP/IP utilities and networking commands.

l. Practical Significance :
a. Student should be able to study and run basic TCP/IP utilities and networking commands :
ipconfig,ping,tracert,netstat, pathping,route.
Il. Relevant Program Outcomes (POS) :
+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
“ Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.
» Communication : Communicate effectively in oral and written form.

1. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

% To study basic TCP/IP utilities.
% To run networking commands.

5

%

D3

IV. Relevant Course Outcomes :
% Configure different TCP/IP services.
V. Practical Outcome (POS) :

» Understand basic of TCP/IP utilities.
» Understand networking commands.

.

*

*,

.

*

*,

V1. Relevant Affective domain related outcomes :

% Follow safely measure.

*,

% Follow ethical practices.
VII. Minimum Theoretical Background :

Proposition 1. TCP/IP utilities
% Itis used to assist the management of TCP/IP. There are three types of TCP/IP based utilities.

« Connectivity utilities that you can use to interact with and use resources on a variety of systems..
+« Diagnostic utilities that you can use to detect and resolve networking problems.

o,
°n

Utility Type Examples(networking commands)

Connectivity FTP, LPR,TELNET,TFTP,RSH,RCP

Diagnostic Ping, Ipconfig, Tracert, ARP,Hostname

Server software | TCP/IP Printing service, Internet Information Services, Peer Web Services

TCP/IP Utilities
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Proposition 2. Ipconfig

IPCONFIG is a command line tool used to control the network connections on Windows NT/2000/XP
machines.

Ipconfig displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration

Protocol (DHCP) and Domain Name System (DNS) settings.

| B

:\WINDOWS\system32>Ipconfig /all
Windows IP Configuration

Host Name

Primary Dns Suffix
Node Type

IP Routing Enabled
WINS Proxy Enabled

DNS Suffix Search List

Ethernet adapter Ethernet 3:

Media State : Media disconnected
Connection-specific DNS Suffix . :

Description : Realtek PCIe GBE Family Controller
Physical Address : EC-A8-6B-06-86-51

DHCP Enabled

Autoconfiguration Enabled

ireless LAN adapter Local Area Connection® 2:

Media State : Media disconnected

Connection-specific DNS Suffix

Description : Microsoft Hosted Network Virtual Adapter
Physical Address : 20-E5-2A-EF-B2-FB

DHCP Enabled

Autoconfiguration Enabled

Ethernet adapter WMware Network Adapter WMnetl:

Connection-specific DNS Suffix

Description : Wware Virtual Ethernet Adapter for VMnetl
Physical Address : 00-50-56-C0-00-01

DHCP Enabled. . 3 No

Autoconfiguration Enabled :

IPv4 Address : 192 168.65. l(PreFelred)

Subnet Mask 1 255.255.255.0

Default Gateway

NetBIOS over Tcpip : Enabled

Ethernet adapter WMware Network Adapter WMnet8:

Proposition 3. Ping

The ping command is usually used as a simple way to verify that a computer can communicate over the network with
another computer or network device. The ping command operates by sending Internet Control Message Protocol

(ICMP) Echo Request messages to the destination computer and waiting for a response.

e CAWINDOWS \system32\cmd.exe - ping www. ya

s:N\>ping 192.168.865.1
inging 192.168.65.1 with 32 bytes of data:

ply from 192.168.65.1: bytea~32 time<inas TTL-64
Roply From 192.168.65.1: byteos=32 time<ins TTL-6G4
ply from 192.168.65.1: bytes~32 time<ins TTL~64
Reply from 192.168.65.1: bytes=32 tinelina TTL-64

Ping statistics for 192.168.65.1:
Packets: Sent =~ 4. Received =~ 4, lost ~ 8 <8x loss),
pproxinmate round trip times in milli-seconds:
Ninimum = Bz, Maxinun = Ons. ﬂuuragnk- Bns
F:\Jping wa¢.vahoo.con

Pinging war-real.val.b.vahoo.comn [69.147.76.15) with 32 bytes of data:

Reply from 69.147.76.15: bytes~32 time~3ims TTL-55




Proposition 4. netstat

Netstat is a common command line TCP/IP networking utility available in most versions of Windows, Linux, UNIX and
other operating systems. Netstat provides information and statistics about protocols in use and current TCP/IP network

connections.

B Administrator: CA\Windows\system32\cmd.exe SO X

s\Doug>netstat

ctive Connections

Proto s 3 Foreign Address S

Icp 27.8.8. 2 Doug-17 41" ESTAE

ICP .8.8. K Doug 72 I'IME

ICP .0. 7015 Doug ESTAI

ICP .8, Douy 2 ESTAE

TCP .8.8.1 Y Douy icslap ESTABL

Icp 92.168. DOUGES18:nicrosoft-ds ESTABLISHED

>:\Users\Doug>.

Proposition 5. tracert
The tracert command is a Command Prompt command that's used to show several details about the path that a
packet takes from the computer or device you're on to whatever destination you specify. It will list all the routers it

passes through until it reaches its destination, or fails to and is discarded.

B Command Prompt - [u] x
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Proposition 6. pathping

Pathping is a TCP/IP based utility (command-line tool) that provides useful information about networklatency
and network loss at intermediate hops between a source address and a destination address. It does this by sending

echo requests via ICMP and analyzing the results

Microsoft Windows XP [Uersion 5.1.260881
(C> Copyright 1985-2881 Microsoft Corp.

C:\>pathping
Usage: pathping [-g host-list] [-h maxinun_hops] [-i address] [

-nl
[-p period] [-g nun_gueries] [-w timeout] [-P] [-R] [-T]
[-4] [-6] target_nane

Loose source route along host-list.
Maxinum nunber of hops to search for target.

Use the specified s ce addy
Do not olve addr s to hostnames.
period Wait period milli onds between pings.
nun_gueries Nunber of queries per hop.
timeout Wait timeout milliseconds for each reply.
Test for RSUP PATH connectivity.
Test if each hop is RSUP aware.
Test connectivity to each hop with Laver-2 priority tags.
Force using IPv4.
Force using IPub.

V111 Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
“ What is the use of three types of TCP/IP utilities?.

% Write the name of any two connectivity and diagnostic utility?

% Give the name of commands to find out hosthame and MAC address of computer.

IX Conclusion :

s Ipconfigis ....ccccvvvvveeeennn. (connectivity / diagnostic) type of TCP/IP utility.
% Netstat command will not display connection information of ................. (UDP/ TCP) packet.

B (NSlookup/ Hostname)command used to display host name of local computer
(System/Application)

X Questions :

Write answers to Q Q Q (Teacher shall allot the questions)

What is a purpose of TCP/IP utilities?

Which are the different things are checked using ping command?
Which are different statistics display for TCP using Netstat utility?
Give a syntax of tracert command.

What is a use of pathping command?

RN E
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Practical No : 14
Install Wireshark and configure as a packet sniffer.

l. Practical Significance :
a. Student should be able to Install Wireshark and configure as a packet sniffer.
Il. Relevant Program Outcomes (POS) :
+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

5

%

B3

» Communication : Communicate effectively in oral and written form.

I1l. Competency and Practical Skills :
This practical is expected to develop the following skills in you.
% To study wireshark software installation.

IV. Relevant Course Outcomes :
% Configure different TCP/IP services.
V. Practical Outcome (POS) :

» Understand basic of TCP/IP utilities.
» Understand wireshark software.

V1. Relevant Affective domain related outcomes :

*

.

*

*,

.

*

*,

.

» Follow safely measure.

*,

.

*

*,

» Follow ethical practices.
VII. Minimum Theoretical Background :

Proposition 1. Packet Sniffer

% Itis used to assist the management of TCP/IP. There are three types of TCP/IP based utilities.
« Connectivity utilities that you can use to interact with and use resources on a variety of systems..

+« Diagnostic utilities that you can use to detect and resolve networking problems.

Proposition 2. Wireshark
% Wireshark is an open source tool for profiling network traffic and analyzing packets. Such a tool is often
referred to as a network analyzer, network protocol analyzer or sniffer.
“ Wireshark, formerly known as Ethereal, can be used to examine the details of traffic at a variety of levels
ranging from connection-level information to the bits that make up a single packet.

% The Wireshark GUI interface has five major components:
a. Command menus

b. Packet listing window

c. Packet-header details window

d. Packet-contents window

e. Packet display filter field
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VIIl. Stepwise procedure:

» Download wireshark software

Open web browser and type www.wireshark.org/download.html in the address bar then press enter key.
Download windows installer(32 bit/ 64 bit) from stable release window and save to computer.

» Wireshark installation and configuration:

o Double click on exe file of wireshark that present in computer or downloaded from internet and click on next
button.
Setp ) ES
Welcome o the Wieshank 1. 100
(64 bil) Selup Wizaed
Thes wrard wil guide you Swough e ratalyson of
Belore startng e catdadon, reke mre Winestark & rot
M T ree
Mexd Corced
°

Click on | Agree button to accept terms of agreement.

‘ Wireshark 1.10.0 (64-bit) Setup

E=ane X
License Agreement
Please review the license terms before installing Wireshark 1.10.0 (64-bit). ‘

Press Page Down to see the rest of the agreement.

il'his text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install Wireshark 1.10.0 (64-bit).

[ < Back I[ 1 Agree ] l Cancel

Select check boxes for components that user want to install and note down space required for installing that
components then click on Next button.
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M Wireshark 1.10.0 (64-bit) Setup =] e
Choose Components ‘

Choose which features of Wireshark 1.10.0 (64-bit) you want to install.

The following components are available for installation.

Select components to install: i Wireshark

TShark

Plugins / Extensions
(#-[v] Tools

User's Guide

Description
Space required: 111.5MB Position

/246

[ <Bak [ mext> | [ cancel |

e Select check boxes to create shortcuts and also select check box for file extensions then click on Next
button.

- N
A Wireshark 1.10.0 (64-bit) Setup (=]

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts
[¥] start Menu Item
[ Desktop Icon
[7] Quick Launch Icon

File Extensions
Assodiate trace file extensions to Wireshark (5vw, acp, apc, atc, bfr,

cap, enc, erf, fdc, out, pcap, pcapng, pkt, rf5, snoop, syc, tpc, tri,
trace, trc, vwr, wpc, wpz)

[ <Bak [ Next> | [ concel |

Select destination path to install wireshark then click on Next button.

Choose Install Location
Choose the folder in which to install Wireshark 1.10.0 (64-bit).

r N
Ml Wireshark 1.10.0 (64-bit) Setup =T

Choose a directory in which to install Wireshark.,

Destination Folder

| Browse.. |

Space required: 111.5M8
Space avalable: 655,068

[ <Bsck ][ Newt> ] [ concel |

. J

User has to install winPcap to capture live network data. If user not installs winPcap then using wireshark

user can only see saved captured network data. Select checkbox for install winPcap then click on install
button.
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r A’
Ml Wireshark 1.10.0 (64-bit) Setup IS

Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘

Currently installed WinPcap version

niFcap Is current ot installed

Install
V] Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

[ <gak [ mstal ] [ Concel |

"

>

Installation of wireshark start and then window for winPcap installation appears. Clicks on next button then
click on | Agree button then click on Install button.

' ™\
Ml Wireshark 1,10.0 (64-bit) Setup =) L) |-
Installing
Please wait while Wireshark 1.10.0 (64-bit) is being installed. ‘

Execute: "C:\Program Fles\Wireshark\vcredist_x64.exe” /q /norestart
=

Extract: services -
Extract: pdmizZhtml. xsl

Extract: ws,css

Extract: wireshark,htmi

Extract: wireshark-filter.htmi

Extract: dumpcap.exe

Extract: dumpcap.htmi

Extract: ipmap.html

Extract: vcredist_x64.exe... 100%

Execute: "C:\Program Files\Wireshark\varedist_x64.exe” /q /norestart

m_|

‘|

winPcap will installed on computer then click on finish button.
After completion of wireshark installation click on Next button.

{ Installation Complete ]
Setup was completed successfully. ‘

Completed
—

l Extract: reordercap.exe - |

Output folder: C:\Program Files\Wireshark

M Extract: capinfos.exe

Extract: capinfos.html

Output folder: C:\Program Files\Wireshark

Extract: rawshark.exe

Extract: rawshark.html

QOutput folder: C:\Program Files\Wireshark

Extract: user-guide.chm |:|

Completed =

Bullsoft Install S

Select checkbox for run wireshark then click on finish button.



pu
‘ Wireshark 1,.10.0 (64-bit) Setup

Completing the Wireshark 1.10.0
(64-bit) Setup Wizard

Wireshark 1.10.0 (64-bit) has been installed on your
computer.

Click Finish to dose this wizard.

Run Wireshark 1, 10.0 (649-b:t)

Show News

o Wireshark installation compiled and GUI of wireshark is appearing.

M The Wireshark Network Analyzer [Wireshark 1125 (v1.12.5-0-g58195b from master-1.12)]
Help

folle =
Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals
©©® 4 m 2 TR 2 e o0 TF R ([EBE @ae

Filter: ~| Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer
Version 1.12.5 (v1.12.5-0-g5819e5b from master-1.12)

—
WIRESHARK

Capture

Open o Website
Open a previously captured fie =L Visk tne project's websee
Open Recent: User's Guid
Start B ¢ ser's Gu ,e
A The User's Guide (iocal version, i instalied

Choose one or mare interfaces to capture from. then Start

) Sample Captures

() Wireless Network Connection A ich assontment of example capture fies on the wik Security
2] Local Area Connection = Work with Wireshark a1 securely as possible

Capture Options

Start » capture with

®

Getaced oprons

Capture Help

® How to Capture

Step by 5160 10 & successhul capture setup

Network Media

mation for capturing on

®

@ BT | Ready to load or capture No Packets Profile: Default

Use the Capture-> interfaces dialog.Open this dialog by clicking on “Capture” on the toolbar and then “ Interfaces “
from the drop down menu.

4! Wireshark: Capture Interfaces

Description 3] Packets Packetsfs
W 11a/bfg Wireless LAN Mini PCI Express Adapter
§ Adapter for generic dialup and YPN capture
i) Intel(R) PRO/1000 PL Network Connection  9.175.228.55 21 5
(;f NOC Extranet Access Adapter @
2] TAP-Win32 Adapter V&
2™ VMware Virtual Ethernet Adapter 192.168.65.1
™ Whware Virtual Ethernet Adapter 192.168.137.1

¢ You may have multiple network interfaces on your system and may need to observe the “Packets” count to
identify an active interface. When you have identified the active interface, click on the start button next to it.
The Capture drop down menu also includes options for stopping and restarting a capture.

¢ Click on options button to get different options.

¢ Click on details button to get more information.



IX  Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
+ Name the two parts of a network packet.

+ State the meaning of the term sniffing.

« State two components of packet sniffer and give their uses.

« Write names of 5 components of wireshark GUI.

X Conclusion :
+ Packet sniffer is originally ...................... (Active/ Passive).

B (Packet analyser/ Packet Content Library) is used to display the contentsof all fields within a
protocol message.

% Wireshark is ........c......... (System/Application)

X1l Questions :
Write answers to Q Q Q (Teacher shall allot the questions)
1. What is wireshark?

What kind of data are present in packet?

Write any 5 usage of wireshark.

Give the use of filter and search in wireshark.

What is use of wincap software? Is it necessary to install for wireshark? Why?

ok~ wn
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XI1 Assessments Scheme :

No. Performance Indicators Example

Process related (15 Marks) 60%
1 Formation of Peer-to-Peer Network 25%
2 Execution of Peer-to-Peer Network 25%
3 Follow ethical Practices 10%

Product Related (10 Marks) 40%
4 Correctness of Peer-to-Peer Network 15%
5 Timely Submission 15%
6 Answer to Sample questions 10%

Total (25 marks) 100%

Space of Answers
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Practical No: 15
Set access rights and security permissions for user.

l. Practical Significance :
a. Student should be able to study DHCP server.
Il.  Relevant Program Outcomes (POS) :
+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

5

%

5

*

Communication : Communicate effectively in oral and written form.

1. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

.

% Study to set access rights.
% Study to set access permissions to user.

b

o

IV. Relevant Course Outcomes :

% Configure different TCP/IP services.
V. Practical Outcome (POS) :
» Understand basic of TCP/IP utilities.
» Understand networking commands..

VI. Minimum Theoretical Background :

.

*

*,

.

*

*,

Proposition 1.

» Create user accounts and assign permissions

% Add a new user
From the Settings icon at the top right of the Partner Center, select User management.
Select Add user.

Enter the user’s full name and unique email address.

P 0 Db PE

Select the type of agent and/or the type of admin you want to assign to the user. Partner Center access is
role-based, so you can assign permissions to customize the user's view to show only the features the user
needs to complete specific tasks. If users want a role assignment, they can find account admins to contact by
going to User management and filtering on account admin.

5. Select Add to create the user account. Confirm the user's details on the next page.

Proposition 2.

+«» Assign user permissions

Partner Center access is role-based. The permissions you assign to a user customizes the user's view to show only
the features the user needs to complete their specific tasks.

To work in the Partner Center, you must have an assigned role. There are two general types of roles: Admins and
agents.



e Admin permissions control the level of access the user has to the Partner Center features. This setting has
impact outside of the Partner Center -- a billing admin can access bills for all Microsoft services (even those
unrelated to CSP), and a global admin can access user accounts and customer accounts beyond CSP aswell.

e Agent permissions control what kind of customer data and account information the user can see and change.
The general categories of roles are:

Admin roles

Agent roles

Incentives roles

Referral and marketing roles

Within each of these general categories, a user can only have one role, but that same user can have roles in the other

general categories as well.
» Find your global admin

Sometimes a user might need to have their role changed or a new user may want a specific role assignment.
To find a global admin who can make role changes or assign roles to a new user, from the Settings icon at the top

right of the Partner Center, select User management and filter on global admin.

For specific information on the roles and what each role can do, see Assign user permissions.

Proposition 3.

> Different types of access

e You can grant or deny the following types of access to users and groups: Read, Create, Change, Delete,

Publish, and Administer.

e You can set access rights to content for a single user. For example, you can set the access rights so
only Ann (and system administrators) can edit the Book a Demo page. You can add Ann to any number of

pages and content, and set Ann's access rights to each content item the same (or differently) for each page.

e If you have a number of users that should have common access to content, managing access rights on a
user-by-user basis can become complex. You should create user groups that have similar access needs, add
the users to each user group, and then use the user group to set access rights to content. This lets you

manage access rights more easily. You can add a user to one or more groups.

¢ For example, add users Ann, Bob, and Cam to a Marketing user group and give access rights to any number
of pages and content to the Marketing group instead of each individual. To add Dan to all of the Marketing
content, (or remove Ann), you modify the Marketing user group. You do not have to visit each page or content

item to update each individual user's access rights.

» Setting access rights

Go to admin view > Admin tab > Set Access Rights. The Set Access view appears with a content tree structure of the
website.

Click on a node in the content tree (for example, Marketing). Typically, a content item shows Administrators (with all
access rights) and Everyone (with Read only access rights). You can change these rights or add new users or groups.


https://docs.microsoft.com/en-us/partner-center/permissions-overview
https://webhelp.episerver.com/17-2/cms-admin/managing-users-groups.htm

If the users or groups are inactive (grayed out) for a content item, then the content item inherits the access rights of its
parent content item. To set access rights for this content item, clear the Inherit settings from parent item check box.

To add settings to the selected node's subitems without affecting their existing settings, select the Apply settings for
all subitems; see section Setting access rights for all subitems below.

Click Add Users/Groups. A dialog box appears.
Select the type you want: Users, Groups, or Visitor Groups.
Leave the Name field blank and click Search to display all items of the type you selected. You can also type one or

more characters in the Name field to filter and display a subset of items. (You can also search for a user by E-
mail address.)

VII Questions :

Write answers to Q Q Q (Teacher shall allot the questions)
1. List different types of access.

2. How to add new use?
3. How to set access rights?



https://webhelp.episerver.com/17-2/cms-admin/access-rights.htm#SettingInheritance
https://webhelp.episerver.com/17-2/cms-admin/access-rights.htm#SettingInheritance
https://webhelp.episerver.com/17-2/cms-admin/access-rights.htm#ApplyingSettings
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Data Communication Computer Network (22414) Practical No : 16

Create IPV6 based small computer network using a simulator.

l. Practical Significance :
a. Student should be able to study IPV6.
Il.  Relevant Program Outcomes (POS) :
+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer
engineering related problems.
» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad

based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.

5

%

5

*

Communication : Communicate effectively in oral and written form.

1. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

.

% To study IPV6 concepts.

*,

.

% To set network using a simulator.

b

IV. Relevant Course Outcomes :
% Configure different TCP/IP services.
V. Practical Outcome (POS) :

« Understand basic of TCP/IP utilities.
» Understand networking commands.

o

.

*

*,

V1. Relevant Affective domain related outcomes :

» Follow safely measure.
» Follow ethical practices.

.

*

*,

.

*

*,

VII. Minimum Theoretical Background :

Proposition 1.

% The characteristics of IPv6
Larger address space: Increased address size from 32 bits to 128 bits
Streamlined protocol header: Improves packet-forwarding efficiency
Stateless autoconfiguration: The ability for nodes to determine their own address
Multicast: Increased use of efficient one-to-many communications
Jumbograms: The ability to have very large packet payloads for greater efficiency
Network layer security: Encryption and authentication of communications

Quality of service (QoS) capabilities: QoS markings of packets and flow labels that help identify priority
traffic

Anycast: Redundant services using nonunique addresses

Mobility: Simpler handling of mobile or roaming nodes



Fig.IPV6 addressing in a network simulator

% Set up the network configuration

Use the CORE Network Simulator to set up the network shown in the diagram below with one router, two switches,
and four hosts. We will investigate IPv6 addressing fundamentals using this simple network.

h h2 h3

To make the network diagram easier to read, use the View — Show menu command to hide all information except
node names (to clean up the display). Also, you can click on Selection Tool and grab the text that represents each
node name and move it to a spot where it is not hidden by the link. Then, use the Configure right-click menu

command on each node to change the node name so that the network look like the following image:

% Configure the simulated nodes

We want to study the same procedures we would use in a real network without allowing the CORE Network Emulator
to set the network configurations for us, so we will clear the IP addresses that the CORE Network Emulator configures
by default on every interface before starting the simulation.

Right-click on each router and host and select the Configure contextual menu command. Then, clear the IPv4 address
and IPv6 address field on every node.

- router configuration + X

Node name: |hl (none) —i &

Type: PC —-‘ Services... ‘

Interface eth0
MAC address M auto-assign |

IPv4 address

IPv6 address

Bl 14

Apply ‘ Cancel |



http://www.brianlinkletter.com/tag/core/

Also, since we will not use dynamic routing in this scenario, we will change the settings on the router rl so that
dynamic routing protocols are not started when the node starts up.

5 Node r1 (n1) services + ®

Nede rl (n1) services

Quagga Routing XORP BIRD Utility Security
zebra ﬂ NHDP ﬂ xorp_rtrmgr ﬂ bird J IPForward ﬂ VPNClient ﬂ
OSPFv2 =] SMF |5l | XORP_OSPFv2 [si| | BIRD_OSPFv2  [g DefaultRoute <1 VPNServer i
OSPFv3 = OLSR [€l] | xoRrp osPrv3 [ BIRD BGP |5l | DefaultMultica & IPsec [
stRoute =
OSPFV3MDR  |= XORP_BGP B BIRD_RIP F I E
! J - J - J StaticRoute ﬂ e J
BGP =] XORP_RIP =] BIRD_static ||
SSH [
RIP =] XORP_RIPNG [
DHCP [
RIPNG [ XORP_PIMSMA4 |51
DHCPClient i
Babel =] XORP_PIMSM6 |1
FTP =
h XORP OLSR [
vosh [l ] - &
pcap =
radvd ﬂ
atd ﬂ
UserDefined ﬂ
ucarp ﬂ

Apply % Defaults Cancel

In the Configure dailogue box, after clearing the IP addresses on both of the router’s interfaces, click on
the Services... button, then clear the OSPFv2 and OSPFv3 services. Also clear the radvd service (because we will

explore stateless address auto configuration in a later post). Then press the Apply button.

«» Start the simulation

Start the network emulation by clicking in the start the session icon in the tool bar or by clicking on the menu
command, Session — Start.

Examine the link-local unicast IPv6 addresses

After we start the network simulation we created, we expect to observe that the interfaces on each simulated router
and on each simulated host have link-local IPv6 addresses automatically configured.

We will also run some simple network tests and observe the results. With the current configuration, nodes on the
same link should be able to communicate with each other but nodes that are separated by the router should not be
able to communicate with each otherl. For example, host h1 should be able to ping host h2, but not host h4.

7 Link-local unicast IPv6 address, defined

When an IPv6 interface starts up, it is required to automatically configure itself with a link-localunicast IPv6
address2. Link-local IPv6 addresses consist of a specific 64-bit IPv6 prefix, fe80::/64, and a unique 64-bit interface
identifier derived from the MAC address of the interface3.

Link-Local unicast IPv6 addresses are created for purposes such as auto-address configuration and neighbor
discovery on a single link. A link may be a point-to-point connection between two interfaces or a switched layer-2
domain such as an Ethernet network.

Link-local unicast addresses only work on the link on which they are configured because IPv6 routers are required to

not forward any packets with link-local source or destination addresses to other links.


https://www.brianlinkletter.com/ipv6-addressing-simulator-part-1/#fn1-2083
https://www.brianlinkletter.com/ipv6-addressing-simulator-part-1/#fn2-2083
https://www.brianlinkletter.com/ipv6-addressing-simulator-part-1/#fn3-2083
http://en.wikipedia.org/wiki/IPv6_address#Stateless_address_autoconfiguration

7 Using the ifconfig Observer Widget

We can use the Core Network Emulator’'s Observer Widget tool to view the interface configuration on each node and
take note of the IPv6 address on each interface. Click on the Observer Widget tool (the magnifying glass icon in the

toolbar) and select the ifconfig widget. Then, hover the mouse pointer over each node to see the displayed interface
configuration.

—k. eth0 Link encap:Ethernet HWaddr 00:00:00:aa:00:01
h1l inet6 addr: fe80::200:ff:-feaa:1/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:213 errors:0 dropped:0 overruns:0 frame: 0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:33587 (33.5 KB) TX bytes:648 (648.0 B)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inetd addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B}

7 Using the ip command

Alternatively, we can open up a terminal window on each node running in the simulated network and use normal Linux
commands to view the configuration
Double-click on any node to open a terminal window (for example, host h1). Then, execute the command.
7 Record all IPv6 addresses
Write down the IP addresses and MAC addresses on each node in a table for future reference. This will be useful

when we are running programs like ping where we need to know the IPv6 address of the destination node. Knowing
the MAC addresses is useful when we are analyzing packets in the Wireshark protocol analyzer.

In our example, the CORE Network Emulator assigns MAC addresses, in numerical order4, starting with
00:00:00:aa:00:00 and incrementing by one for every other interface attached to a link.
After inspecting each node using either the Observer Widget or the Linux ip command, we generate the following

table:

Node name Interface MAC address IPv6 addresses

Router rl eth0 00:00:00:aa:00:00 fe80::200:ff:feaa:0/64
ethl 00:00:00:aa:00:03 fe80::200:ff:feaa:3/64

Host hl ethO 00:00:00:aa:00:01 fe80::200:ff:feaa:1/64

Host h2 ethO 00:00:00:aa:00:02 fe80::200:ff:feaa:2/64

Host h3 eth0 00:00:00:aa:00:04 fe80::200:ff:feaa:4/64

Host h4 eth0 00:00:00:aa:00:05 fe80::200:ff:feaa:5/64


https://www.brianlinkletter.com/ipv6-addressing-simulator-part-1/#fn4-2083

VI Questions :
Write answers to Q Q Q (Teacher shall allot the questions)

1. List the characteristics of IPv6.
2. What is IPV6 address?

3. What is network simulator?
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Data Communication Computer Network (22414)

Practical No : 17
Setting up a wireless network .

l. Practical Significance :

a. Student should be able to study settings of wireless network.
Il.  Relevant Program Outcomes (POS) :

+ Discipline knowledge : Apply computer engineering discipline specific knowledge to solve core computer

engineering related problems.

» Experiments and Practice : Plan to perform experiments and practices to use the results to solve broad
based computer engineering problems.
Engineering tools : Apply relevant computer technologies and tools with an understanding of the limition.
Communication : Communicate effectively in oral and written form.

I1l. Competency and Practical Skills :
This practical is expect to develop the following skills in you.

5

%

5

%

o

% To configure wireless access point.

.

% To study settings of wireless networking.

b

IV. Relevant Course Outcomes :
% Configure various networking devices.
V. Practical Outcome (POS) :
» Understand basic of TCP/IP utilities.
» Understand networking commands.
V1. Relevant Affective domain related outcomes :

» Follow safely measure.
» Follow ethical practices.

.

*

*,

.

*

*,

*

o

.

*

*,

VII. Minimum Theoretical Background :
Proposition 1. Wireless network

A wireless network is a computer network that uses wireless data connections between network nodes.
Wireless networking is a method by which homes, telecommunications networks and business installations avoid
the costly process of introducing cables into a building, or as a connection between various equipment
locations. Wireless telecommunications networks are generally implemented and administered using radio
communication. Thisimplementation takes place atthe physical level (layer) of the OSImodel network structure.

Examples of wireless networks include cell phone networks, wireless local area networks (WLANS),

wireless sensor networks, satellite communication networks, and terrestrial microwave networks.

Leptop User
()

Intermet '
s 0 g

AccessPoint  \Modem

Laptop User
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https://en.wikipedia.org/wiki/Telecommunications_network
https://en.wikipedia.org/wiki/Wireless
https://en.wikipedia.org/wiki/Radio_communication
https://en.wikipedia.org/wiki/Radio_communication
https://en.wikipedia.org/wiki/OSI_model
https://en.wikipedia.org/wiki/Cell_phone_network
https://en.wikipedia.org/wiki/Wireless_LAN
https://en.wikipedia.org/wiki/Sensor
https://en.wikipedia.org/wiki/Satellite
https://en.wikipedia.org/wiki/Microwave

Proposition 2. Wireless access point

A wireless access point (WAP) is a hardware device or configured node on alocal area network (LAN) that
allows wireless capable devices and wired networks.
The AP usually connects to a router (via a wired network) as a standalone device, but it can also be an integral
component of the router itself. An AP is differentiated from a hotspot, which is the physical location where Wi-Fi

access to a WLAN is available.

Proposition 3. Wireless personal area network (WPAN)

A WPAN (wireless personal area network) is a personal area network - a network for interconnecting devices
centered around an individual person's workspace - in which the connections are wireless. Typically, a wireless
personal area network uses some technology that permits communication within about 10 meters - in other words, a

very short range. One such technology is Bluetooth, which was used as the basis for a new standard, IEEE 802.15.

Proposition 4. Wireless network adapter
A wireless adapter is a hardware device that is generally attached to a computer or other workstation device
to allow it to connect to a wireless system. Before the advent of consumer devices with built-in Wi-Fi connectivity,

devices required the use of wireless adapters to connect to a network.

VIII. Stepwise procedure:

How to Set Up Your Home Wi-Fi Network

0 Find the best location for your wireless router. Its optimal placement is in a central location of your
home, free from obstructions that could cause wireless interference, such as windows, walls, and even the
microwave.

0 Turn off the modem. Power off the cable or DSL modem from your Internet service provider before
connecting your equipment.

I Connect the router to the modem. Plug an ethernet cable (typically provided with the router) intothe

router's WAN port and then the other end to the modem.


https://en.wikipedia.org/wiki/Hotspot_(Wi-Fi)
https://en.wikipedia.org/wiki/WLAN
https://searchmobilecomputing.techtarget.com/definition/personal-area-network
https://searchmobilecomputing.techtarget.com/definition/wireless
https://searchmobilecomputing.techtarget.com/definition/Bluetooth
https://searchmobilecomputing.techtarget.com/definition/80215
https://www.lifewire.com/dsl-vs-cable-broadband-internet-speed-comparison-817539
https://www.lifewire.com/choose-the-best-internet-service-provider-for-home-office-2377443
https://www.lifewire.com/what-is-an-ethernet-cable-817548
https://www.lifewire.com/what-is-an-ethernet-port-817546

0 Connect your laptop or computer to the router. Plug one end of another ethernet cable into the
router's LAN port (any will do) and the other end into your laptop's ethernet port. Don't worry this wiringis
temporary!

Power up the modem, router, and computer -- Turn them on in that order.

Go to the management webpage for your router. Open a browser and type in the IP address of the

router's administration page; this info is provided in your router documentation (it's usually something like

192.168.1.1). The login information will also be in the manual.

Change the default administrator password (and username if you wish) for your router. This

setting is usually found in a tab or section called administration. Remember to use a strong password that you

won't forge

Add WPAZ2 security. This step is essential. You can find this setting in the wireless security section, where

you'll select which type of encryption to use and then enter a passphrase of at least 8 characters -- the more

characters and the more complex the password, the better. WPAZ2 is the latest wireless encryption protocol,
much more secure than WEP, but you may need to use WPA or mixed mode WPA/WPA?2 if you have an
older wireless adapter in any of your devices. WPA-AES is the strongest encryption available to date.

17 Change the wireless network name (SSID). To make it easy for you to identify your network, choose a

descriptive name for your SSID (Service Set Identifier) in the wireless network information section.

Optional: change the wireless channel. If you're in an area with a lot of other wireless networks, you

can minimize interference by changing your router's wireless channel to one less used by other networks.

You can use a wifi analyzer app for your smartphone to find the least crowded channel or just use trial and

error (try channels 1, 6, or 11, since they don't overlap).

0 Setup the wireless adapter on the computer. After saving the configuration settings on the router
above, you can unplug the cable connecting your computer to the router. Then plug your USB or PC card
wireless adapter into your laptop, if it doesn't already have a wireless adapter installed or built-in. Your
computer may automatically install the drivers or you may have to use the setup CD that came with the
adapter to install it.

7 Finally, connect to your new wireless network. On your computer and other wireless-enabled
devices, find the new network you set up and connect to it
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Data Communication Computer Network (22414)

IX  Question for confirmation of learning :

(Student shall write answers to these questions independently in the laboratory itself to have self-feedback.)
“ What is wireless access point?

» What is WPAN?

% Which are the different security options available while configuring router?

Write the IP address of wireless router in your college.

X Questions :
Write answers to Q Q Q

(Teacher shall allot the questions)

[EEN

. List advantages of wireless network.

2. Compare wireless network with wired network.
3. What is a wireless network adapter?

4. How cellular networking works?
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