Computer Network (22417)

Practical No.1: Configure Peer-to-Peer Network with at least three hosts

VI.

VII.

Practical Significance

Identify and know the use of peer to peer network
Configure peer to peer network
Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic engineering
to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1. Setup peer-to-peer Network
Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
Setup up computer Network for Specific Requirement
Practical Outcomes (POs)

Connect computers in Peer-to-Peer Network
Relevant Affective Domain Related Outcomes

1. Follow safety practices
2. Demonstrate working as a leader/team member
3. Follow ethical practices

Minimum Theoretical Background

In Peer to Peer architecture every node is connected to other node directly for exchanging
information instead of connected to central server

Every computer node is referred as peer and they do the job of client as well as server both.

Every peer provides services to other peers as well as uses services provided by other peers.

¢+ Configuring peer to peer network

“Crossover cable is used”
One end is used for transmitting and other end for receiving data.
Peer-to-Peer networking is when all computers are on the same network. They are considered as

peers and will have to be connected to a hub, switch or a router. There is no server, controller or
one in charge. Computers in a workgroup shares resources such as the printer and files.
Workgroup is automatically set up when you set up a network and they all share the same subnet.
A workgroup is not protected by a password, no security is provided.
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VIIl. Diagrams/ Experimental set-up /Work Situation

A typical example of a workgroup is shown below:
Computer Workgroup Setup

Parker

IX. Resources Required

Sr.| Name of Resource
No

Specification

Quantity | Remarks/Use

1. | Network Interface Card

Manufacturer: Cisco

2. | Computer / Networked Computers

i3 processor, 2 GB RAM,
HDD 250GB

3. | Switch (min. 8 ports)

8 ports

4. | Crossover Cable

X. Procedure

% To set a static IP on your Windows computer

o]l e =]
v|€’H Search Control Pane Pl
@

@@v‘:} « All Control Panel ltems » Network and Sharing Center

Control Panel Home ) . . . )
View your basic netwaork information and set up connections

Change adapter settings .‘ =] @
. ™~

ch juanced sh
ret;:g;at anced sharing [FLABL-04-PC Network Intemnet
St (This computer)

See full map

View your active networks Connect or disconnect

S5 Network Accesstyper Intemet

™ Public network Connections: [ Local Arez Connection

Change your networking settings

i Setup 2 new connection or network
Setup 2 wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or aceess
point,

G Connectto a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

fmra @ Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
Internet Options

Windows Firewall

@lel‘}' <« Metweork and Internet » Metwork Connections »

Organize = Dizable this network device Diagnose this connection
E Local Area Connection

L Metwark '55' Disable
>~ Realtek PCle GB
Status

Diagnose
'E':;f' Bridge Connections

Create Shortcut
Delete

%]
H¥ Rename

'E‘:;f' Properties
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1. Click Start Menu > Control Panel > Network and Sharing Center. Click Change adapter

settings.
2. Right-click on Local Area Connection and click on Properties.
( Internet Protocol Version 4 (TCP/IPvd) Properties 7= |
[ 4 Local Area Connection Properties ] m‘
[Mietworcing | s copabity. Stberisse ou e vy otk ot e S

Connect using: for the appropriate IP settings.

- ;
=F Realtsk FCls GBE Family Controller () Obtain an IP address automaticaly

- Link-Layer Topology Discowery Mapper 140 Driver
- Link-Layer Topology Discowery Responder

[ Install... ] [ Uninstall ] Properties

Allows your computer to access resources on a Microsoft
network ) . }
[ validate settings upon exit

(@) Use the following IP address:
This connection uses the following items: 1P address: 177 .
Lel Client for Microsoft Metworks
4= Metwork Filter Driver Subnet mask: 255
= S0 S Packst Scheduler
Default gateway: 72,
= File and Prirter Sharing for Microsoft Metworks g v
& Imtemeat Protocol Wersion § {TCPAIPwE)
-& Intemet Protocol Wersion 4 {TCPAIPwv4) CObtain DNS server address automatically

@ Use the following DNS server addresses:
Preferred DNS server: 172

Drescription Alternate DNS server: g .

1% . 20 . 122
.255.255. 0
19 .20 .1
19 .20 1
8 .8 El

[ OK ] [ cancel |

3. Select Internet Protocol Version 4 (TCP/IPv4) and click on Properties.

Select "Use the following IP address™ and enter the IP address, Subnet Mask and DNS server.

Click OK and close the Local Area Connection properties window.
« How Workgroup works

A computer joining a workgroup is assigned to the same workgroup name this process makes

accessing the computers easier.

7
% How to create a workgroup
| Lo o ]
W—‘l Microsoft Word 2010 4 ﬁ ([ + CentreiPanel » i Contol Panei e » System Al o
o
7 - ol P View basic information about your computer N
.:1 Notepad L I L I
& Device Manay ’
= IFLAB1-04 e
3 .
‘{j Paint 4 & Sysem protection
=atd Documents & Advanced system settings
Command Prompt
Pictures
% Snipping Tool
¥ Music
J’ Getting Started »
= Computer
! Connect te 2 Projector 5 Open
Control Panel [l IVCLELT
Calculator = P d Touch: ich Input is available for this Display
i Devices and Pril Map network drive... Compater name, domain, 2nd workgroup settings
. Disconnect network drive... IFLAEL-4-PC i Chenge seting
Stcky Notes TFLABL-M-RC
v Show on Desktop
4\‘ XPS Viewer Rename WORKGROUP
»  AllPrograms Properties
EM-2002671-00008
o] NEEEy
Informats d

Bl 5/ ele[®]i]=

[555a0h programsndiies L
2 AFEN RIS &

1254 PM

* R s |

Click on Start button Right-click on Computer and then click Properties 2 UnderComputer

name, domain, and workgroup settings, click Change settings.
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3. In the System Properties dialog box, click the Computer Name tab and then click Change.In
the Computer Name/Domain Changes dialog box, under Member of, click Workgroup

4. Then do one of the following:

To join an existing workgroup, type the name of the workgroup that you want to join, and then
click OK.

To create a new workgroup, type the name of the workgroup that you want to create, and then
click OK

Note: Repeat the steps of setup of IP address and setup of Workgroup for third computer

% Peer-to-peer applications.

Skype, an Internet telephony network, uses P2P technology.

Instant messaging systems and online chat networks.

Bitcoin and PPCoin are peer-to-peer-based digital currencies.

Dalesa a peer-to-peer web cache for LANs (based on IP multicasting).

Open Garden, connection sharing application that shares Internet access with other
devices using Wi-Fi or Bluetooth.

Streaming media. P2PTV and PDT

XI. Precaution

1.
2.

Handle Computer System and peripherals with care

Follow Safety Practices

XI1. Resources Used

Sr.
No

Name of Resource Specification

1.

Crossover Cable

Network Interface Card Manufacturer: Cisco

Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB

Switch (min. 8 ports) 8 ports

2
3
4.
5

Any other Resource
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XIIl. Result/Conclusion

XIV. Practical Related Questions
1. What is peer?
2. What is peer to peer network?
3. How peer to peer is differs from client -server network?
4. Give advantages of peer to peer network.
5. Give disadvantages of peer to peer network.

XV. Exercise

1. Student should Configure peer-to peer Network of minimum three host

(Space for Answer)
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XVI. References/ Suggestions for further Reading
https://www. webopedia.com/TERM/W/word_processing.html
http://jan.ucc.edu/ Irm22/technology/wpbasics/wpbasics.htm

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

% List of Students/Team Members

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.2: Create a Small Physical Network using Computers, Network Connecting Devices

and cables

VI.

VII.

Practical Significance

Identify and know the physical network

Configure small physical network

Relevant Programs Outcomes (POs)

1.

5.

Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1.

Setup small Physical Network

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network

Setup up computer Network for Specific Requirement

Practical Outcomes (POs)

Understand to connect computers, assign Workgroup, and assign IP address

Relevant Affective domain related Outcomes

1.
2.
3.

Follow safety practices
Demonstrate working as a leader/team member

Follow ethical practices

Minimum Theoretical Background

A computer network is a group of computer systems and other computing hardware
devices that are linked together through communication channels to facilitate

communication and resource-sharing among a wide range of users
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VIIl. Diagrams/ Experimental set-up /Work Situation

Printar

g ’_1)5 ‘?’ Server

Router
T
} Hub / .‘nmtcw '
« 11}5
PC's £
Internet / WAN i),
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB
2.. | Switch (min. 8 ports) 8 ports 1

X. Procedure
Power up the switch.Connect all the computers to the Switch with standard network cable (CAT -
5).
Insert a one end of cable into NIC port of computer and another end into NIC port of switch.

Put all the computers in the same Workgroup as performed in experiment no.1

Give all the computers IP address in the same subnet mask

¢+ Use the following guideline

Open Start > Control Panel > Network Connections

Right-click “Local Area Connection” .This connection uses the following items select “Internet
Protocol (TCP/IP)” and click the “Properties” button

Put a tick next to “Use the following IP Address” and type in the IP and subnet mask

. . — Computer 1:
Internet Protocol Version 4 (TCP/IPv4) Properties IR
General 'IP 192168010

-Subnet Mask: 255.255.255.0

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

) ! Computer 2:
7) Obtain an IP address automatically
@) Use the following TP address: -1P: 192.168.0.11
1P address: . . . -Subnet Mask: 255.255.255.0
Subnet mask: . .
Default gateway: Computer 3

Obtain DNS ser

tres aomatealy -IP: 192.168.0.12
@ Use the following DNS server addresses: -Subnet Mask 2552552550

Preferred DNS server:

Alternate DNS server:

Computer 4:
[ validate settings upan exit _|P 192168013
-Subnet Mask: 255.255.255.0
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Type ping command on command prompt of every computer to verify connections.

C:\Documents and Settings>ping 192.168.0.10

Pinging 192.168.0.10 with 32 bytes of data:

Reply from 192.168.0.10: bytes=32 time<lms TTL=128

Reply from 192.168.0.10: bytes=32 time<ims TTL=128

Reply from 192.168.0.10: bytes=32 time<ims TTL=128

Reply from 192.168.0.10: bytes=32 time<lms TTL=128

Ping statistics for 192.168.0.10:

Packets: Sent4, Received= 4, Lost= 0 (0% loss),

Approximate round trip times in milliseconds: Minimum=0ms, Maximum=0ms, Average=0ms
XI. Precaution

1. Handle Computer System and peripherals with care

2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification

No

1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

2. | Switch (min. 8 ports) 8 ports

3. | Any other Resource

XI1l. Result

XIV. Practical Related Questions

What is Computer network?

State the need of computer network.

Give any two features of network.

How internet is an example of network?

List Different Network Devices.

Which types of connectors are used in Network Lab?

Give the use of cable.

© N o o B~ w DN PE

List components required to connect 4 computers.
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XV. EXxercise
1. Student should Create small physical Network using network devices

(Space for Answer)
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References/ Suggestions for further Reading
https://www. webopedia.com/TERM/W/word_processing.html
http://jan.ucc.edu/ Irm22/technology/wpbasics/wpbasics.htm

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

« List of Students/Team Members

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.3:Draw the Network Layout with its Topology for Network set-up of your Laboratory
I. Practical Significance
Identify network topology
Draw Network Laboratory Topology
Il. Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

I11. Competency and Practical skills

1. Network Layout with its Topology for Network set-up of your Laboratory
IV. Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
V. Practical Outcomes (POs)

Understand network topology
Differentiate between all topology
VI. Relevant Affective domain related Outcomes

1. Follow safety practices
2. Follow ethical practices

VIIl. Minimum Theoretical Background
Network Topology refers to layout of a network. How different nodes in a network are connected
to each other and how they communicate is determined by the network's topology.
Network Topology refers to the layout of a network and how different nodes in a network are
connected to each other and how they communicate. Topologies are either physical (the physical
layout of devices on a network) or logical (the way that the signals act on the network media, or
the way that the data passes through the network from one device to the next).

Types of Network Topology

Network Topology is the schematic description of a network arrangement, connecting various
nodes(sender and receiver) through lines of connection.
1. BUS
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2. RING
3. STAR
4. MESH
5. TREE
6. HYBRID
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Bus topology is a network type in which every computer and network device is connected to
single cable. When it has exactly two endpoints, then it is called Linear Bus topology.

Features of Bus Topology

1. It transmits data only in one direction.

2. Every device is connected to a single cable

Advantages of Bus Topology

1. Iltis cost effective.

2. Cable required is least compared to other network topology.

3. Used in small networks.

4. ltis easy to understand.

5. Easy to expand joining two cables together.

Disadvantages of Bus Topology

1. Cables fails then whole network fails.

2. If network traffic is heavy or nodes are more the performance of the network decreases.

3. Cable has a limited length.

4

It is slower than the ring topology.

RING Topology

It is called ring topology because it forms a ring as each computer is connected to another computer,
with the last one connected to the first. Exactly two neighbors for each device.

Features of Ring Topology

1. A number of repeaters are used for Ring topology with large number of nodes, because if
someone wants to send some data to the last node in the ring topology with 100 nodes, then the data
will have to pass through 99 nodes to reach the 100th node. Hence to prevent data loss repeaters are
used in the network.

2. The transmission is unidirectional, but it can be made bidirectional by having 2 connections
between each Network Node, it is called Dual Ring Topology.

3. In Dual Ring Topology, two ring networks are formed, and data flow is in opposite direction in
them. Also, if one ring fails, the second ring can act as a backup, to keep the network up.

4. Data is transferred in a sequential manner that is bit by bit. Data transmitted, has to pass through
each node of the network, till the destination node.

Advantages of Ring Topology
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1. Transmitting network is not affected by high traffic or by adding more nodes, as only the nodes
having tokens can transmit data.

2. Cheap to install and expand

Disadvantages of Ring Topology

1. Troubleshooting is difficult in ring topology.

2. Adding or deleting the computers disturbs the network activity.

3. Failure of one computer disturbs the whole network.

STAR Topology

In this type of topology all the computers are connected to a single hub through a cable. This hub is
the central node and all others nodes are connected to the central node.

Features of Star Topology

1. Every node has its own dedicated connection to the hub.

2. Hub acts as a repeater for data flow.

3. Can be used with twisted pair, Optical Fiber or coaxial cable.

Advantages of Star Topology

1. Fast performance with few nodes and low network traffic.

2. Hub can be upgraded easily.

3. Easy to troubleshoot.

4. Easy to setup and modify.

5. Only that node is affected which has failed, rest of the nodes can work smoothly.
Disadvantages of Star Topology

1. Cost of installation is high.

2. Expensive to use.

3. If the hub fails then the whole network is stopped because all the nodes depend on the hub.
4

. Performance is based on the hub that is it depends on its capacity

MESH Topology

It is a point-to-point connection to other nodes or devices. All the network nodes are connected to
each other. Mesh has n(n-1)/2 physical channels to link n devices.

There are two techniques to transmit data over the Mesh topology, they are :

1. Routing

2. Flooding
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MESH Topology: Routing

In routing, the nodes have a routing logic, as per the network requirements. Like routing logic to
direct the data to reach the destination using the shortest distance. Or, routing logic which has
information about the broken links, and it avoids those node etc. We can even have routing logic, to
re-configure the failed nodes.

MESH Topology: Flooding

In flooding, the same data is transmitted to all the network nodes, hence no routing logic is required.
The network is robust, and the its very unlikely to lose the data. But it leads to unwanted load over
the network.

Types of Mesh Topology

1. Partial Mesh Topology: In this topology some of the systems are connected in the same fashion as
mesh topology but some devices are only connected to two or three devices.

2. Full Mesh Topology: Each and every nodes or devices are connected to each other.

Features of Mesh Topology

1. Fully connected.

2. Robust.

3. Not flexible.

Advantages of Mesh Topology

1. Each connection can carry its own data load.

2. ltis robust.

3. Fault is diagnosed easily.

4. Provides security and privacy.

Disadvantages of Mesh Topology

1. Installation and configuration is difficult.

2. Cabling cost is more.

3. Bulk wiring is required.

TREE Topology

It has a root node and all other nodes are connected to it forming a hierarchy. It is also called
hierarchical topology. It should at least have three levels to the hierarchy.

Features of Tree Topology

1. Ideal if workstations are located in groups.

2. Used in Wide Area Network.
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Advantages of Tree Topology

1. Extension of bus and star topologies.

2. Expansion of nodes is possible and easy.

3. Easily managed and maintained.

4. Error detection is easily done.

Disadvantages of Tree Topology

1. Heavily cabled.

2. Costly.

3. If more nodes are added maintenance is difficult.
4

. Central hub fails, network fails.

HYBRID Topology

It is two different types of topologies which is a mixture of two or more topologies. For example if in
an office in one department ring topology is used and in another star topology is used, connecting
these topologies will result in Hybrid Topology (ring topology and star topology).

Features of Hybrid Topology

1. Itis acombination of two or topologies

2. Inherits the advantages and disadvantages of the topologies included

Advantages of Hybrid Topology

1. Reliable as Error detecting and trouble shooting is easy.

2. Effective.

3. Scalable as size can be increased easily.

4. Flexible.

Disadvantages of Hybrid Topology

1. Complex in design.

2. Costly
VIIIl. Diagrams / Experimental set-up /Work Situation
r . >
. éus Siar
3 B
Ring Mesh I-—iy‘brid
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IX. Resources Required
Sr. | Name of Resource Specification Quantity | Remarks/Use
ll\l.o Computer / Networked i3 processor, 2 GB RAM, | 10
Computers HDD 250GB
2. | Switch (min. 8 ports) 8 ports 1
X. Procedure
1. Observe the Laboratory Structure
2. ldentify the topology used in Laboratory
3. Draw Network Layout for Laboratory
XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices
XIl. Resources Used
Sr.| Name of Resource Specification
ll\l.o Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB
2. | Switch (min. 8 ports) 8 ports
3. | Any other Resource
XIIl. Result
XIV. Practical Related Questions
1. List Different Types of Network Topology
2. Differentiate All Topologies with respect to following points
a. Physical Arrangement
b. Data Flow
c. Broadcast/ unicast/ Multicast
d. Whether central device required
e. Whether terminators required
f.  What if node fails
g. What if link fails
h. What if central device fails(if any)
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i.  Number of cables required
j. Cost
k. Security
I.  Adding node to network
m. Deleting node to network
n. Whether troubleshooting is easier?

XV. Exercise

Draw the Network Layout with its Topology for Network set-up of your Laboratory

(Space for Answer)
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XVI. References/ Suggestions for further Reading
https://www.geeksforgeeks.org/network-topologies-computer-networks/

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

« List of Students/Team Members

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.4:Prepare and Test straight and Cross UTP cable
I. Practical Significance
Identify and know the use of straight and Crossover cable
Create straight cable and crossover cable
Il. Relevant Programs Outcomes (POs)
1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.
2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.
3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.
4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.
5. Communication:Communicate effectively in oral and written form.
I11. Competency and Practical skills
Understand straight and Cross UTP cable
Create straight and Cross UTP cable
Understand straight and Cross UTP cable
IV. Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
V. Practical Outcomes (POs)

Create straight and Cross UTP cable
V1. Relevant Affective domain related Outcomes

1. Follow safety practices
2. Practice good Housekeeping
VIIl. Minimum Theoretical Background

Straight network cable:
It is a type of Ethernet cable used to connect computing devices together directly.

Straight through or patch cables were used to connect from a host network interface controller (a
computer or similar device) to a network switch, hub or router.

Both sides (side A and side B) of cable have wire arrangement with same color.

These are used when connecting Data Terminating Equipment (DTE) to Data Communications
Equipment (DCE).
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Concept structure:
Hub or PC
|
Switch

++ Crossover network cable:

It is used to connect two devices of the same type: two computers or two switches to each other.

Pin ID | Side A Side B

1 Orange-white | Orange-white
2 Orange Orange

3 Green-white Green-white
4 Blue Blue

5 Blue-White Blue-White

6 Green Green

7 Brown-White | Brown-White
8 Brown Brown

Both sides (side A and side B) of cable have wire arrangement with different color.

These are used when connecting Data Terminating Equipment (DTE) to Data Terminating Equipment

(DTE) or Data Communications Equipment (DCE) to Data Communications
Equipment (DCE).

*

RJ45 Connector for network cables. RJ45 connectors are most common

Hub or Hub or
|

Switch Switch

PC PC

+ RJ45 Connector and Crimping Tool

Pin ID | Side A Side B

1 Orange-white Green-white
2 Orange Green

3 Green-white Orange-white
4 Blue Brown-White
5 Blue-White Brown

6 Green Orange

7 Brown-White Blue

8 Brown Blue-White

RJ45 is a standard type of Connector for Network Cables.

RJ4 connectors feature eight pins to which the wire strands of a cable interface electrically. Standard

RJ45 pin outs define the arrangement of the individual wires needed when attaching

Connector to Cable.

A Crimping Tool is a tool designed to crimp or connect a connector to the end of cable

Network cables and Phone cables are created using crimping tool to connect RJ 45and RJ 11 connectors

to the end of the cable
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RJ-11 (6-Pin) and R1-45 (8-Pin) Crimping Tool

1 2

[

fig. Straight-Thru and Crossover cable

Fig. RJ 445 Pin out

Color Standard
EIATIA T568A
RJ5_Pin] [Pin#_RJA5

Tx+ WA [ GreeniWhite 1 e 1 [ Greenihite ]PRB

X- TN | 2 pm— 7 | Green ==

RX+[Z1] [Orange/hite 3 3 | Orange/White [ZZ3-PR2
E= BlUe | § e 4 |Blue -]PR1
BlueWhite 5§ s 5 | Blue/White

RX- [ Oranye| 6 pe—f | Orange E1-pR2
Brown/White 7 [r— 7 | Brown/White PR4
= Browr | § pe—§ | Brown -]

Color Standard

EIATIA T568A

RJ45 Pin# Pin#_RJ45

GreenWhite 1 1 [OrangeMhite
[F=) Green | 2 2 [Orange [—]
Orange/White 3 3| GreenWhite
== Blue [4 4 | Brown/hite
Blueihite 5 5| Brown =
=] Orange | 6 6 | Green [ ]
Brownihite 7 7 |Blue 5|
= Brown |8 8 | BlueMhite

Crossover cableis used when:
Connecting a computer to a computer

Connecting a router to a router
Connecting a switch to a switch

fig. Straight-Thru and Crossover cable

Functionality Difference between Straight Cable and Cross Cable
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e Connecting a hub to a hub and
o Connecting a router to a PC because both devices have the same components

When to use a Crossover Cable?

When to use a Straight Through Cable?

¢ Straight-through cables are used when:
o Connecting a router to a hub
« Connecting a computer to a switch
« Connecting a LAN Port to a switch or computer
o Connecting other dissimilar networking equipment
VIIIl. Diagrams/ Experimental set-up /Work Situation
Give the label to below figure.......................

Patch Cable/Straight Through Cable

Wring Scheme Connactor A Connacior B
Mnl A F .. ’ | Finl
i Pin 1

Coarecior & Connect B
[ —— I ——
Bny Fn3
Fng | F 4 F 4 a - F 4 F

i
ni Pn

md Pin 4

B Fin 5
ERE B F S N3

P

B

P
PRS
P
Py
B

[
T | - a F 4 F 4 & | L b g
B

nE n &

IX. Resources Required

Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Network Interface Card Manufacturer: Cisco

2. | Computer / Networked Computers | i3 processor, 2 GB RAM,

HDD 250GB
Switch (min. 8 ports) 8 ports
UTP CAT 6 Cable
Crimping Tool

RJ 45 connector

Nl o g M w

Line Tester
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X. Procedure
Prepare straight and crossover cable:

1.Cut into the plastic sheath 1 inch from the end of the cut cable. The crimping tool has a razor blade

that will do the trick.Untwist it and pair of the similar colors.

(The wire colors line up to form a standard cat 5 cable)
Use scissors to make a straight out across the wires 1/2 Inch from the cut sleeve to the end

of the wires. Push the wires into the connector.

o3 g BEG W ER

A view from the top. All the wires are all the way in. There are no short wires.
Crimping The Cable: carefully place the connector into the Ethernet Crimper and cinch down on the
handles tightly. The copper splicing tabs on the connector will pierce into each of the eight wires. There
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is also a locking tab that holds the blue plastic Sleeve in place for tight compression fit When you remove

the cable from the crimper, the cable is ready

XI. Precaution

1. Follow Safety Practices
2. Cut the plastic cover carefully so that cables would not get cut
3. Arrange color code and check before crimping

XI1. Resources Used

Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Network Interface Card Manufacturer: Cisco

2. | Computer / Networked Computers | i3 processor, 2 GB RAM,

HDD 250GB
3. | Switch (min. 8 ports) 8 ports
4. | UTP CAT 6 Cable
5. | Crimping Tool
6.

RJ 45 connector

7. | Line Tester
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XIIl. Result

XIV. Practical Related Questions
1. Give the use of transmission media, Crimping tool, straight cable, crossover cable, and
connector.
List out types of twisted pair cables
Give the name of connector used in laboratory.
Which tool is used to test network cable?
Give the meaning of TX and RX used for connector.
Write the category of UTP/STP cable along with its specifications.
What is the difference between straight cable and crossed cable w.r.t order of wires?
What is the meaning of RJ?

9. Give the purpose to have network toolkit in a laboratory.

© N o ok~ D

XV. EXxercise
Prepare and Test straight and Cross UTP cable

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
..............................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
..............................................................................................................................
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References/ Suggestions for further Reading
https://www.home-network-help.com/straight.html

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher
Process Related(35) | Product Related (15) | Total(50)
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Practical No.5:Install and Configure Network Interface Card and identify its MAC address

VI.

VII.

Practical Significance

Knowthe NIC
Identify MAC address

Relevant Programs Outcomes (POs)

1.

5.

Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1.

Install NIC and to know the MAC address of Computer

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network

Practical Outcomes (POs)

Understand NIC

Relevant Affective domain related Outcomes

1. Follow safety practices

2.
3.

Demonstrate working as a leader/team member

Follow ethical practices

Minimum Theoretical Background

What is the NIC?

A network interface card (NIC) is a circuit board or card that is installed in a computer so that it can

be connected to a network. A network interface card provides the computer with a dedicated, full -

time connection to a network.

Installing a NIC card requires you to have some basic knowledge on computer component and does

not necessarily need you to be a computer whiz to do the job.
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NIC has Read Only Memory (ROM). that contains firmware i.e. Software that installed on a ‘ small

memory chip on a hardware device which allows NIC to Implement MAC (Media Access Control)

protocol of LAN standard. A NIC can be wired or wireless. It Works by sending and receiving

Signals over some type of media or device. This can be cable or other type of modem The biggest

variation between cards is depending upon their connective medium and speed capabilities. 10/100
Ethernet NIC. Gigabit Ethernet NIC, Wireless NIC.

VIIIl. Diagrams/ Experimental set-up /Work Situation

IX. Resources Required

Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB
2. | Switch (min. 8 ports) 8 ports 1

X. Procedure

To install the Network Interface Card follow through the following steps to successfully install

your card.

Unplug the power cable on your computer power supply.

Open your PC case, there are usually two screws at the back of your PC, unscrew it and set aside

the screw. Some pc case don’t have screws to remove the cover you just have to slide the cover

to open, refer to your PC case manual on how to remove the cover of your PC.

Discharge yourself from any static charge that my damage the component before touching any

pc component.

You can do this by using an anti-static wrist strap clipping it to the computer casing metallic part

or if you don't have this anti-static wrist strap you can touch any non-painted metallic part of the
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computer casing to remove any static charge from your body before proceeding to the
installation of the component. When working with pc component such as network interface card
always avoid touching the golden pins of the cards or the IC chips pins.

Find an available PCI slot on your motherboard. PCI slot can be easily distinguished over PCI-E
since PCI slot are shorter in length than PCI-E slots except for PCI-E 1x slot which is shorter

than PCI slot. Refer to the image below.
PCl-e (1x)

- Tkl Y

. PClSlot PCl-e Expansion Slot for VGA Card

Install the NIC card by aligning the guide notches with the PCI slot and pressing the card gently
till it sit firmly on the PCI slot, you’ll know if it is sited well if you can’t see the pins of the NIC
on the PCI slot.

Secure the card by using a single screw, screwing the card bracket firmly to the computer casing.
Inspect the card if it moves, a well sited card should not move when you try to move them. A not
properly sited card may damage the card when you power on your computer.

Plug in the power cord to the power supply and power on your computer.

Wait for windows to load, a “new device detected” message by windows should appear and it
will install the necessary driver or ask you for the device driver, after the installation of device
driver you can install its software if it has.

Check device manager if the driver is installed properly, you should see no yellow exclamation
on the NIC device.

If everything works out right then you can now close your computer casing and return the screw
at the back of your PC.
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Network Interface Card it IS a piece of hardware allows your computer to be connected to a
network of other computers (known as a LAN or Local Area Network). The computers and
network control devices are connected to cabling system through NIC
% To find your device’s MAC address:
1. Click Windows Start or press the Windows key.
2. In the search box, type cmd. And Press Enter
A command window displays.
3. Type ipconfig /all. And Press Enter.

A Physical Address displays for each adapter. The Physical Address is your device’s MAC address.
| BN C:\Windows\system32icmd.exe EI@

Microsoft Windows [Uersion 6.1.76081
Copyright <(c?> 2809 Microsoft Corporation. All rights reserved.

C:“Users~IFLAB1-B4>ipconfig-all

Windows IP Configuration

Host Hame = IFLAB1-84-PC
Primary Dns Suffix - B

Hode Type = Hybrid

IP Routing Enabled. . . . : Ho

WINS Proxy Enabled = Mo

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix H
Description = Realtek PCle GBE Family Controller
i H 34 DE-88-FB-C5—E?7
: Mo

Autoconfiguration Enabled

1 Yes
Link-local IPu6 Address . : feB8B::h?32:fB%2:6b6b:2%ehx11{(Preferred>

IPv4 Address. . . : 172.19.28.122(Preferredd

Subnet Mask = 255.255.255.8

Default Gateway - = feBA::B6c?:bh2ff:fe52:833Fx11
feBB::86c?:-h2ff:feb2:8341x11
172.19.28.1

DNE Servers 2 172.19.28.1

HetBIOS2 over Tcpip
Tunnel adapter isatap.{241281DD-185B-41%1-8428-A77F632A?33C>:

Media State : Media disconnected
Connection—specific DMS Suffix B

Description . = Microsoft ISATAP Adapter
Physical Addre : H-A8—-AA-AR-AA—BB-B8—EA
DHCP Enabled : No

Autoconfiguration Enabled

XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Network Interface Card Manufacturer: Cisco

2. | Computer / Networked Computers | i3 processor, 2 GB RAM, HDD
250GB

3. | Any other Resource

XI1l. Result

€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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XIV. Practical Related Questions
1. What Is Local Area Network?
State the purpose of Network Interface Card.
Where Network Interface Card is placed in computer?
State different parameters on the basis of which NIC classified.
Which types of connector used by interface Card for cabling?
How to check whatever Network Interface Card successfully installed or not.
What is USB Adaptor and where it is used?
State meaning of IP Address.

© 0o N o g bk~ wDN

To whom MAC address is allocated and what is use of it.
. How MAC address differs from IP address?
. Give general representation of MAC address

e
N P O

. MAC address is more secured than IP address”, why?
13. Give the steps to locate MAC address ofComputer.
14. A computer MAC address: 02:45: ZD: 65. 02: 1E. What the first three and remaining three
blocks
15. It is possible to replace NIC card? If yes then how?
XV. Exercise
Install NIC card check MAC address

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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XVI. References/ Suggestions for further Reading
http://www.omnisecu.com/basic-networking/what-is-nic-card-network-interface-card.php

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.6:Share Files/Folder, Devices and Printer in the Network and access the shared

resources from the other node

VI.

VII.

Practical Significance

You can share Computer Resources

Relevant Programs Outcomes (POs)

1.

5.

Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1.

Share resources such as File Folder and Printer

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
Setup up computer Network for Specific Requirement

Configure Basic network Services

Practical Outcomes (POs)

Connect Printer, Install Printer Share printer, Files and Folder

Relevant Affective domain related Outcomes

1. Demonstrate working as a leader/team member

2. Follow ethical practices

Minimum Theoretical Background

A resource, or system resource, is any physical or virtual component of limited availability

within a computer system

Every device connected to a computer system is a resource and every internal system

component is also a resource.

Major resource types are CPU time, Random access memory, Hard disk space, Network

throughput, Electrical power, External Devices, Input/output operations.
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Virtual system resources include files, network connections and memory areas, whereas a physical
resource includes printer, scanner, fax machine etc.

Types of System Resources

1. Physical
2. Virtual
Types of Physical Resources Types of Virtual Resources
1.Printer 1. Memory
2.Scanner 2. Files
3.Fax Machine 3. CPU time

Resource Sharing

A shared resource or network share is a device or piece of information on a computer that can be
remotely accessed from another computer typically via a local area network or an enterprise Intranet,
transparently as if it were a resource in the local machine.

Examples are shared file access (also known as disk sharing and folder sharing), shared printer

access (printer sharing), shared scanner access, etc.

Resource sharing means reduction in hardware costs. Shared files mean reduction in memory
requirement, which indirectly means reduction in file storage expenses.

A network share can become a security liability when access to the shared files is gained (often by
devious means) by those who should not have access to them. Many computer worms have spread
through resource sharing

Printer sharing is a feature which allows you to access and use a printer from other computers

in network.

If there are ten employees in an organization, each having their own computer, they will require ten
printers if they want to use the resource at the same time. Printer sharing allows accessing the computers
that can be interconnected using a network, and just one printer can efficiently provide the services to all
ten users. Folder sharing is the public or private sharing of computer data or space in a network with
various levels of access privilege.

A user sitting at one computer that is connected to network can easily see files present on another
computers, provided he is authorized to do so. This saves him/her the hassle of carrying a storage device
every time data needs to be transported from one system to another system

Maharashtra State Board of Technical Education 36



Computer Network (22417)

VIIl. Diagrams/ Experimental set-up /Work Situation

g =
~gl-

v/‘
.

/
’
v
|

5

x”

Printer connected to
& computer

=7 .

X 4 |
/ —_—— — —_— =X
¢ B B .
= . - =

-

Print Server
Carputes

)

ﬁ Client Computers
- AZLEAR SHARED PRINTEN COMNXCTED 10 A COMPUTER/ SEavin
Fig.Resource sharing Fig. Printer Sharing
File server
Fig. Folder Sharing
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB

2. | Printer 8 ports 1

X. Procedure

Share Printer and folder

Click on Start Button->Click on Control Panel-> Click on Network and Sharing Center->click on

Change advanced sharing settings
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(= EoR(E)

6@-“& <« Metwork and Sharing Center b Advanced sharing settings - [ 42 |}[ S=arch Controt Pane o

Change sharing options for different network profiles

‘Windews creates a separate netwerk profile for each netwerk you use. You can choose specific options for
each profile.

Heme or Work

Public (current profile) ()

Network discovery

I

When netwerk discovery is on, this computer can see other network computers end devices and is
wvisible to other network computers, What is network discoveny?

Turn on network discovery
urn off netwerk discovery

File 2nd printer sharing

When file and printer sharing is on, files and printers that you have shared frem this computer can
be sccessed by people on the network: -

urn on file znd printer sharing
© Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can

access files in the Public felders. What are the Public folders?

urn an sharing so anyone with netwerk access can read and write files in the Public folders
@ Turn off Public folder sharing (people logged on to this computer can still access these
felders)

Redia ctreaminn

First start with the computer the printer is connected to. Make sure it’s installed correctly with the latest
drivers. click Start >> Devices and Printers.

w-

3 Games
,-:.}“,4_-,}; Paint
) Computer
@I' Magnifier

.d’i Solitaire

Control Panel

Devices and Printers

3

Default Programs

Help and Support
All Pragrams

| | Search programs and files

Next, right-click on the printer you want to share and select Printer Properties.

4 Printers and Faxes (3)

Canon MP495 Open in new window

zeries Printer o er
——— See what's printing

v | Setas default printer
Printing preferences

Printer properties L\\,

Start scan
Scan profiles...

@ Scan properties

Click the Sharing tab. Make sure Share this Printer is checked and give it an easy to remember share
name. Click OK.
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General | Shamng | Parts | Advanced | Color Management | Securty | ff Maintenance

./ Hyou share this printer, only users on your network with a username
and passward for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,
use the Network and Sharing Center.

[#] Share this printer
Share name: | CanenHomeOffice

Render print jobs on client computers

Drivers
I this printer is shared with users running different versions of
Windows, you may want ta install additional drivers, so that the
users do not have to find the print driver when they connect to the

shared printer.
Additional Drivers..

[ ok N[ cancel ][ Ay ][ e

SrOOYYrFOST O

The computer the printer is attached to will need to be powered on to find and print to it.

Now go to the other computer you want to print from. Click Start >> Devices and Printers.
e

ﬁ[ WinTv7

Pinball

Computer

Control Panel

Devices and Printers

[EEM Y View and manage devices, printery

Help and Support

SugarSync Manager

Sound Recorder

Foxit Reader

IS/ 90

m\ﬂﬁ| Restart WinTV Extend Server

» Al Programs

Shut down | ¥ |

| |Search programs an

Click Add a Printer.

= =) g
() [#s « varowar. » Devices and printers » < [ 3 ||[ Search Devices and pr. £
Add a device Add a printer = - @
Start the Add Printer Wizard, which
helps you install a printer !,, f
DELL 2208WFP LifeCam Cinema Microsoft MYSTICGEEK VE248
Wireless
Transceiver £
Wireless Optical
Mouse 2000
a Neim#nre ~md Covene £20% s
g / 9 itemns
s
=i g)r
TOOvy PO e0L0:

Next, click Add a Network, Wireless or Bluetooth Printer.

Maharashtra State Board of Technical Education



Computer Network (22417)

.\\;_) = Add Printer

What type of printer do you want to install?

= Add a local printer

Use this optien only if you don't have a USE printer. (Windows automatically install
when you plug them in.)

< Add a network, wireless or Bluetooth printer

Make sure that your computer is cennected te the network, or that your Bluetooth
printer is turned on.

s G el
The system will search your network for the shared printer. When it finds the printer, highlight it and
click Next.

Select a printer

Printer Mame Address
-} CanonHomeOffice on GROOVYGEEK-PC YWEROOWYGEEK-PCh\CanonHomeOffice

e | Searchagan |

Giddis (3 5 (3 ]
A e T

Success. Click Next.
\.J = Add Printer

You've successfully added Canon MP495 series Printer on GROOVYGEEK-PC

Printer name: | Canon MP435 series Printer on GROOVYGEEK-PC

This printer has been installed with the Canon MP495 series Printer driver,

STO0VY POStIB0E
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Back in Devices and Printers, you’ll find the printer listed. Send a test page to the printer to verify it’s
working.

I\ =0 Add Printer

You've successfully added Canon MP495 series Printer on GROOVYGEEK-PC

To check if your printer is working properly, or to see troubleshooting information for the printer, print a

test page.
r N
Canon MP4D5 seiesPrinteron GROOVYGEEK-PC ==
L
./ Atest page has been sent to your printer

=
This test page briefly demonstrates the printer's ability
to print graphics and text, and it provides technical
information about the printer. Use the printer
troubleshooter if the test page does not print correctly,

Get help with printing

STOOYYEOSTEOT

If Windows doesn’t automatically find the printer, click The Printer That I Want Isn’t Listed.

No printers were found.

Printer Name Address

e | Searchagan |

2 The printer that I want isn't listed

N
vt | [t

FrO0vy L oS Teoin

Check Select a Shared Printer by Name and type the path in directly.
@ @Add Printer

Find a printer by name or TCP/IP address

(7) Browse for a printer

(@ Select a shared printer by name

\WGROOVYGEEK-PC\CanonHomeDffice

Example: \\computername\printername or
http://computername/printers/printername/ . printer

(71 Add a printer using a TCP/IP address or hostname

rogvyrosSreorn
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Or click Browse to find the printer and select it.

@-v.vl'l.i » Network » GROOVYGEEK-PC - “f” Search GROOVYGEEK-PC o]
Organize » = 0 @.
E Videos -
&
fva Homegroup {
‘3-'*/
1M Computer )
gﬂ, Local Disk (C:) CancnHomeOffi
ce

w Backups (E:)
Box.net

?I,-l Metwork
18 BRIAN
1M CISC017718 -

Printer CanonHomeOffice M
R
T
Sharing Specific Folders ,
| @ Advanced sharing settings = 4=l “
© v 1 & « Network and Sharin... » Advanced sharing settings v e t o

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)

®

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

® Turn on network discovery
V] Turn on automatic setup of network connected devices.

v
File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

Typically, Windows manages the connections to other homegroup computers. But if you have the
same user accounts and passwords on all of your computers, you can have HomeGroup use your v

Cancel

Ensure that File and Printér Sharing is enabled. In order to share specific folders, you will need to
have this feature enabled. The method for enabling it varies slightly depending on which version of
Windows you are using. It is highly recommended that you do not enable folder sharing when on a public
network such as a school or coffee shop.

Windows 7 - Click the Start button, type "control panel”, and press ¢ Enter. Double-click the "Network
and Sharing Center" icon. Click the "Change advanced sharing settings™ link. Expand the profile that you
want to enable sharing on (Home/Work or Public). Turn on both "Network discovery" and "File and

printer sharing". Click the "Save changes" button and enter your administrator password if necessary.

Find the folder you wish to share. Once File and Printer Sharing has been enabled, you can share any
folder on your hard drive with other people on your network. Navigate to the folder that you want to
share using Explorer. Right-click on it.
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B |

m((ju= Desktop

€ * 1 [ Desktop Open
Open in new window
ok iow, Share with
B Snagit
@ WinZp
Inch i v
M This PC include in fibrary
Pin to Start
€ Network W Uninstall with Revo Uninstaller Pro
B Addto archive.
B Add to "wikiHow.rar
2 Compress and emil...
B Compress to “wikiHow.rar” and email
© Powerls0

Sendto
Cut
Copy

Create shortcut
Delete

Rename

Properties

49items 1 item selected =

3.Select the ""Share with'" option. This will open the Sharing submenu. You can choose to share it

with everyone in your Homegroup or select specific people to share it with.

When choosing a Homegroup option, you can allow other Homegroup members to both read and write to
the folder, or limit them to just read from it.

AR Desktop - ol = [ AL Desktop -
Home  Share  View (2] “ Home  Share  View ?)
(¢ Deskt o © 1 B Deskt o
(© v eskto, ) v esktol
[ L Open in new window 2 = R Open
~ ) | Openin new window A
¢ Favorites L Share with 3 | ¢ Favorites
f RETR 8 stopsharing Share with y
+& Homegroup @ WinZip & Homegroup «§ Create or join a homegroup 5 Snagit »
Include in library UpdatusUser @ WinZip »
18 This PC Dinto St 1% This PC For Kids Include in library »
- #%  Uninstall with Revo Uninstaller Pro " I 23 Specific people... Pin to Start
€ Network B Addtoarchive... G Network % Uninstall with Revo Uninstaller Pro
B Addto "wikiHow.rar" B Addtoarchive..
B Compress and email... B AddtowikiHow.rar*
B  Compress to "wikiHow.rar" and email 8 Compress and email...
€ PowerlSO B Compress to "wikiHow.rar" and email
| © Poweriso
Sendto
Sendto
Cut
ooy Cut
Copy
Create shortcut
Delete Create shortcut
Rename Delete
Rename
Properties
X, Properties v
49 items 1 item selected = & 49 items 1 item selected - "= B

Click the ""Specific people™ option to select which users you want to share with. This will open a new
window with a list of all the users that currently have access to the folder. You can add users to this list
and give them specific permissions for the folder.
e To share the folder with everyone, click the dropdown menu at the top and select
"Everyone". Click the Add button.
« To share with specific users, click the dropdown menu and select them or type in the name
and click Add.
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mC
2 File Sharing
Choose people to share with
Type a name and then click Add, or click the arrow to find someone.
v

Name Permission Level

52 Everyone Read v| 'l‘ Read

2 John Smith Owner 7 Read/Write

Remove

I'm having trouble sharing

# Share Cancel

Set permissions for users on the list. Find a user on the list that you want to change the permissions for.
Look in the Permissions Level column, and click the arrow next to the existing permission. Select the

new one from the list.
e Read - User can see, copy, and open files from the folder, but cannot change files or add

new ones.
o Read/Write - Besides Read abilities, users can change files and add new files to the shared

folder. Files can be deleted by users with Read/Write permissions.

e Remove - Removes permissions for this user, and removes them from the list.
- o IEN

23, File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v

Permission Level

‘ 42 Everyone Read ¥
2 John Smith Owner

T
| Name

I'm having trouble sharing

6Click the Share button. Your permission settings will be saved, and the folder will be available on the

network for all allowed users.
XI. Precaution

1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XIl. Resources Used
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Sr.| Name of Resource Specification
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB

2. | Printer
3. | Any other
XIIl. Result

XIV. Practical Related Questions
1. Define system resource. List resources that can be shared in network?
2. Give the examples of physical and virtual resource. Define resource sharing and state its
needs.

3. Give advantages and disadvantages of printer sharing and folder sharing.

4. How security is measure issue in resource sharing?

5. Which are different privileges associated with folder?

XV. EXxercise

Student should share folder and printer

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
..............................................................................................................................
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XVI. References/ Suggestions for further Reading
https://computer.howstuffworks.com/share-printer-home-network-windows

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.7:Run the following TCP/IP Command with options record their output :
Ping, ipcnfig, Tracert, Netstat, Wireshark, ARP
I. Practical Significance
To know the use of TCP/IP utilities
Run the TCP/IP utilities
Il. Relevant Programs Outcomes (POSs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

I11. Competency and Practical skills

1. Run TCP/IP utilities
IV. Relevant Course Outcomes

Configure Basic network Services
Configure TCP/IP services
V. Practical Outcomes (POs)

Understand TCP/IP utilities
V1. Relevant Affective domain related Outcomes

1. Follow safety practices
2. Demonstrate working as a leader/team member
3. Follow ethical practices

VIIl. Minimum Theoretical Background
% TCP/IP utilities
To assist with the management of TCP/IP.There are three types of TCP/IP-based utilities.
Connectivity utilities that you can use to interact with and use resources on a variety of systems.
Diagnostic utilities that you can use to detect and resolve networking problems.
TCP/IP server software that provides printing and publishing services to TCP/IP based Microsoft

Windows client

% PING(Packet Internet groper):
It is a command used to verify the network connectivity of a computer. It checks the host name,
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IP address, and that the remote system can be reached.

It uses a special protocol called the Internet Control Message Protocol (|CMP) to determine
whether the. Remote machine (website, server, etc.) can receive the test packet and reply

This command is used to test a machine’s connectivity to another system and to verify that the
target system is active. Usually this command is the first step to any troubleshooting if a
connectivity problem is occurring between two computers.

The Ping utility executes an end-to-end connectivity test to other devices and obtains the round-
trip time between source and destination device. Ping uses the ICMP Echo and Echo Reply

packets to test connectivity. Excessive usage may appear to be a denial of service (DoS) attack.

Syntax: ping <ip address>
ping [-t] [-a] [-n count] [-I size] [-f] [-i TTL] [-v TOS]

Following table shows use of ping command with different options.

Parameter Description
-t Pings the specified host until interrupted (press Ctrl+C to stop sending).
-a Resolves addresses to hostnames.
-n count Indicates the number of Echo Requests to send.
size Sends a specific size_ of data. If this size is greater tha_n the local network can
handle, thesender will generate fragmented packets directly on the network.
-f Sets the Don’t Fragment flag in the packet.
-i TTL Sets the Time to Live value in the packet.
-vTOS Sets the type of service in the packet.
r count Indicates t_h_at the Ping process should record the route for the number of count
hops specified.
Indicates that the Ping process should maintain Timestamp information for the
-s count o
number of count hops specified.
. . Indicates that the Ping process should follow a loose source route path along
-j host_list X
the host_list path
. Indicates that the Ping process should follow a strict source route along the
-k host_list .
- host_list path.
-w timeout Indicates the number of milliseconds the host should wait for each reply.
-R Use the router header to test the reverse route as well (IPv6 only).
-S srcaddr What address to use to source ping from.
-p Ping yper-V Network Virtualization provider address.
-4 Use IPv4 specifically.
-6 Use IPv6 specifically.
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% IPCONFIG

The Ipconfig utility displays and modifies IP address configuration information.

Displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration

Protocol (DHCP) and Domain Name System (DNS) settings.

Used without parameters ipconfig displays the IP address, subnet mask, and default gateway for all

adapters.

By default, this command displays only the IP address, subnet mask, and default gateway for each

adapter bound to TCP/IP

Syntax

ipconfig /? | /all |

Following table shows use of ipconfig command with different options

Parameter Description

? Displays the help message

fall Displays complete configuration information

Irelease Uses DHCP to release the IP address for the specified adapter
Irelease6 Uses DHCPV6 to release the IPv6 address for the specified adapter
/renew Uses DHCP to renew the IP address for the specified adapter
/renew6 Uses DHCPV6 to renew the IPv6 address for the specified adapter
[flushdns Purges the DNS cache

[registerdns

Uses DHCP to refresh all DHCP leases and re-registers DNS names

/displaydns

Displays the contents of the DNS cache

/showeclassid

Displays all the DHCP class IDs allowed for the adapter

[setclassid

Modifies the DHCP class ID

/showclassid6

Displays all the DHCPv6 class IDs allowed for the adapter

/setclassid6

Modifies the DHCPV6 class ID

« Tracert

It is use to determines the route data takes to get to a p ach router to trace the

The iICMP protocol sends out Time Exceeded messages to. e

route. . Each time a packet is sent, the time-to-live (TTL) value is reduced before the packet
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is forwarded. This allows TTL to count how many hops it is to the destination. if there is a trouble
connecting to a rerhote host 'use Tracert to see where that

connection fails. .

Syntax: tracert <ip address>.

Following table shows use of tracert command With different options.

Parameter Description

-d Tells the system not to resolve addresses to host names

-h maxHops Specifies the maximum number of hops to search for target
-w timeout Specifies the number of milliseconds to wait for each reply
-4 Specifies to use IPv4 specifically

-6 Specifies to use IPv6 specifically

% NETSTAT

It is used to shows the status of each active network connection.

Netstat will display statistics for both TCP and UDP, including protocol, local address, foreign
address, and the TCP connection state. Because UDP is connectionless, no connection information
will be shown for UDP packets.

It’s a helpful tool in funding problems and determining the amount of traffic on the network as a
performance measurement.

Syntax:

netstat [-a] [-b] [-e] [-f] [-n] [-0] [-p proto] [-r] [-S] [-X] [-t] [interval]

Following table shows use of netstat command with different options.

Parameter Description

-a Lists all current connections and open, listening ports on the local system.
-b Displays executable for creating connection or listening port.

e Displays Data Link layer statistics (also can be used with the -s parameter).
-f Displays fully qualified domain names (FQDN).

-n Displays addresses and port numbers in numerical form.

-0 Displays the owning process ID associated with a connection.
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Shows the connections for the specified protocol. The protocol defined may be
-p protocol | UDPor TCP. When used with the -s parameter, the protocol definition IP, IPv6,
ICMP,ICMPv6, TCP, or UDP also may be used.

r Displays the routing table (also see the route command).

Displays statistics organized based on the protocols, such as IP, UDP, and TCP, by

N default (also can be used with the -p parameter to define a subset of the default).
-t Displays the current connection offload state.
X Displays NetworkDirect connections, listeners, and shared endpoints.
Redisplays the statistics on a regular basis using the interval (in seconds) value
interval between displays. Press Ctrl+C to stop displaying the statistics. If this parameter is
notincluded, the statistics appear only once.
< ARP

The ARP utility helps diagnose problems associated with the Address Resolution

Protocol (ARP). _ TCP/IP hosts use ARP to determine the physical (MAC) address that corresponds
with a specific IP address.

Once the MAC address is determined by the ARP reply, the IP and MAC address of the destination

system are stored in the ARP cache (stored in memory) so that next time the address will be resolved

from the cache and a broadcast will not be needed.

Syntax: arp -a

Following table shows use of arp command with different options.

Parameter Description

Displays current entries in the ARP cache. If inet_addr is specified, the IP and data

-a or -g linkaddress of the specified computer appear. If more than one network interface
usesARP, entries for each ARP table appear.

inet_addr Specifies an Internet address.

-N if_addr Displays the ARP entries for the network interface specified by if_addr.

-V Displays the ARP entries in verbose mode.

-d Deletes the host specified by inet_addr.
Adds the host and associates the Internet address inet_addr with the data linkaddress

-S eth_addr. The physical address is given as six hexadecimal bytes separatedby hyphens.
The entry is permanent.

eth_addr Specifies physical address.

Maharashtra State Board of Technical Education 51




Computer Network (22417)

if_addr

If present, this specifies the Internet address of the interface whose addresstranslation
table should be modified. If not present, the first applicable interface willbe used.

VIIl. Diagrams/ Experimental set-up /Work Situation

XI.

XIl.

Tools for troubleshooting TCP/P

Tools for testing TCP/IP connectivity

Resources Required

No

Sr.| Name of Resource

Specification

Quantity

Remarks/Use

1. | Computer / Networked Computers

i3 processor, 2 GB RAM,
HDD 250GB

Procedure

1. Open Command Prompt
2. Run Utilities with options

Precaution

2. Follow Safety Practices

Resources Used

1. Handle Computer System and peripherals with care

Sr. | Name of Resource Specification
No
1. | Computer / Networked Computers i3 processor, 2 GB RAM, HDD 250GB
2. | Any other Resource
Result

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Practical Related Questions
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1. What is a purpose of TCP/ IP utilities? Give the use of connectivity utility and also write 2
examples of it.
2. Which are the different things are checked using ping command?
What is a use of IPcontig utility?
4. What is a use of “/release” and “/renew” option used in Ipcontig? Why Tracert command is
used? Give the syntax of Tracert command
5. What is a use of ARP utility? Which are different statistics is display for TCP using Netstat
utility?
6. “TCP/IP utilities are used for troubleshooting in industry” comment on this statement
XIV. Exercise
Run all utilities with options and attach printout (Suggested by Teacher)
Give the use and syntax of Hostname and Nslookup utility.

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
................................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
..............................................................................................................................
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XV.  References/ Suggestions for further Reading
https://www.pluralsight.com/blog/it-ops/top-7-tcpip-utilities-every-networking-pro-should-know

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.8:Use Wireshark Packet sniffer software and captures TCP,UDP, IP, ARP, ICMP,
Telnet, FTP packets

VI.

VII.

Practical Significance
Capture the different packets in the network
Relevant Programs Outcomes (POs)
1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.
2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.
3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.
4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.
5. Communication:Communicate effectively in oral and written form.
Competency and Practical skills
Understand Wireshark Packet sniffer software
Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
Setup up computer Network for Specific Requirement
Practical Outcomes (POs)

Use software for capturing packet
Relevant Affective domain related Outcomes

1. Follow safety practices
2. Follow ethical practices

Minimum Theoretical Background

A packet is the unit of data that is routed between an origin and a destination on the internet or any
other packet-switched network.

The individual packets for a given file may travel different routes through the Internet.

A packet consists of two kinds of data: control information and user data (also known as payload).

The control information provides data that the network needs to deliver the user data, for example:

source and destination network addresses, error detection codes, and sequencing information.

Network Packet Consist of Control information and User data
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Control Information consist of Network address, Error detection codes and sequencing
information .Packet Sniffer

It is a basic tool for observing the messages exchanged between executing protocol entities.

It captures messages being send/received from/by your computer; it will also typically store and/or
display the contents of the various protocol fields in these captured messages.

A packet sniffer itself is passive. It observes messages being sent and received by applications and
protocols running on your computer, but never sends packets itself. Similarly, received packets are
never explicitly addressed to the packet sniffer.

It has two major components:

a. Packet capture library: receives a copy of every link-layer frame that is sent from Or received
by your computer.
b. Packet analyzer: displays the contents of all fields within a protocol message.
It is an open source protocol analyzer that is used to capture packets in a network to see their
contents.
It is the most widely used graphical application for network monitoring and analysis. It runs on
most popular computing platforms, including UNIX, Linux, and Windows.
The Wireshark GUI interface has five major components: a. Command menus: standard pull down
menus located at the top of the window.
b. Packet listing window: Display a one-line summary for each packet captured, including the
packet number, time, source and destination address, protocol type.
c. Packet-header details window: provides details about the packet selected (highlighted) in the
packet listing window.
d. Packet-contents window: displays the entire contents of the captured frame, in both ASCII and
hexadecimal format.
e. Packet display filter field: a protocol name or other information can be entered in order to filter
the information displayed in the packet-listing window.
Uses of Wireshark
1.Capture live packet data.
2. Import and Export packets.
3.Filter and Search packets.
4.Display and save packet data Colorize packet display.

5.Statistics in graphical way.
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VIIl. Diagrams/ Experimental set-up /Work Situation

Fig.Wireshark logo

IX. Resources Required

Sr.| Name of Resource Specification Quantity | Remarks/Us
No (5]
1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB
2. | Wireshark
3.
X. Procedure
Step 1 — Download Wireshark
http://www.wireshark.org/download.html
Run as Administrator
S 7, (S
WIRESHARK Get Acquainted ~
What's on your network? We're having a confe
The current stable release of Wireshark is 1.10.0.
development release (1.10.0rc2) and documentati
& Windows Installer (64-bit)
windows Installer (32-bit)
windows U3 (32-bit)
Wwindows PortableApps (32-bit)
OS X 10.6 and later Intel 64-bit .dmg
OS X 10.5 and later Intel 32-bit .dmg
Source Code
Step 2 — Install
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Next

M Wireshark 1.10.0 (64-bit) Setup L= [
Welcome to the Wireshark 1.10.0
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the nstallation, make sure Wireshark is not
running.

Click 'Next' to continue.

Next > | _ Cancel

| Agree

M Wireshark 1.10.0 (64-bit) Setup

|  License Agreement
‘ Please review the license terms before installing Wireshark 1.10.0 (64-bit).

3

Press Page Down to see the rest of the agreement.

il'his text consists of three parts:

Part I: Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses

When in doubt: Part II/III is the legally binding part, Part I is just
there to make it easier for people that are not famdiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1.10.0 (64-bit).

‘ < Back I ﬂ?’iif‘ ‘ Cancel
NextDisk space needed is 112 mb
M Wireshark 1100 (64-bit) Setup L= ls .
Choose Components
Choose which features of Wireshark 1.10,0 (64-bit) you want to install, ‘

The following components are available for installation,

Select components to install: | |
[¥] Tshark
+1-[¥] Plugins / Extensions
+[¥] Tools
[¥] User's Guide

Description
Space required: 111.5MB

< Back ]|_Next> | ‘ Cancel

Next
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Choose if Start Menu or Desktop Icon is preferred

p
Ml Wireshark 1.10.0 (64-bit) Setup

(=] e |

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts
V] start Menu Item
| Desktop Icon
"] Quick Launch Icon

File Extensions
[¥] Associate trace file extensions to Wireshark (Svw, acp, apc, atc, bfr,
cap, enc, erf, fdc, out, pcap, pcapng, pkt, rfS, snoop, syc, tpc, rl,
trace, trc, vwr, wpc, wpz)

[ <Back | net> | [ concet |

By default it installs into the directory c:\ Program Files\ Wireshark

.

M Wireshark 1.10.0 (64-bit) Setup S

Choose Install Location

Choose the folder in which to install Wireshark 1.10.0 (64-bit). ‘

Choose a directory in which to install Wireshark.

Destination Folder
Browse... |

Space required: 111.5M8
Space avadable: 655.0G8

[ <Back | Next> ] [ Conced |

Install WinPcap — as Wireshark won’t work otherwise

Install

-

.

| )
M Wireshark 1,100 (64-bit) Setup (=] et
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? ‘
Currently instaled WinPcap version
Pea ty riot
Install

V] Install WinPcap 4.1.3
(Use Add/Remove Programs first to uninstall any undetected old WinPcap versions)

Whatis WinPcap? |

[ <Bak [ mnstal | [ concel |

Wait for the files to extract....

Next
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s Al
M Wireshark 1.10.0 (64-bit) Setup =+ ‘
Installing
| Please wait while Wireshark 1.10.0 (64-bit) is being installed. ‘

Execute: "C:\Program Files\Wireshark\vcredist_x64.exe” /q /norestart

Extract: services -
Extract: pdmi2html. xs!

Extract: ws,css

Extract: wireshark,html

Extract: wireshark-filter.html

Extract: dumpcap.exe

[ Extract: dumpcap.html

Extract: ipmap.htm|

Extract: veredsst_x64.exe... 100%

[ Execute: "C:\Program Files\Wireshark\varedist_x64.exe” /q /norestart

Step 2 — Install WinPcap

Wireshark won’t install unless WinPcap is installed. Watch out for a second install to be launched. If
you’re not looking for it, you could miss it.

Next

'S — B
(7 WinPcap 4.1,3 Setup _ ;——. M

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
Installation.

For more information or support, please visit the WinPcap
home page.

http: //www.winpcap.org

Jl Agree

-
& WinPcap 4.1.3 Setup N

\ ( ) - License Agreement
. ln caP Please review the license terms before installing WinPcap 4.1.3.

‘ Press Page Down to see the rest of the agreement.

‘“opyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy). -
Copyright (c) 2005 - 2010 CACE Technologies, Davis (Cakfornia).

Copyright {c) 2010 - 2013 Riverbed Technology, San Francisco (California).

Al rights reserved,

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer,
2. Redistributions in binary form must reproduce the above copyright notice, this istof ~

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install WinPcap 4.1.3.

[ <Bak |[ 1Agee | [ cancel ‘
%‘ JInstall
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That’s it!

p — S
@ WinPcap 413 Setwp IR (R
\ ‘) > Installation options '
» lh caP Please review the following options before instaling WinPcap
4.1.3

V| Automatically start the WinPcap driver at boot time

i
5
g
|

S

® = ™
() WinPcap 4.1.3 Setup — h‘- ‘KENB'—‘!'M

Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4. 1.3 has been installed on your computer.

Click Finish to dose this wizard.

Frish |

Wireshark will now completely install for you.

Finish

If the install hangs half way through, it’s because WinPcap has not been installed yet.

Next

-
‘ Wireshark 1.10.0 —— l
| nstallation Complete
Setup was completed successfully. ‘
Output folder: C:\Program Fées\Wireshark

Extract: capinfos.exe

Extract: capinfos.html

Output folder: C:\Program Fies\Wireshark

Extract: rawshark.exe

Extract: rawshark.htmi

Output folder: C:\Program Fies\Wireshark

Extract: user-guide.chm

Completed =

l' Extract: reordercap.exe - l
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Launch Wireshark

Start > All Programs > Wireshark Icon

[

M Wireshark 1,100 (64-bit) Setup

Completing the Wireshark 1.10.0
(64-bit) Setup Wizard {

Wireshark 1.10.0 (64-bit) has been installed on your
computer.

Click Finish to close this wizard.
[} Run Wireshark 1,10.0 (64-bxt)

|| Show News

w Mozilla Firefox

] Windows DVD Maker

5% Windows Fax and Scan

® Windows Media Center

@ Windows Media Player

&1 Windows Update

M Wireshark N\

<A XPSViewer
. Accessories

Wireshark launches

M The Wireshark Network Analyzer [Wiceshark 1.10.0 (SVN Rev 49790 from /trunk-1.10}] = =
File E£dit View Go Capture Anahae ™ y Tooks Help
POieocamas =85 e 9 TF L2 I([EE aaaD @9,

Expression... Clesr Apply Seve

The World's Most Popular Network Protocol Analyzer

—
W'RESHARK Version 1.1 N Rewv trunk-1.10)
=

Interface List = Open = We
L =) Live &5z Of The Capture interaces T Open 3 previousy Captured fe Vi o
cour mcoming Seckes
Open Recent: .

v# Use

P Start =
Choote Gne Or More Nterfaces 5o CapTame Som. then Start ® Sample Captures

T S 3 Ak sssavanl of sl saphrs Waw e Gva ot @ Sec

wico

olm

=
& Wireless Network Connection
-

Lo<al Area Connection

® Capture Options

Sart & captire wits Cetsies cptons

m
Mo Packets Profile: Default

| Ready 1o load or capture

Select your Interface (ie Wired or Wireless)
Then Capture Options

Start

Choose one or more interfaces to capture from, then Start

kﬂ Bluetooth Network Connection
E] Wireless Network Connection

%3 Local Area Connection

® Capture Options

Start 2 capture with detailed options

4 [ »
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Promiscuous Mode > Start
Promiscuous mode means that it picks up packets and data for all devices on the network
That’s it — Wireshark will now listen in to all transmissions

7! Use promiscuous mode on all interfaces

Soptue it | =] [compde seectea s
Capture Files Display Options
File: |Browse...| . Update list of packets in real time
\ Use mubtiple files ) Use pesp-ng format

V. Automatically scroll during ive capture
Next file ever 1 megabyte
[V Hide capture info dialog

Name Resolution

¥ Resolve MAC addresses

Resolve network-layer names

7' Resolve transport-layer name

V' Use pxtemal network name resolver

o e | prr—

Wireshark launches — by default it’s split into 3 panes

The top pane shows IP’s & protocols
I8 Capturing from Local Ares Comnection (Wireshark 1100 SV e 49790 from Arunk-110] Tl i i | &
Fle [t View Go Copture Anshre Jutisfics Telephony Tools Intermss  Help
oRam BEXR A¢%aT2 [ESs aaan a0Nm% 1

Fiter: Bpression.. Clowr Appl

No. Teme Source Destination Protocol Length Info
1 0,0000000010.9.0, 62 10.9.0.63 DB-L5F- 165 Dropbox LAN sync Discovery Protocol
2 23.7640550108.160.163.43 10.9.0.62 HTTP 2331 HTTP/1.1 200 OK (text/plain)
3 23,7715680190.9.0.62 105,160.163.43 HYTP 349 GET /subscribe?host_int=635746284ans.
4 23,9591790108.160,163,43 10.9.0.62 TCP 54 http > 53044 [ack] SequlB0 Ack«296 w

You can filter these results by protocol and by IP, and I’ll cover that another time.
For now, select the Protocol header — and your results will sort by protocol.

Analyze = Statistics Telephony Tools Interr
[¥] Display Filters...
Display Filter Macros... %

Apply as Column

Apply as Filter >
Prepare a Filter 4
« Enabled Protocols... Shift+Ctrl+E

3% Decode As...
33 User Specified Decodes...

Follow TCP Stream

Follow UDP Stream

Follow SSL Stream
¢ Expert Info

ANALYSE > Display Filter Conversation Filter »
HTTP

Select HTTP

OK

M Wirchark: Dizplay Filter - Profile: Default L [ o) |

Edit Display Filter

1P only &

1P address 192.168.0.1

[ New ] IP address isn't 192,168.0.1, don't use != for this!
1PX only
TCP only
UDP only
UDP port isn't 53 (not DNS), don't use != for this! 1=
TCP or UDP port is 80 (HTTP)

(2siexe]
No ARP and no DNS
Non-HTTP and non-SMTP to/from 192.168.0.1

Properties

Filter name: HTTP

Filter string: | http |Expression. o

[ mew | ok ][ _aeey ][ canca |
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HTTP ONLY is now displayed

 Capturing from Local Ases Connection [W-Vewri LI00 (?mev 43750 from /trunk-1.10)] - - ——
Fle Edit View Go Capture Ansdyre Statistics Mephmi Jools jnternals Help

o® AWy EXR2 Aer»TFL2 EE Qaan a0 % B
Fiter: hatp v, Expression_.  Clear 29 Save

o Time Source Destination — Protocol Length Info

2 23.7640550 108.160.163.43 10.9.0,62 HTTP 233 HTTP/1.1 200 OX (text/plain)
3 23.7715680 10. 9.0, 62 : 0 Subscribe?hos

15 79,4591610108.160.163.43 233 wrTP/1.1 200 OK (text/plain)
18 79.467405010.9.0.62 108.160.163.43 NTTP 349 GET /subscribe?host_1int=63574
24 135.169066 108.160.163.43 10.9.0.62 HTTP 231 WTTP/1.1 200 ox (rext/plain)
25 135.17652610.9.0.62 108.160.163.43 HTTP 349 GET /subscribe?host_int-63574
32 190. 503487 108.160.163.43 10.9.0.62 HTTP 233 ¥TTP/1.1 200 oK  (text/plain)
35 190, 511568 10.9.0,62 108,160,163.43 HTTP 349 GET /subscribe?host_int=63574
41 245,785651 108,160.163,43 10.9.0.62 HTTP 233 HTTP/1,1 200 0K (text/plain)
42 245,79260610.9.0.62 108.160.163.43 HrYp 349 GET /subscribe?host_int=63574
60 301,556164 108,160.163,43 10.9.0.62 nrTR 233 WTTP/1.1 200 oK (text/plain)
61 301.56384610.9.0.62 108.160.163.43 NTTP 349 GET /subscribe?host_int=63574
64 357.122929108.160.163.43 10.9.0.62 MTTP 233 wTTP/1.1 200 ox (rext/plain)
67 357.12814010.9.0.62 108.160.163.43 HTTP 349 GET /subscribe?host_int-63574

XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB

2. | Wireshark
3.
XIIl. Result

XIV. Practical Related Questions
1. Define protocol and give names of any two protocols.
Define packet and give its use.

What kinds of data are present in packet?

2

3

4. What is meaning of packet sniffer?

5. “Packet sniffer itself is passive.” state True or false and justify your answer.

6. Give the name of two components of packet sniffer with its use.

7. What is wireshark ?Give the names of wireshark GUI components.Write any 5 usage of
wireshark?

8. Give the use of filter and searsh in wireshark.

9. List names of different operating system on which wireshark can be installed.
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10. What is use of wincap software? Is it necessary to install for wireshark? Why?
11. Give the meaning of “configure as packet sniffer”.
12. How wireshark is useful in industry?
XV. Exercise
Student should Capture packet of TCP,UDP, HTTP, FTP using wireshark

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
................................................................................................................................
..............................................................................................................................
............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
©00000000000606000000000000066006000000000000006060000000000000600060000000000000000000000000000000600000000000000000600000000000000
..............................................................................................................................
..............................................................................................................................
©00000000000606000000000000066006000000000000006000000000000006000600000000000000060000000000000000600000000000000060000000000000000
©00000000000606000000000000066006000000000006600600000000000000060000000000000000006000000000000000000000000000000000600000000000000
..............................................................................................................................
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References/ Suggestions for further Reading
https://www.wireshark.org/docs/wsug html chunked/ChCapCaptureFilterSection.html

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

% List of Students/Team Members

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.9:Setup FTP Client/Server and Transfer the File using FTP
I. Practical Significance
Use of FTP client server
Il. Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

I11. Competency and Practical skills

1. Setup FTP client server
2. Transfer file using FTP
IV. Relevant Course Outcomes

Setup up computer Network for Specific Requirement
Configure Basic network Services
Configure TCP/IP services

V. Practical Outcomes (POs)

Create FTP Client server network
V1. Relevant Affective domain related Outcomes

1. Follow safety practices

2. Practice good Housekeeping

3. Demonstrate working as a leader/team member
4. Follow ethical practices

VIIl. Minimum Theoretical Background
File Transfer Protocol (FTP) is the commonly used protocol for exchanging files over the Internet.
FTP uses the Internet's TCP/IPprotocols to enable data transfer.

VIIIl. Diagrams/ Experimental set-up /Work Situation

User %

T File Transfer Protocol

connection
Client Server
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IX. Resources Required

Sr.| Name of Resource
No

Specification

Quantity | Remarks/Use

1. | Computers with Windows Server
2008 R2

X. Procedure

We will use Windows Server 2008 R2 to configure FTP.

If 11S is not installed,

1. Navigate to Start > Control Panel > Administrative Tools > Server Manager in Windows

Server Manager

2. Go to Roles node. Right-click on Roles, and click Add Roles.

File Action VWiew Help

E=Server Manager

&= 2= HE

" 3
= 51 Fe
= g O
3?&':1 View 3
s ——————

=

Remove Roles e

Refresh
-~ Roles Summary
Help

~ Roles: 1 of 17 installed

web Server (TIS)

-~ Web Server (IIS)

~ Role Status

Messages: None
System Services: Al Running

K ‘Wiew the health of the roles installed on your server and adc

Provides a reliable, manageable, and scalable \Web application infrastr

ok one or more roles to install on this server,

< Previous

et >

add Roles wizard B

=

! * Select Server Roles

= Before You Begin
n

(i) Addiional role services can be
added from the Roles home page.

Instal Cancel

3. Inthe Add Roles window, open Server Roles and check Web Server (11S).
4. Proceed through the setup wizard, and click Install. Wait for the installation to complete.

If 11S is installed already (as a Web server),

a & w0 N e

Navigate to Start > Control Panel > Administrative Tools > Server Manager

Confirm that 11S Management Console is checked under Management Tools.

In the Windows Server Manager, go to Roles node, and expand Web Server (11S).
Right-click on Web Server (11S), and click on Add Role Services.

In the Add Role Services window, go to Roles Services, and check FTP Server.
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E Server Manager

File Acion View Help
&9 7@ @

Add Role Services [x]

= 4
Iéﬂa Select Role Services

Select the role services to installfor Web Server (15):

Confirmation

Desription:
B @ Rf\es Progress ] 115 Cllent Carticsts Mapping Authentication,&]  C1E 288t enstles the transfer of
s _ files between a client and server by
B9 Results ] URL Authorization

Role services:

using the FTF protocel, Lisers can

Add Rl

"lh Tnkerr

Yiew the health of the rales installed on your server and add or remave roles

Request Filtering (Installed)
[] 1P and Domain Restrictions
= & Performance (Installed)

establsh an FTP connection and
transer files by using an FTP dient: or
FTP-enabled Web browiser.

m::] Features Remove Role Services
m Diagnostics
A} Configuration Refresh
i —|sSummary
=5 Storage Help

~ Roles: 1af 17 installed

Web Server (I15)

~| Web Server (1I5)
Provides a reliable, manageable, and scalable Web application infrastructure,

~ Role Status

Messages: None

System Services: Al Running

Static Content Compression (Instaled)
[_1_Denamic.Content Comaressinn,
=1 [E management Todls (Installed)
115 Management Consale (Instaled)
] 115 Management Saripts and Tools
[[] Management Service
=[] 115 & Management Compatibity
[] 115 6 Metabase Compatibility
[[] 115 & WWhI Compatibiity
[ 115 6 Scripting Tools
[_| 115 & Manaoement Conscle

[V] FTP Service
[/] FTP Extensiiliy
[ TI5 Hostabls Web Cors

More ahout role services

<rrevios |[werts |

Install Cancel

6. Click Next, and then Install. Wait for the installation to complete.

Transferring files

To transfer files, you should add an FTP site. Once the FTP site is enabled, clients can transfer to

and from the site using the FTP protocol.

Setting up an FTP site

1. Navigate to Start > Control Panel > Administrative Tools > Internet Information Services

(11S) Manager.

% Internet Information Services (115) Manager

Once the 1IS console is open, expand the local server.
Right-click on Sites, and click on Add FTP Site.

Add FTP Site

0 Site Information

Test ftp|

Content Directory

Physical path:
IC:\FTPlFTProot

@l ) mmoEmmD ¢ @ -
# v Eb
@ PHM-CHE-PMAN-02 Home
€ | IE | Manage Server
 Tathay . = ? Restat
- HOEAL PN OEF Fher * {6 - mshondl |Gy ke .
2] tgpainFods ASPAET - =
e by B ip
g e, A \J | =
;ag B Weh Stz ) v &) ("] q £ " e AppctionPock
- r - . i s
W Refresh ME JET Emur NET METTnet  Apclcaton  Commection
— . (oghim e Gobdedn  Lews St S Chinge NETFranesorersin
—— ™
C Sdblrltfer et
TP E-mal
FIP
A A = 3 i
B b v & W ®
FP FP FIPDiecory FTPfFrewel PP FlPloggng FTP Messages
dntherfcaton dufhorzatl.  Bowsng  Sippot  Addeessa..
1
v i Treshes e | Conent e

Preyious | Hext I

Firisti Cancel
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4.

7.

In the Add FTP Site window, type the FTP server name and the content directory path, and click
Next. The directory path should be the same as the one we set permissions to allow anonymous

access above, we used: %SystemDrive%\ ftp \ftproot

In the Binding and SSL Settings window, type the IP address of the server. Check the Start FTP
Site Automatically option. Choose SSL Based on Constraint. Click Next.

Add FTP Site H Add FTP Site [x]

0 Binding and SSL Settings 0 Authentication and Authorization Information

—Binding —Authentication

IP Address; Fort: [ anonymaus
all Linassigned| j |21 I Basic

I™ Enable Wirtual Host Names:

Virkual Host {example: ftp,contoso.com);

—Authatization

I Allow access to:

ot Selected i
¥ Start FTF site aukomatically I J
Mot Selected
=k
 nossL Anonymous users
Specified rales or user groups
 allow 551 Specified users
& Require S5 IEFREzd
A = writ=
5L Certificate:
Mok Selected j L=
Previous I Hext I Firiishi | Cancel Previous st I Finish I Cancel

Now, select Basic for authentication.

Note: Basic authentication means there is no encryption used. Thus, username/password are sent
in clear text. Basic authentication matches the username/password from the Active Directory
database. You can also create accounts in 11S. This can be done from under Management Tools in
Web Server (11S) role. Under Authorization, you can select All Users to allow FTP access to all
users from the domain. Also, check both Read and Write under Permissions Based on
Requirement.

Click Finish. Now, the FTP site creation is complete.

Accessing files on the FTP server

To access files on the FTP server, open a file explorer and type ftp://serverlP. The FTP server
asks for a username and password. Enter the username and password (Windows or Active

Directory credentials) and click Logon. The files and folders display under the FTP server.
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XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification

No

1. | Computers with Windows Server 2008 R2

2. | Computer / Networked Computers i3 processor, 2 GB RAM, HDD 250GB

XI1l. Result

XIV. Practical Related Questions

1. FTPisbuilton ___ architecture(Client-server/P2P)

2. Identify the incorrect statement
a) FTP stands for File Transfer Protocolb) FTP uses two parallel TCP connections
c) FTP sends its control information in-band
d) FTP sends exactly one file over the data connection

3. Draw Diagram for FTP

4. What is FTP? How it works?

XV. Exercise
Student should setup FTP client server and transfer file using FTP

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
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..............................................................................................................................
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XVI. References/ Suggestions for further Reading

https://www.deskshare.com/resources/articles/ftp-how-to.aspx

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher
Process Related(35) | Product Related (15) | Total(50)
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Practical No.10: Install TCP/IP protocol and configure Advanced features of TCP/IP Protocols like

IP address,Subnet mask,gateway, primary and secondary DNS

VI.

VII.

Practical Significance
Install TCP/IP protocol with advanced features
Relevant Programs Outcomes (POs)
1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.
2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.
3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.
4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.
5. Communication:Communicate effectively in oral and written form.
Competency and Practical skills
1. Setup Network with TCP/IP protocol
Relevant Course Outcomes
Use Basic Concept of Networking for setting of Computer Network
Configure TCP/IP services
Implement Sub netting for improved Network address Management
Practical Outcomes (POs)
Install TCP/IPProtocol
Relevant Affective domain related Outcomes
1. Demonstrate working as a leader/team member
2. Follow ethical practices
Minimum Theoretical Background
Protocol:

It is a set of rules and conventions used for communication between network devices.

Protocols include mechanisms for devices to identify and make connections with each other, as well
as formatting rules that specify how data is packaged into messages sent and received.

Some protocols also support message acknowledgement and data compression designed for reliable
and/or high-performance network communication.
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It determines the type of error checking to be used.
Transmission control protocol (TCP), Internet protocol (IP), Hyper Text Transfer Protocol
(HTTP), File transfer protocol (FTP) etc.

TCP/IP:

% Transmission Control protocol/Internet Protocol, used to connect computers on the Internet or
network.

s+ TCP/IP is built into the UNIX Operating system and is used by the Internet, making it the de
facto standard for transmitting data over networks.

+«+ Transmission Control Protocol, manages the assembling of a message or file into smaller

packets that are transmitted over the Internet and received by a TCP layer that reassembles the

packets into the original message.

Internet Protocol, handles the address part of each packet so that it gets to the right destination.

TCP/IP protocols map to a four-layer conceptual model known as the DARPA model, named

after the US Government agency that initially developed TCP/IP. The four layers of the

DARPA model are: Application, Transport, Internet, and Network Interface.

TCP/IP model

X/
o

X/
o

presents data to the user, L

encoding and session control apphcation

Support of communication
between diverse devices and
networks

|

Determines the path in the > internet I
network

Controls the hardware
component of the network

TCP/IP model

Y

IP address:

«+ An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g.,
computer, printer) participating in a computer network that uses the Internet Protocol for
communication.

% An IP address is an identifier for a computer or device on a TCP/IP network.

Two versions of the Internet Protocol (IP) are in use: IP Version4 (IPv4) and IP Version6
(IPv6).

+«» IPv4 addresses are of 32 bits that are canonically represented in dot-decimal notation, which
consists of four decimal numbers, each ranging from 0 to 255, separated by dots, e.g.,
172.16.254.1
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+« IPv6 addresses are of 128 bits that are represented as eight groups of four hexadecimal digits

separated by colons.

e.g. 2001:0db8:85a3:0042:1000:8a2e:0370:7334

¢+ The IPv4 address space can be subdivided into 5 classes Class A, B, C, D and E. Each class

consists of a contiguous subset of the overall IPv4 address range.

VIII. Diagrams / Experimental set-up /Work Situation

Host A

Application Laver (HTTP)

“

Transport Laver (TCP)

-

Network Laver (IP)

«

Host to Network Laver

«

Host B

Application Laver (HTTP)

)

Transport Laver (TCP)

»

Network Laver (IP)

»

Host to Network Laver

-

Media for Data Transfer

IX. Resources Required

Fig. Communication in TCP/IP model

Sr.
No

Name of Resource

Specification

Quantity | Remarks/Use

1.

Computer / Networked Computers

HDD 250GB

i3 processor, 2 GB RAM,

X. Procedure

Complete the following steps to install and configure the TCP/IP protocol.

1. Start->Control Panel->Network and Internet->Network Sharing center,Change adapter setting

2. Right-click the connection to which you want to add a network component, and then
click Properties.

3. If Internet Protocol (TCP/IP) is listed, skip to Step 6. If Internet Protocol (TCP/IP) is not
listed, click Install.

4. In the Select Network Component Type dialog box, click Protocol, and then click Add.
5. From the Network Protocol list, select TCP/IP Protocol and click OK.

6. From the General tab (for local area connections) or the Networking tab (for all other
connections), select Internet Protocol (TCP/IP), and then click Properties.
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7. Configure TCP/IP either automatically or manually.

'y Contact your network administrator to find out if there is a DHCP server installed on your
network.

= Automatically — You can automatically configure TCP/IP services if you have a DHCP server on
your network. This automatic process ensures easy and accurate installation of TCP/IP because
your local computer is configured with the correct IP address, subnet mask, and default
gateway.

To configure automatically, select Obtain an IP address automatically, and then click OK.

= Manually — You must configure TCP/IP manually if you do not have a DHCP server on your
network, or if you are configuring a Windows server to be a DHCP server. In this case, you
must manually enter valid addressing information after the TCP/IP protocol software is
installed on your computer. To avoid duplicate addresses, be sure to use the values for IP
addresses and subnet masks that are supplied by your network administrator.

To configure manually, select Use the following IP address, specify the necessary parameters,
and then click OK.

XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB

2. | Any other Resource
XIIl. Result

XIV. Practical Related Questions
1. Define protocol
2. Give four examples of protocol with its full name.
3. Write the name of layers in TCP/IP?
4. Give the use of IP address.
5. Give and explain the address format of IPv4 and IPv6. Give the use of network layer in
TCP/IP.
6. How 192.168.276 is type of class C IP address?
7. Convert the IPv4 address “192168.276” to binary format of 32 bits.
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XV. Exercise
Student shalt uninstall TCP/IP from the computers and install again.
Student shall prepare a list of computer names and its IP address available in laboratory.

(Space for Answer)
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..............................................................................................................................
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..............................................................................................................................
------------------------------------------------------------------------------------------------------------------------------
--------------------------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------------------------
............................................................................................................................
..............................................................................................................................
------------------------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------------------------
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................

XVI. References/ Suggestions for further Reading
https://searchnetworking.techtarget.com/definition/TCP-IP

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher
Process Related(35) | Product Related (15) | Total(50)
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Practical No.11:Configure and use Telnet Client Server
I. Practical Significance
Know the use of Telnet Server
Configure TelnetServer
Il. Relevant Programs Outcomes (POs)
1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.
2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.
3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.
4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.
5. Communication:Communicate effectively in oral and written form.
I11. Competency and Practical skills
1. Configure Telnet Server
IV. Relevant Course Outcomes
Use Basic Concept of Networking for setting of Computer Network
Setup up computer Network for Specific Requirement
Configure Basic network Services
V. Practical Outcomes (POs)
Install TelnetServer
VI. Relevant Affective domain related Outcomes
1. Follow safety practices
2. Practice good Housekeeping
3. Demonstrate working as a leader/team member
4. Follow ethical practices
VII. Minimum Theoretical Background
Telnet is a client-server protocol, based on a reliable connection-orientedtransport. Typically, this
protocol is used to establish a connection to Transmission Control Protocol (TCP) port number 23
Telnet is a protocol used on the Internet or local area network to provide a bidirectional interactive

text-oriented communication facility using a virtual terminal connection
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VIIl. Diagrams/ Experimental set-up /Work Situation

Telnet Client

TCP
TELNET Server

Access and User Callbacks Control

Multi-User Interface

Interface

Access Control Server Control
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

X. Procedure

Enabling the Telnet Server

1. Go to Start -> Control Panel -> Programs.

2. Inthe Programs and Features section, click Turn Windows features on or off. If the User
Account Control permission warning pops up, click on Continue. And if you are prompted for an
administrator password, type it in.

In the Windows Features dialog box, select the Telnet Server check box.

4. Click OK and wait for the installation to finish.

Starting the Telnet Server

1. Go to Control Panel, and then go to System -> Administrator Tools.

2. Click on the Services applet (services.msc if you prefer to use Run command or Start Search).

3. Locate the “Telnet” service, right-click on it and select Properties.

4. Inthe Startup Type drop down menu, select “Automatic” instead of “Disabled”.

5. Click on Apply button.

6. Right-click on the “Telnet” service again, but this time select Start option on right-click context
menu. Telnet Server service should be running after this.

7. Click OK
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XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, HDD 250GB

2. | Any other Resource
XIIl. Result

XIV. Practical Related Questions
1. What is Telnet server
2. List Applications of Telnet Server
3. Which Port number is used by Telnet Service
XV. Exercise
Student should Setup Telnet server and use Telnet Server

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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References/ Suggestions for further Reading

https://www.windows-commandline.com/enable-telnet-server-windows/

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher
Process Related(35) | Product Related (15) | Total(50)
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Practical No.12: Configure and work with Remote desktop application available with Operating

System

VI.

VII.

Practical Significance

Understand Remote desktop application

Relevant Programs Outcomes (POs)

1.

5.

Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1.

Setup Remote Desktop Application

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network

Setup up computer Network for Specific Requirement
Configure Basic network Services
Configure TCP/IP services

Practical Outcomes (POs)

Understand system based remote desktop application

Relevant Affective domain related Outcomes

1.
2.

Demonstrate working as a leader/team member
Follow ethical practices

Minimum Theoretical Background

The RemoteApp and Desktop Connections feature offers several benefits:

RemoteApp programs launch from the Start menu just like any other application.

Published Remote Desktop connections are included alongside RemoteApp programs on the Start

menu.

Changes to the published connection (such as newly published RemoteApp programs) are

automatically reflected on the user’s Start menu, without any effort on the user’s part.

RemoteApp programs can be easily launched with Windows Search.

Users only have to log on once, to create the connection. From that point on, updates happen with no

prompt for user credentials.
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RemoteApp and Desktop Connections does not require domain membership for client computers.

RemoteApp and Desktop Connections benefits from new features in Windows Server 2008 R2, such

as Personal Desktop assignment or per-user application filtering.

RemoteApp and Desktop Connections is built on standard technologies such as XML and HTTPS,

making it possible for developers to build solutions around it. It also offers APIs that allow the client

software to support other types of resources, in addition to RemoteApp programs and Remote

Desktop connections.

VIIl. Diagrams / Experimental set-up /Work Situation

Remote Desktop

Keyboard and Mouse

ROP TCP/IP

a2
Client Terminal server
Keyboard and Mouse
v
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use

No

1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

X. Procedure

1. Open RemoteApp and Desktop Connections in Control Panel, either by opening Control Panel, or by

using Windows Search.

Control Pane! (29

“WI Remmotefpr and Deskiop ©
=
WS St up 3 PV COMNEeCtIcT wWiti

=3

2. Click Set up a new connction with RemoteApp and Desktop Connections . This will start the new

connection wizard.

Maharashtra State Board of Technical Education

84



https://msdnshared.blob.core.windows.net/media/TNBlogsFS/BlogFileStorage/blogs_msdn/rds/WindowsLiveWriter/IntroducingRemoteAppandDesktopConnection_FA4A/clip_image002_2.gif
https://msdnshared.blob.core.windows.net/media/TNBlogsFS/BlogFileStorage/blogs_msdn/rds/WindowsLiveWriter/IntroducingRemoteAppandDesktopConnection_FA4A/clip_image002_2.gif

Computer Network (22417)

e

nnect to desktops and progr

3. Enter the URL of the conneti hi nerall be of tf:

https://<servername>/rdweb/feed/webfeed.aspx

Here, “<servername>" is the host name of the RD Web Access server. The wizard should look like this:

=

() ™5 Setup a new connection with RemotefApp and Deskiop Connections

ion

Type the URL 1o Set up a new con

Connection URL: s/ contoso. com/ rdweb/feed webfeed. aspx

Tell me more about Bemetedpp and Deskiop Connections

[Crea ] [ cancer ]
Note: RemoteApp and Desktop Connections uses HTTPS to connect to the server. In order to connect
properly, the client operating system must trust the SSL certificate of the RD Web Access server. Also, the
server name in the URL must match the one in the server’s SSL certificate.
4. Click Next .

T PR el DR

Ready 1o set up the c

dows is ready

ize the

iﬂ B ) CCencm ) g

5. Click Next . The RemoteApp and Desktop Connections client software will now contact the RD Web

Access server to set up the connection. You will be prompted to authenticate to the web server.

= =

() ™5 setupanew with and Deskicp

Adding] wa

il |

6. Enter your credentials. Now the RemoteApp and Desktop Connections client software will finish

setting up the connection.
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©) %5 Set up a new connection with RemoteApp and Desktop Connectios

Adding connection resources

In a moment, the process will complete, and you will see a wizard page that summarizes the results.

() Bsw with R

o Dasta Sy Conmet
|
You have successfully set up the following connection: |

Contoso Application:

7. Click Finish .

Now the RemoteApp and Desktop Connections Control Panel will show your newly created connection:

Conne:

<t to desktops and programs at your w

orkplace
Contoso Applications

You can return to this summary page anytime you need to manage your connections.

The Start menu will now contain the RemoteApp programs from the new connection:

5=8 Windows Fax and Scan
D windows Media Cente

B windows Media Player

& Windows Mobile Device Cente:
ET Windows Update

.....
iiiiii §t Office Picture Manage|
Microsoft Office PowerPoint 200
ZE Microsoft Office Publisher 2007 {
W Microseft Office Werd 2007 (Cor —

g Windows Search:
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= Microsoft Office Word 2007 (C

XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification

No

1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

XIIl. Result

XIV. Practical Related Questions
1. What is Remote Desktop Application
2. How to Use to Remote Desktop Application
3. Which other remote desktop applications are available
4. Which are benefits of Remote Desktop Application
XV. Exercise
Use Remote Desktop Application show the output

(Space for Answer)

------------------------------------------------------------------------------------------------------------------------------
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XVI. References/ Suggestions for further Reading
https://www.computerworlduk.com/galleries/it-business/best-remote-desktop-software-for-small-

businesses-3673923/

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.13:Configure DHCP server

VI.

VII.

VIII.

Practical Significance
Configure DHCP server
Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1. Setup DHCP server
Relevant Course Outcomes

Setup up computer Network for Specific Requirement
Configure TCP/IP services
Practical Outcomes (POs)

Understand assigning IP address Dynamically
Relevant Affective domain related Outcomes

1. Follow safety practices
2. Demonstrate working as a leader/team member
3. Follow ethical practices

Minimum Theoretical Background

Dynamic Host Configuration Protocol (DHCP) is to assign network settings automatically to
every workstation in the network by a central server rather than configuring them locally on each.
A host configured to use DHCP is enabled to configure itself completely and automatically
according to directions from the server.

Diagrams / Experimental set-up /Work Situation

192.168.0.22

< 192.168.0.13;
S '
IP Address Database

192'68077/ DHCP Server
9
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IX. Resources Required

Sr.| Name of Resource Specification Quantity | Remarks/Use
No

1. | Computers with Windows Server
2016

X. Procedure
How to Configure DHCP on Windows Server 2016

DHCP is used to dynamically assign IP addresses to client machines. This tutorial is written to help
you to install and configure DHCP on Windows Server 2016. Once you have followed this article,
go ahead with creating scopes and start leasing out IP addresses

Prerequisites

The administrator account has a strong password.
Latest updates are installed.

Firewall is turned off.

Static IP is configured.

P

Configure DHCP on Windows Server 2016
Step 1. Open Server Manager and click Add roles and features.

| o Configure this local server

QUICK START
2 Add roles and features

Add other servers to manage

WHAT'S NEW 1 Frmeta U
4 (reate a server group
Connect this server to cloud services
LEARN MORE
Step 2. Click Next to start the Role and Feature Wizard.
B Add Roles and Features Wizard — [m] *
Before you begin .

This wizard helps you install rales, rele services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting & website.

Before You Begin

Installation

Server Selection
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Netwerk settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Step 3. Choose Role-based or feature-based installation and click Next.
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s Add Roles and Features Wizard 22 o <

< DESTINATION SERVER
Select installation type ORI et i

all roles and features on a running physical computer or virtual

(VHD,

Select the installation type. You can i
machine, or on an offline virtual hard

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
ion-based desktop deployment.

[ [ i | e

Step 4. Choose the server on which you want to configure DHCP and click Next.

Select destination server v e =

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Install Select a server from the server pool

Select a virtual hard disk

Server Pool

Filter:

Name 1P Address Operating System

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Step 5. Choose DHCP from server roles. As soon as you choose DHCP, a new window appears. Click
Add Features.

[ — ] =
Select server role e

iz, Add Roles and Features Wizard =
x

Add features that are required for DHCP Server?
ption
The following toels are required to manage this feature, but do not

Host Configurat
have to be installed on the same server. e e

bl (DHCP) Server enables you
rally configure, manage, and
E temporary IP addresses and
information for client

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

ters.
Include management tools (if applicable)
Step 6. Click Next. The DHCP Server Feature is enabled.
s Add Roles and Features Wizard — [m] >
Select server roles S2018UMILT yoaraeman s
Before You Begin Select one or more roles to install on the selected server.
Installation Roles Description
~ Dynamic Host Configuration

[ Active Directory Certificate Services
Active Directory Domain Services Protacol (DHCP) Server enables you
0 to centrally configure, manage, and

Active Directory Federation Services
Active Directory Lightweight Directory Services provide temporary IP addresses and
related information for client

Active Directory Rights Management Services
e Health Attestation computers.
Se
DNS Server

Fax Server

File and Storage Services (1 of 12 installed)

Host Guardian Service

Hyper\/

MultiPoint Services

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services v

Confirmation
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Step 7. Click Next. The .NET Frameworks that are required for the DHCP server are already pre-
selected.

[ Add Roles and Features Wizard — [m] x
_ - DESTINATION SERVER
Select features 52016V LT yourdomsincom

Select one or more features to install on the selected server.

Features Description
I NET Framework 3.5 Features (1 of 3 installed -NET Framework 3.5 combines the
© [W] .NET Framework 4.6 Features (2 of 7 installed) power of the MET Framewerk 2.0

v [ Background Intelligent Transfer Service (BITS) et

BitLocker Drive Encryption building applications that offer
BitLocker Network Unlock appealing user interfaces, protect
] BranchCache your customers' personal identity
Client for NFS information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Containers

Data Center Bridging
Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management
1/ Quality of Service

IS Hostable Web Core
Internet Printing Client

IP Address Management (IPAM) Server
] iSNS Server service

["1 LPR Port Monitor

Step 8. Read the explanation about the DHCP function, then click Next.

= Add Roles and Features Wizard — [m] K

Cancel

DHCP Server S20rEvMIT yourdomansom

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP dients. Deploying a DHCP server on the netwerk provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Befol

Installation

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in 2 safe place for later reference

Step 9. Click Install.

= Add Holes and Features Wizard - (.} X

DESTINATIONM SERVER

Confirm installation selections S2018VMLT yourdomamcom

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

Next >

Step 10. Click "Complete DHCP configuration”.
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fﬁ Add Roles and Features Wizard - a

DESTINATION SERVER

Installation progress 1B ouromaingom

View installation progress

0 Feature installation

Configuration required. Installation succeeded on 52016VMLT.yourdomain.com.

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks, View task progress ar open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Nert»
Step 11. Click Next to continue with the DHCP Post-Install Wizard.

s DHCP Post-Install configuration wizard - 0o X
Description
The following steps will be performed to complete the canfiguration of the DHCP Server on the
- target computer:
Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

Step 12. Click Commit (Choose Skip AD authorization if your machine is on workgroup).

[s DHCP Post-Install configuration wizard -

Authorization

Specify the credentials to be used to autharize this DHCP server in AD DS.

@® Use the following user's credentials

User Name:  YOURDOMAIN\Administrator

(O Use alternate credentials

UserName:

O Skip AD authorization

Step 13. Click Close and you are done with configuring DHCP.
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fis: DHCP Post-Install configuration wizard - o x

XI.  Precaution
3. Handle Computer System and peripherals with care
4. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Computers with Windows Server 2016

2. | Any other Resource

XIIl. Result

XIV. Practical Related Questions
1. Explain DHCP
2. What is the use of DHCP server
3. Explain working of DHCP server
4. Differentiate between Dynamic IP and Static IP address
XV.  Exercise
Student should configure DHCP server

(Space for Answer)
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References/ Suggestions for further Reading
https://en.wikipedia.org/wiki/Windows Server 2016

XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

«» List of Students/Team Members

--------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooo
ooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.14:Create two subnets and implement it with calculated subnet masking

I. Practical Significance

Understand subnet and use of subnet

Calculate subnet mask

Il. Relevant Programs Outcomes (POs)

1.

5.

Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

Communication:Communicate effectively in oral and written form.

I11. Competency and Practical skills

1.

Create two subnets

IV. Relevant Course Outcomes

Setup up computer Network for Specific Requirement

Implement Sub netting for improved Network address Management

V. Practical Outcomes (POs)

Create two subnet

V1. Relevant Affective domain related Outcomes

1.
2.

Follow safety practices
Follow ethical practices

VII. Minimum Theoretical Background

What is Subnetting?

Subnetting is a process of dividing a single large network in multiple smaller networks.

Subnet: A subnet allows the flow of network traffic between host: to be segregated based on a network
configuration. By organizing hosts into logical groups, subnetting can improve network security and
performance. Sub netting can be useful in variety of ways, including simplifying network administration,
enabling you to use different physical media such as Ethernet and FDDI and adding a layer of security to
your network. The most common use of sub netting is to control network traffic.

Subnetting is done by borrowing host bits and using them as network bits. For example network address
(192.168.1.0) and its subnet mask (255.255.2550) as expressed in binary. Notice that the address bits that
have corresponding mask bite set to 1 represents the network address. Address bits that have
corresponding mask bits set to O represents the individual host address.

Network address 11000000 10101000 | 00000001 | 00000000

Subnet mask

11111111 | 11111111 | 11111111 | OOOOOO0OO
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With this address.the bits from octets 1, 2, and 3 are used to identify the network portion ofthe address.
However, multiple subnets of network can be created by borrowing bits from the fourth octet. To do
30.bits from left to right are taken. In the following table, the bit witha value of 128 is borrowed.

Network address | 11000000 10101000 | 00000001 | 00000000
Subnet mask 11111111 | 11111111 | 11111111 | 10000000

This changes the subnet mask from 255.255.2550 to 255.255.255.128.

The more host bits are used for subnets, the more subnets are available. However, as more subnets are
created, the less host addresses are available per subnet. In the following table, both the 128 and the 64
bit are borrowed. Only 6 .bits are left for the host addresses, and the mask is now 255.255.255.192.

Network address 11000000 | 10101000 | 00000001 | 00000000
Subnet mask 11111111 | 11111111 | 11111111 | 11000000

Subnet Mask: A subnet mask is used to divide an IP address into two parts. One part identifies the host
(computer); and the other part identifies the network to which it belongs.

It is called a subnet mask because it is used to identify network address of an IP address by performing
bitwise AND operation on the Net mask.

Subnet Mask is the most recognizable aspect of subnetting. Similar to P addresses, Subnet Mask consists
four bytes (32 bits) and is often written using the same “dotted-decimal” notation. For example. a very
common subnet mask in its binary representation:

1111111112121111 11111112 00000000, is typically shown in the equivalent and in more readable form
as given below
255.255.2550

IP address has two component network and host address. Network address refers to the address of
the network to which Host address refers to the host of that network.

e.g. IP address 192.168.7.21 has two parts

1. 192.168.7.0 -> refers network address

2.0.0.0.21 -> refers host address

TCP/ 1P requires subnet mask to work. For example using a 255.255.2550 subnet mask, which shows
that the network It) Is 192.168.7.0. and the host address is 0.0.0.21. When a packet arrives on the
192.168.7.0 subnet (from the local subnet or a remote network), having a destination address of
192168.721, host computer will receive it from the network and process it.

IMP TIP: 00000000 00000000 00000000 00000000, Is an Invalid subnet mask because the leftmost

bit is set to ‘0°. ‘Conversely, the rightmost bits in a valid subnet mask must be set to ‘0’, not ‘1°.So0:
11111111 112122211 112122211 11111211is also invalid.
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Table A
Mask Binary (Fourth Field) # Subnet bits | # Host bits | Subnets | Hosts
255.255.255.128 | 10000000 1 7 2 126
255.255.255.192 | 11000000 2 6 2 62
255.255.255.224 | 11100000 3 5 6 30
255.255.255.240 | 11110000 4 4 14 14
255.255.255.248 | 11111000 5 3 30 6
255.255.255.252 | 11111100 6 2 62 2

Class C masks
VIIl. Diagrams/ Experimental set-up /Work Situation

[P address
Subnet segmentation illustrated

BEfOI'C; - Host dentifier m,,fz,ls 172.16.0.0
slbnetting ]

172.16.2.0

1172.16.4.0
| 20| €
By AR

%: ‘ 172.16{8.:7
After I ) 172.16.3.0 v a_”‘
sibneting Host identifier =
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB

2.. | Switch (min. 8 ports) 8 ports 1

X. Procedure
Creating Subnet Mask
Step.1 Determine the network class (Suppose Class C) 192.168.7.0 falls in Class C range (192 -
223). The default Subnet Mask is 255.255.2550, leaving the last octet available
Step. 2 Determine how many bits are needed to create subnets. For example calculate for 20 hosts
using formula 2*-2 where x represents the no of bits in host mask. Refer the table given above.
Step.3 From above table new assign 255.255.255.224 address for subnet mask.

Creating two Subnets
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step 1 Borrow host bit from IP address (Example. 192.168.7.0) and use them as network bits.

step.2 Create first subnet by borrowing one rightmost bit of host address as per below table.

Network address | 192 168 7 0
11000000 10101000 00000111 00000000

Subnet Mask 255 255 255 128
11111111 11111111 11111111 10000000

Step. 3 Create second subnet by borrowing two rightmost bit of host address as per below table.

Network address | 192 168 7 0
11000000 10101000 00000111 00000000

Subnet Mask 255 255 255 192
11111111 11111111 11111111 11000000

_Step 4: Two subnets created are:
1.192.168.7.128
2.192.168.7.192

XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification

No

1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

2.. | Switch (min. 8 ports) 8 ports

3. | Any otherResource

XI1l. Result

XI1V. Practical Related Questions
1. What is Subnet?
2. What is Subnet Mask?
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3. Which are the two parts of IP address?
4. Write down the formula to compute Subnet Mask.
XV. Exercise
Compute the Subnet Mask for Class C for 30 Host and Write down the steps

(Space for Answer)

..............................................................................................................................
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..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
................................................................................................................................
..............................................................................................................................
............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
©0000000000060600000000000000060060000000000000006000000000000000000000000000000000600000000000000000000000000000000000000000000000
..............................................................................................................................
..............................................................................................................................
©00000000000606000000000000066006000000000000006000000000000006000600000000000000060000000000000000600000000000000060000000000000000
©00000000000606000000000000066006000000000000006000000000000006000600000000000060006000000000000000060000000000000000000000000000000
..............................................................................................................................
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------------------------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------------------------
------------------------------------------------------------------------------------------------------------------------------
--------------------------------------------------------------------------------------------------------------------------------
..............................................................................................................................

XVI. References/ Suggestions for further Reading
https://www.pluralsight.com/blog/it-ops/simplify-routing-how-to-organize-your-network-into-

smaller-subnets

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

®,

«» List of Students/Team Members

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.15:Create IPv6 environment in a small network using simulator (preferably open

source based)Part-I

VI.

VII.

Practical Significance

Knowthe use IPv6

Create IPv6 Environment

Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.

2. Discipline knowledge: Apply Information Technology knowledge to solve Information
Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.

4. Engineering tools: Apply relevant Information Technologies and tools with an
understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.

Competency and Practical skills

1.

Create IPv6 Environmentusing simulator

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network

Setup up computer Network for Specific Requirement
Configure Basic network Services
Configure TCP/IP services

Practical Outcomes (POs)

IPv6 environment

Relevant Affective domain related Outcomes

1.
2.

Follow safety practices
Follow ethical practices

Minimum Theoretical Background
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Pvé BASIC

WHAT-YOU NEED TO KNOW

“IP" stand for Internet Protocol
It is a set of rules governing the format of data packets sent over the Internet
or other network.

e terms, an Internet Protocol (IP) is the method or protocol by which data is
one computer to another on the Internet.

wice from | L C Tablets, E - re ameras, Printer, iPad
C's |(or other networked ) ch copnects to the Internet is assigned a

unique number cailled as its IP address. D D
—ach 2 ntity as an IP Add L comesre

NO. OF PEOPLE * NO OF SUCH DEVICES THAT MAY USE UNIQUE 1P = RESULT IN UNIQUE 1P ADDRESS REQUIRED.

<& The first major version of IP, Internet Protocol Version 4 (1PvSE) s the dominant e
protoecoel of the Intemet 5 - *
- <
& 1PvS s desianed 10 solive the f - -
y -
—_—
< 1IPvé provides far more ¥ addresses than 1Pvs A!'
< World 1Pvé was launched on v ’ l I
< In format, 1IPvG addresses are 12 t {3 umes more address bits than 1Pvd) creating

possible address (in tritlhion-trillion-trithion), This number of new 1IPvS addresses
will meet the intermet demand for the expected future

1Pvée IPvé

32 bit = 232 addresses 4.3 billion addresses 128 bit = 2128 addresses - 340 sextillion address

idress range of IPv4

& 1PvS addresses use |

< Everyone gets publ Pvé addresses. There is no need for NAT
< IPvé natworks are easier and cheaper 10 manage

> 1Py restores enc-t -end transparency

< The smallest typical subnet of IPVS is a /64 or 2764 addresses

> Many F:‘-nj internaticnal companies have already started 10 use 1IPvé

You )
Bl o
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BENEFITS OF IPVé6

IPvé provides larger IP address space than 1Pv4.
It provides better security as it designed to ensure end.to-end security over a connection.

It has a bwilt-in feature o support multicast. With this multicast, bandwidth-intensive packets can
be sent to multiple lecavons simultaneously.

It reduces the need of NAT (Network Address Translation)

No Geographical Limatations

It enables hierarchical and efficient routing as it reduces the size of routing tables
Better Cuality of Service (QoS) in IPvS

Network renumbenng and assigning of new address schemes can be achieved automatically
with IPvS providing admenistration easiness.

¢ 60000 GCO

It peovides ease to beginner users 1o connect their machines to the network with plug and play.
It providies better support for real-time traffic such as video conferencing.

WHY YOUR BUSINESS NEEDS IPVé6?

Business using IPv4 as their primary address are at risk of
Increased costs Limited website functionality Fail to penetrate emerging markets.

IPv6 For Business Benefits:

Prevent increased Costs

Avoid Website Disruption

Improved Performance Provide Better Expenence to Customers

Global Business Growth & Success IPV 5

Maintain A Competitive Edge As Many Competitors Have Already
Deployed Ipvé

Maintain Business Continuity

o000

&

SOME QUICK STEPS

€& Test your exasting internet connect:on and if its not IPvS then talk to your ISP
{Internet Service Provider) about it

& Check if your office network is running on IPvé or not. Contact your IT supplier if this is not so.

& Check if your website is runnang on 1IPvé or not. Take acdvice from your web hosting company.

Pva
internet

Wavedirect.net

Internet Service Provader

FANYT & RELIANLE INTERNET FOS AVERTONE
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VIIl. Diagrams/ Experimental set-up /Work Situation

Version 'I?:;Of;ii:sg:ass Flow Label
. Payload Length 1ssies Next l:gtasder Hop LLr'th
E Source Address .54,
Destination Address .5
Extension headers }
Fig. IPv6 Header
IX. Resources Required
Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB
Switch (min. 8 ports) 8 ports 2

Router

2
3
4. | Linux OS
5. | CORE Network Simulator

X. Procedure
Set up the network configuration
Use the CORE Network Simulator to set up the network shown in the diagram below with one router,
two switches, and four hosts. We will investigate IPv6 addressing fundamentals using this simple

network.

Simple IPv6 network
To make the network diagram easier to read, use the View — Show menu command to hide all

information except node names (to clean up the display). Also, you can click on Selection Tool and grab
the text that represents each node name and move it to a spot where it is not hidden by the link. Then, use
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the Configure right-click menu command on each node to change the node name so that the network look
like the following image:

Configure the simulated nodes

We want to study the same procedures we would use in a real network without allowing the CORE
Network Emulator to set the network configurations for us, so we will clear the IP addresses that the
CORE Network Emulator configures by default on every interface before starting the simulation.
Right-click on each router and host and select the Configure contextual menu command. Then, clear the
IPv4 address and IPv6 address field on every node.

v router configuration +

Node name: |hl (none) — @

Type: PC —-| Services... |

Interface etho

MAC address M auto-assign
IPv4 address =

IPv6 address

b =]

Apply | Cancel ‘

Delete IP addresses by clicking on the trash icon next to each field
Also, since we will not use dynamic routing in this scenario, we will change the settings on the

router rl so that dynamic routing protocols are not started when the node starts up.

= Node r1 (n1) services +
Node rl (n1) services
Quagga Routing XORP BIRD Utility Security

zebra NHDP xorp_rtrmgr bird IPForward VPNClient

QOS5PFv2 SMF XORP_OSPFv2 BIRD_OSPFv2 DefaultRoute VPNServer

OSPFv3 OLSR DefaultMultica

stRoute

XORP_OSPFv3 BIRD_BGP IPsec

BB EE

OSPFv3MDR XORP_BGP BIRD_RIP Firewall

StaticRoute

B EEEE

BGP XORP_RIP BIRD_static
S5H
RIP XORP_RIPNG
DHCP
RIPNG XORP_PIMSM4
DHCPClient
Babel XORP_PIMSM6

FTP

EEEEEEEEE
B el E e e e

vtysh XORP_OLSR

HTTP

Pl

radvd
atd

UserDefined

ucarp

aopy [} oetaus | cancel |
Clear dynamic routing protocol services from the router rl
In the Configure dailogue box, after clearing the IP addresses on both of the router’s interfaces, click on
the Services... button, then clear the OSPFv2 and OSPFv3 services. Also clear the radvd service (because
we will explore stateless address autoconfiguration in a later post). Then press the Applybutton.
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Start the simulation

Start the network emulation by clicking in the start the session icon in the tool bar or by clicking on the
menu command, Session — Start.

Examine the link-local unicast IPv6 addresses

After we start the network simulation we created, we expect to observe that the interfaces on each
simulated router and on each simulated host have link-local IPv6 addresses automatically configured.
We will also run some simple network tests and observe the results. With the current configuration,
nodes on the same link should be able to communicate with each other but nodes that are separated by the
router should not be able to communicate with each other’. For example, host h1 should be able to ping
host h2, but not host h4.

Link-local unicast IPv6 address, defined

When an IPv6 interface starts up, it is required to automatically configure itself with a link-localunicast

IPv6 address?. Link-local IPv6 addresses consist of a specific 64-bit IPv6 prefix, fe80::/64 , and a unique

64-bit interface identifier derived from the MAC address of the interface®.

Link-Local unicast IPv6 addresses are created for purposes such as auto-address configuration and
neighbor discovery on a single link. A link may be a point-to-point connection between two interfaces or
a switched layer-2 domain such as an Ethernet network.

Link-local unicast addresses only work on the link on which they are configured because IPv6 routers are
required to not forward any packets with link-local source or destination addresses to other links.

Using the ifconfig Observer Widget

We can use the Core Network Emulator’s Observer Widget tool to view the interface configuration on
each node and take note of the IPv6 address on each interface. Click on the Observer Widget tool (the
magnifying glass icon in the toolbar) and select the ifconfig widget. Then, hover the mouse pointer over

each node to see the displayed interface configuration.

ethd  Link encap:Ethemet HWaddr 00:00:00:a: nnnl
h1' et addr. feB0. 200t fea a:1/64 Scope:Lin
UP SROADCAST RUNNING MULTICAST MTU: 1500 Metric:1
RX packets:213 erors:0 dropped:0 overruns:0 frame:0
TX packets:8 & n-msoumpp ed:0 overruns:0 carrier:0
collisions: :0 txqueuelen:1000
RX bytes:33587 (33.5 KB) TX bytes:648 (648.0 B}

L\ k encap:Local Loopback

net addr:127.0.0.1 Ma: kZEEUUU

net6 addr: ::1/128 Sco
UP LOOPBACK RUNNING WTUS 55535 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TXp cke ts n errors: uumpp ed:0 overruns:0 carrier:0
uuuuuuuuuuuuuuuu
Rxhyt O(OOB)Ttht :0 (0.0 B)
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Using the ifconfig Observer Widget

Using the ip command
Alternatively, we can open up a terminal window on each node running in the simulated network and use
normal Linux commands to view the configuration.
Double-click on any node to open a terminal window (for example, host h1). Then, execute the
command:
root@hl:~# ipaddr show
1: lo: mtu 65536 qdiscnoqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
8: eth0: mtu 1500 qdiscpfifo_fast state UP glen 1000
link/ether 00:00:00:2a:00:01 brdff.ff.ff:ff:ff.ff

inet6 fe80::200:ff:feaa:1/64 scope link
valid_Ift forever preferred_Ift forever
Record all IPv6 addresses
Write down the IP addresses and MAC addresses on each node in a table for future reference. This will
be useful when we are running programs like ping where we need to know the IPv6 address of the
destination node. Knowing the MAC addresses is useful when we are analyzing packets in
the Wireshark protocol analyzer.
In our example, the CORE Network Emulator assigns MAC addresses, in numerical order”, starting with
00:00:00:a2a:00:00 and incrementing by one for every other interface attached to a link.
After inspecting each node using either the Observer Widget or the Linux ip command, we generate the

following table:

Node name Interface MAC address IPv6 addresses

Router rl eth0 00:00:00:aa:00:00 fe80::200:ff:feaa:0/64
ethl 00:00:00:aa:00:03 fe80::200:ff:feaa:3/64

Host hl eth0 00:00:00:aa:00:01 fe80::200:ff:feaa:1/64
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Host h2 eth0 00:00:00:aa:00:02 fe80::200:ff:feaa: 2/64
Host h3 ethO 00:00:00:2a:00:04 fe80::200:ff:feaa:4/64
Host h4 ethO 00:00:00:aa:00:05 fe80::200:ff:feaa:5/64

Network tests with link-local addresses

Before we configure the network, let’s see how the IPv6 network works in it’s initial state.

From host h1, ping host h2, the ethO interface on router r1, and host h4.

Host hl interface eth0 to Host h2 interface ethO

We see that Host h1 can send and receive IPv6 data packets to and from Host h2 using the pingcommand
with the link-local 1Pv6 address. The interfaces of both hosts are on the same link.

root@hl:~# ping6 -c 1 -1 eth0 fe80::200:ff.feaa:2

PING fe80::200:ff.feaa:2(fe80::200:ff:feaa:2) from fe80::200:ff:feaa:1 eth0: 56 data bytes

64 bytes from fe80::200:ff:feaa:2: icmp_seq=1 ttl=64 time=0.105 ms

--- fe80::200:ff:feaa:2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.105/0.105/0.105/0.000 ms

Note that we use the -1 ethO option to indicate that the destination address is reachable through

interface eth0. Link-local IPv6 addresses are not routable so the source system does not know which
interface on which to send the ping packet. We need to specify the source interface when using link-local
IPv6 addresses.

On a Linux system, the same command can be written with a “zone” suffix as:

$ ping6 fe80::200:ff:feaa:2%eth0

But the -l ethO option is supported the same way on most operating systems, while the “zone” suffix is

not.

Host h1 interface ethO to Router rl interface eth0

We see that Host h1 can send and receive IPv6 data packets to and from the ethQ interface on

Router r1 using the ping command with the link-local IPv6 address. These interfaces are on the same
link.

root@hl:~# ping6 -c 1 -1 eth0 fe80::200:ff:feaa:0

PING fe80::200:ff:feaa:0(fe80::200:ff:feaa:0) from fe80::200:ff:feaa:1 eth0: 56 data bytes

_ 64 bytes from fe80::200:ff:feaa:0: icmp_seq=1 ttl=64 time=0.335 ms
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--- fe80::200:ff:feaa:0 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 0.335/0.335/0.335/0.000 ms

Host hl interface eth0 to Host h4 interface ethO

We see that Host h1 cannot send and receive IPv6 data packets to and from Host h4. These interfaces are
on different links.

To reach Host h4, a data packet from Host h1 must first arrive at the router’s interface ethO and then be
forwarded on to the router’s interface ethl toward Host h4. By definition, the router is not allowed to do
this because the source IPv6 address of the ICMP (ping6) packet is a link-local address.

root@hl:~# ping6 -c 1 -1 eth0 fe80::200:ff.feaa:5

PING fe80::200:ff:feaa:5(fe80::200:ff:feaa:5) from fe80::200:ff:feaa:1 eth0: 56 data bytes

From fe80::200:ff:feaa:1licmp_seq=1 Destination unreachable: Address unreachable

--- fe80::200:ff:feaa:5 ping statistics ---
1 packets transmitted, O received, +1 errors, 100% packet loss, time Oms

root@hl:~#

Experiment with globally reachable unicast IPv6 addresses

With no additional configuration, devices on the same subnet can reach each other using IPv6 but in
order for nodes on one subnet to communicate with nodes on another subnet and with nodes in other
networks, a unique and reachable unicast IPv6 prefix must be assigned to each subnet.

The IPv6 protocol expects that more than one IPv6 address may be added to each interface. In this case,
we already have a link-local address on each interface in the simulation and we will now add a globally
unique reachable address to each interface.

The documentation 1Pv6 prefix

The authorities that assign IPv6 addresses have thoughtfully reserved a special prefix for use in
documentation and in examples like this one, so if we ever connect this simulation to a real IPv6

networks it will not cause any problems. The prefix allocated for documentation purposes

is 2001:0DB8::/32 .°

So, in our example, we will assign the following prefixes to each subnet:
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Subnet Router Interface Subnet prefix
Subnet 1 Router r1 ethO 2001:DB8:0:1::/64
Subnet 2 Router r1 ethl 2001:DB8:0:2::/64

We use the Background Annotation Tools (from the tool bar) to mark up the Core Network Emulator

canvas so we have a visual reminder of the subnets and addresses we will use.

Subnet 2
2001:DB8:0:2::/64

Subnet 1
2001:DB8:0:1::/64

Marked up canvas showing subnets and prefix addresses
Manually configure global IPv6 addresses
Now, let’s assign addresses to each interface. We do this manually because we imagine we’re a network
administrator who wants to configure addresses that are easy to remember and who wants the default
router interfaces on a subnet to end in “1”, as some network admins would, in an IPv4 network. So, we
do not use stateless autoconfiguration of IPv6 addresses in this example (we’ll discuss it in a later post).
On each host and router, enter the commands as follows to manually configure a global IPv6 address on
each interface. Each host also needs a default route configured:
root@rl:~# ip -6 addr add 2001:DB8:0:1::1/64 dev ethO
root@rl:~# ip -6 addr add 2001:DB8:0:2::1/64 dev ethl

root@hl1:~# ip -6 addr add 2001:DB8:0:1::100/64 dev ethO
root@hl:~# ip -6 route add ::/0 via 2001:db8:0:1::1 dev ethO

root@h2:~# ip -6 addr add 2001:DB8:0:1::101/64 dev ethO
root@h2:~# ip -6 route add ::/0 via 2001:db8:0:1::1 dev eth0

root@h3:~# ip -6 addr add 2001:DB8:0:2::100/64 dev eth0
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root@h3:~# ip -6 route add ::/0 via 2001:db8:0:2::1 dev ethO

root@h4:~# ip -6 addr add 2001:DB8:0:2::101/64 dev ethO
root@h4:~# ip -6 route add ::/0 via 2001:db8:0:2::1 dev eth0

After manually configuring the IPv6 interface addresses, we can inspect each interface using the ipaddr

show command (or Core Network Emulator’s Observer Widget tool) and see that the IPv6 addresses are

configured on each interface and we see that the prefixes 2001:DB8:0:1::/64 and 2001:DB8:0:2::/64 have
a global scope (as opposed to a link scope). For example, on router rl:
root@rl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
6: eth0: mtu 1500 glen 1000
inet6 2001:db8:0:1::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:0/64 scope link
valid_Ift forever preferred_Ift forever
12: ethl: mtu 1500 glen 1000
inet6 2001:db8:0:2::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:3/64 scope link
valid_Ift forever preferred_Ift forever
root@rl:~#
Network tests with global addresses
We verify that all addresses are configured according to our address plan. We see each interface now has

a link local IPv6 address and a global IPv6 address.
Node name Interface MAC address IPv6 addresses

Router r1 ethO 00:00:00:2a:00:00 fe80::200:ff:feaa:0/64
2001:DB8:0:1::1/64

ethl 00:00:00:aa:00:03 fe80::200:ff:feaa:3/64
2001:DB8:0:2::1/64
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Host hl ethO 00:00:00:2a:00:01 fe80::200:ff:feaa:1/64
2001:DB8:0:1::100/64

Host h2 eth0 00:00:00:aa:00:02 fe80::200:ff:feaa:2/64
2001:DB8:0:1::101/64

Host h3 ethO 00:00:00:2a:00:04 fe80::200:ff:feaa:4/64
2001:DB8:0:2::100/64

Host h4 eth0 00:00:00:aa:00:05 fe80::200:ff:feaa:5/64
2001:DB8:0:2::101/64

Host h1 to Host h3

Because packets with global address prefixes in the source and destination address fields can be
forwarded by a router, we expect that a node in Subnet 1 should be able to communicate with a Node in
Subnet 2 (because both subnets are directly connected to the router). We test that using

the ping6 command to test if Host h1 can reach host h3:

root@hl:~# ping6 -c 1 2001:DB8:0:2::100

PING 2001:DB8:0:2::100(2001:db8:0:2::100) 56 data bytes

64 bytes from 2001:db8:0:2::100: icmp_seq=1 ttI=63 time=0.280 ms

--- 2001:DB8:0:2::100 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 0.280/0.280/0.280/0.000 ms

root@hl:~#

Note that we no longer need to specify the source interface when using global addresses because there is
no ambiguity about to which subnet a global prefix is associated.

Inspect IPv6 packets

We will use the Wireshark packet analyzer to capture and view IPv6 packets on the interfaces of

router r1. This will give us some insight into how the IPv6 protocol resolves addresses in a local subnet
and between two subnets.

Start Wireshark

First we start Wireshark using the contextual menu in the CORE Network Emulator. Right-click on

router r1 and select Wireshark and then ethO. Repeat the process and also select ethl.
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Subnetl e ' Subnet2
2001:DB8:0:1::/64 .7 Cenfigure 3:0:2::/64
., Select adjacent
7 Hide

Shell window
Services

Tcpdump -3
TShark

Wireshark
View log...

s

o

E't::ﬁ
et

&b
h3

Start Wireshark on both router interfaces, ethO and ethl
Now we should see two Wireshark windows open, each one displaying data on a different interface.
SSH session between two nodes on same link
Now, start a connection within subnet 1, between host h1 and the ethO interface on router rl. For this
example, we will start an SSH session between hl and r1.
First, we need to enable the SSH server deaemon on the router r1 with the command:
root@r1:~# /etc/init.d/ssh start
Then, on host h1, start the SSH session to rl. Since each node is linux container, use your own userid (in
my case it is brianl) and your user password to access the remote node because Xubuntu will not allow
you access to the root user on the Linux container.
root@h1:~# ssh brianl@2001:DB8:0:1::1
brianl@2001:db8:0:1::1's password:
Welcome to Ubuntu 13.10 (GNU/Linux 3.11.0-19-generic x86_64)
* Documentation: https://help.ubuntu.com/
0 packages can be updated.
0 updates are security updates.
brianl@r1:~$ Is
Desktop Downloads Music  Public  Videos
Documents Dropbox Pictures Templates
brianl@r1:~$ exit
logout
Connection to 2001:DB8:0:1::1 closed.

root@hl:~#
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Looking at the Wireshark window on r1 interface ethO, we see some new destination addresses (these are
multicast addresses used by the Neighbor Discovery Protocol) and we see the two systems communicate
to match the MAC address of router r1°s interface ethO with the destination IPv6 address.

v Capturing from n1.eth0.169 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] -+ X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter:[ ‘v |Expression... Clear Apply Save
No. Time Source Destination Protocol Length| Info
1 0.000000000 2801:db8:0:1::160 fi92::1:ffe0:1 ICMPVE 86 Neighbor Solicitation for 2081:
- ICMPVE 86 Neighbor Advertisement 2001:dbi

5 0.000148000 2001:db8:0:1:: B H:H TCP 86 60049 > ssh [ACK] Seg=1 Ack=1 Win=2880¢
6 0.000770000 2001:db8:0:1:: 2001:db8:0:1::1 SSHv2 127 Encrypted request packet len=41
7 0.000787000 2001:db8:0:1::1 2001:db8:6:1: :180 TCP 86 ssh > 60049 [ACK] Seo=1 Ack=42 Win=286]
» Ethernet II, Src: 00:00:00 aa:00:00 (60:00:00:3a:00:00), Dst: 00:00:00 aa:00:01 (00:00:00:a3a:00:01)
» Internet Protocol Version 6, Src: 2001:db8:0:1::1 (2001:db8:@:1::1), Dst: 2001:db8:0:1::160 (2001:db8:0:1::100)
= Internet Control Message Protocol vé
Type: Neighbor Advertisement (136)
Code: @
Checksum: 8x@ac9 [correct]
» Flags: ©xe0800000
Target Address: 2001:db8:@:1::1 (2001:db8:0:1::1)
~ ICMPv6 Option (Target link-layer address : 00:00:00:aa:00:08)
Type: Target link-layer address (2)
Length: 1 (8 bytes)
Link-layer address: £0:00:60 aa:00:00 (66:00:00:aa:00:00)

[LEJle0 60 00 aa 66 61 60 66 06 aa 60 60 86 dd 60 cof........ ......
:L3CINE0 60 60 20 3a ff 20 61 0d bs 00 60 60 61 00 CONNM... :. . ........

PAG0 66 60 66 60 61 20 61 0d b3 66 66 €6 61 66 O
CLELRNE0 60 00 00 01 60 88 60 0a c9 0 00 00 00 20 O

Famefreﬁ - cks:ﬁiae: 136(100.0%) Profile: Default 4

Captured packets on Router r1 interface ethO
We’ll cover more about the Neighbor Discovery Protocol, which in this case operates like the IPv4 ARP
protocol, in a future post.
SSH session between two nodes on different links
Next, we’ll open an SSH session that passes between the two subnets, from host hl to host h4.
We need to enable the SSH server on host h4, first:
root@h4:~# /etc/init.d/ssh start
Then, we start the SSH session from host h1 to host h4:
root@hl:~# ssh brianl@2001:DB8:0:2::101
brianl@2001:db8:0:2::101's password:
Looking at the Wireshark window that is capturing traffic on rl interface ethl, we see that the Neighbor
Discovery Protocol uses both multicast addresses and the link local addresses as part of the process to
resolve the destination MAC address with the destination IPv6 address.
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> Capturing from n1.eth1.169 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] - + X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

geadma cifixe Q€235+ BE 00 JF WEEE @
Filler:‘hh‘ " ‘Expressinn... Clear Apply Save

No. Time Source Destination Protocol Length Info

1 ©.000000000 fe8d

ICMPVE 86 Nelghbur Sullcltatlnn fur 200

B TCP 94 37047 > ssh ISYII] SHFO mn:zm Len=i
161 ffe2::1:ffee: 1 ICMPVE 86 Neighbor Solicitation for 2001:db8:0:2:
2001:db8:0:2::161 ICMPVE 86 Neighbor Advertisement 2001:db8:6:2::1

] TCP 94 ssh > 37047 [SYN, ACK] Seq=0 Ack=1 Win:
TCP. mﬁﬁ 37047 > ssh [ACK] Sea=1 Ack=1 Win=2880(

3 0.000160000 2001
4 9.000239000 2001:db8:0:
5 ©.000289000 2001:db:
6 0.000321000 2001:db8
m“'l 0. @@@429@@@ 2@@1 dh

o s
» Ethernet H Src ﬂﬂ ﬂﬂ ﬂﬂ 2a:00:05 (00:00:00:aa:00:05), Dst: 00:00: ﬂﬂ 2a:00:03 (00:00:00:aa:00:03)
» Internet Protocol Version 6, Src: 2001:db8:0:2::101 (2081:db8:8:2::181), Dst: fe80::200:7f:feaa:3 (fe88::200:Ff:feaa:3
v Internet Control Message Protocol v6
Type: Neighbor Advertisement (136)
Code: ©
Checksum: ©xb74e [correct]
» Flags: ©x60000000
Target Address: 2001:db8:0:2::101 (2001:db8:0:2::101)
v ICMPv6 Option (Target link-layer address : 80:00:00:aa:00:05)
Type: Target link-layer address (2)
Length: 1 (8 bytes)
Link-layer address: 00:00:00 aa:00:05 (00:00:00:aa:00:05)

0660 06 60 00 aa 6O 63 60 66 00 aa €6 ©5 86 dd 60 60
0010 00 60 00 26 3a ff 20 81 ©d b8 €6 @0 80 62 0 66
0620 00 60 00 66 O1 61 fe 80 ©0 6O ©O OO 0O 60 02 66
0030 00 ff fe aa 60 ©3 88 80 b7 4e 60 €0 00 60 20 61 ........ . [T 000 =

@ *1 Invalid filter: ** " was unexpected in this...” Packets: 67 - Displayed: 67 (100.0%) Profile: Default a

Captured packets on Router r1 interface ethl

Again, we’ll discuss the neighbor discovery process more in another post.
Finish and clean up
We end the simulation and save the configuration. Click on the red Stop the session button on the tool bar
or use the menu command:
Session — Stop
Then save the configuration using the menu command:
File — Save
XI. Precaution

3. Handle Computer System and peripherals with care

4. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM,

HDD 250GB

Switch (min. 8 ports) 8 ports

Any other Resources

SRRl Il A

XI1l. Result
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XIV. Practical Related Questions
1. Differentiate between IPv4 and IPv6
2. Explain IPv6 Packet Format
XV. Exercise
Student should setup IPv6 Environment using Simulator

(Space for Answer)

..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
..............................................................................................................................
................................................................................................................................
..............................................................................................................................
............................................................................................................................
©00000000000606000000000000066006000000000000006060000000000000600060000000000000000000000000000000600000000000000000600000000000000
..............................................................................................................................
..............................................................................................................................
©00000000000606000000000000066006000000000000006000000000000006000600000000000000060000000000000000600000000000000060000000000000000
©00000000000606000000000000066006000000000000006000000000000006000600000000000060006000000000000000060000000000000000000000000000000
..............................................................................................................................
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XVI. References/ Suggestions for further Reading
https://getipv6.info/display/IPv6/Educating+Y ourself+about+I1Pv6

http://www.brianlinkletter.com/tag/core/

XVII. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

« List of Students/Team Members

Marks Obtained Dated Signature of Teacher

Process Related(35) | Product Related (15) | Total(50)
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Practical No.16:Create IPv6 environment in a small network using simulator (preferably open

source based)Part-I1

VI.

VII.
VIII.

Practical Significance

Know the use of IPv6

Create IPv6 Environment

Relevant Programs Outcomes (POs)

1. Basic knowledge: Apply knowledge of basic mathematics, sciences and basic
engineering to solve the broad-based Information Technology problems.
2. Discipline knowledge: Apply Information Technology knowledge to solve Information

Technology related problems.

3. Experiments and practice: Plan to perform experiments and practices to use the results
to solve broad-based Information Technology problems.
4. Engineering tools: Apply relevant Information Technologies and tools with an

understanding of the limitations.

5. Communication:Communicate effectively in oral and written form.
Competency and Practical skills

1. Create IPv6 Environment using simulator

Relevant Course Outcomes

Use Basic Concept of Networking for setting of Computer Network
Setup up computer Network for Specific Requirement
Practical Outcomes (POs)

Create IPv6 Environment using simulator

Relevant Affective domain related Outcomes

1. Follow safety practices
2. Follow ethical practices

Minimum Theoretical Background

Diagrams / Experimental set-up /Work Situation

Resources Required

Sr.| Name of Resource Specification Quantity | Remarks/Use
No
1. | Computer / Networked Computers | i3 processor, 2 GB RAM, | 10
HDD 250GB
2. | Switch (min. 8 ports) 8 ports 1
Procedure
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In Part 1 of this series, we performed some practical experiments to show how interfaces in an IPv6

network configure themselves with link-local IPv6 addresses when they start up. We also showed how to
manually configure IPv6 addresses on a Linux system. In this post, we will use an open-source network
simulator to demonstrate another method of assigning an IPv6 address to an interface: Stateless Address
Auto-configuration (SLAAC).

We will use the CORE Network Emulator to set up a simple IPv6 network and then run some practical

exercises to show how to set up a open-source IPv6 router to perform auto-configuration using

either radvd or quagga. We’ll use open-source routing software to demonstrate real router configuration
procedures and investigate how IPv6 routers and hosts communicate to assign globally unique unicast
IPv6 addresses to hosts the using Stateless Address Auto-configuration and the Neighbor Discovery
Protocol (NDP).

Stateless Address Auto-configuration

Stateless Address Auto-configuration (SLAAC) is an IPv6 function that simplifies network
administration®. SLAAC is the preferred way to assign IPv6 addresses on hosts in an IPv6 network.

To enable auto-configuration, the network administrator manually enters in the router’s configuration file
the prefixes that routers will advertise to the hosts on each link. Then, the router advertises that prefix to
all hosts on the link via the Neighbor Discovery Protocol.

Host Interface 1D

The hosts use a combination of the IPv6 network prefix learned from the router and their own interface
MAC address to create a unique IPv6 address.

Router Interface ID

Routers do not allow their interface addresses to be auto-configured?. The network administrator must
manually configure IPv6 addresses on each router interface.

Default Routes on Hosts

Each host uses the Neighbor Discovery Protocol to learn about all routers attached to the same link and
automatically configure default routes to the advertising routers.

When using IPv6, hosts may have multiple default routes to different routers on the same link, which
may provide for more efficient routing to different destinations.

Router Advertisement Daemon (radvd)

The Router Advertisement Daemon (radvd) is open-source software that implements stateless address
auto-configuration using the Neighbor Discovery Protocol (NDP). It listens for messages from hosts
requesting prefix information and periodically sends out advertisement messages describing information

about the router to all hosts on the link.
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Default configurations and file locations

To realistically emulate SLAAC configuration procedures on a simulated Linux IPv6 router, we need to
use the built-in functions of the CORE Network Emulator and some undocumented information about the
virtual node configuration files.

CORE uses LXC Network Namespaces to implement virtual nodes in the simulation. The CORE GUI
hides from the user the complexities involved in starting routing daemons on Linux containers using
network namespaces (which is what the designers intended). To show how we would configure a router
using Linux commands we will modify the configuration procedures that take into account the way
CORE virtualizes nodes and starts services on the virtual nodes.

Each node in the simulation consists of a lightweight virtual machine that only isolates the network stack
and a few selected files. Because the rest of the filesytem is shared between all the virtual nodes and the
host Linux system, we need to know which files on the simulated nodes we can modify and which we
should not. The configuration files will be in non-standard locations on the simulated nodes and,
unfortunately, this is not well documented. It is better to use only Linux configuration commands and
leave configuration files and startup scripts alone.

Set up the network topology

Start the CORE Network Emulator with the following commands:

$ sudo /etc/init.d/core-daemon start

$ core-gui

Load a network configuration file

We will use the same network configuration that we created and saved in Part 1 of this series. Open

the *.imn file you saved. In my case, | named it IPv6-addresses.imn.

Subnet 2
2001:DB8:0:2::/64

Subnet 1
2001:DB8:0:1::/64

Simulated IPv6 network topology
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Configure the network initial state

If we allow it to, the CORE Network Emulator will set up IP addresses, generate the contents of
configuration files, and start daemons for us. However, in a case where we wish to practise using the
Linux command-line to configure each virtual node, we need to change the CORE default settings before
we start the simulation.

Complete the following steps to set up the network scenario so that we can use (mostly) realistic
command-line procedures to configure the nodes in the simulated network.

Determine the services we will use on each node

To keep things simple, we will start only the services we need on each node.

On router r1, we need only two services: IPForward and radvd.

On each host, h1 to h4, we do not need any services configured. Even the DefaultRoute service can be
cleared because it is only useful if we configure a static IP address using the CORE GUI, and we won’t
do that in this case.

Verify that no IP addresses are assigned in the CORE Network Emulator

IP addresses should not be configured on any of the interfaces because we want to configure these using
Linux commands on each simulated node after starting the simulation. Since we are using a saved

network scenario from Part 1 of this series, where we already cleared the IP addresses, we should already

have the correct configuration. But, it never hurts to check.
Right-click on each node and select Configure from the drop-down menu. In the configuration window,
ensure every IP address field is blank. If not, clear them by clicking on the trash icon next to the field and

then click Apply.

N router configuration + X

Node name: |hl (none) — &
s e BN

Interface eth0

MAC address M auto-assign

IPv4 address

IPv6 address

Apply | Cancel |

Delete IP addresses by clicking on the trash icon next to each field
Clear all services on each host, h1 to h4
Right-click on each host node in the CORE canvas and select Services...

Then, clear all services on the host nodes so that nothing is selected. Click on Apply to save the changes.
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Node h (n5) services + %
Node h1 (n5) services
Quagga Routing XORP BIRD Utility Security
zebra =l NHDP =l xorp_rtrmgr [ bird = IPForward [ VPNClient [
0SPFV2 = SMF |5 | xORP.OSPFv2 | | BIRD_OSPFv2 [cl| | DefaultRoute [ VPNServer ||
OSPFV3 51} OLSR |5l | xomp oSPRV3  [al BIRD_BGP l2l| | DefaultMultica &l IPsec =
stRoute =
OSPFV3MDR |1 XORPBGP |5 BRDRIP s Firewall
" 5 & & StaticRoute 11 e &
BGP 5} XORP_RIP I} BIRD_static |1
SSH =
RIP = XORP_RIPNG [l
DHCP &l
RIPNG = XORP_PIMSM4 <1
DHCPClient [
Babel = XORP_PIMSM6 =1
FTP =
h XORP.OLSR s
vosh [ & R
pcap =l
radvd =]
atd &}
UserDefined <]
e &
Apply | Defaults | Cancel

Clear all services on each host node
Enable the radvd service on the router rl
We need to enable radvd so we can manage it after we start the scenario in the CORE Network Emulator,
but we do not want CORE to create a radvd configuration file for us. Because we ensured no IP
addresses were assigned in CORE in Step 1 above, CORE will not automatically generate the contents of
the radvd.conf.
Right-click on router r1, then select Services from the drop-down menu. Clear all services so that none

are selected. Then, click on the radvd service to enable it.

Node r1 (n1) services o7

Node r1 (n1) services

Quagga Routing XORP BIRD utility Security
zebra = NHDP =] xorp_rtrmgr i bird & IPForward =] veNClient s
OSPFv2 =] SMF 5| | XomPOSPFv2 5| | BIRD.OSPFv2 [l | DefaultRoute |si| | VPNServer |
OSPFV3 = OLSR 5| | xome_osPFu3 [ BIRD BGP  [il| | DefaultMultica & IPsec =]
stRoute
OSPFV3MDR | XORP BGP |4 BIRD_RIP Firewall
=l £ =l StaticRoute | B
BGP = XORP_RIP ] BIRD_Static s
SSH JE|
RIP =] XORP_RIPNG  [=1]
DHCP 5|
RIPNG &} XORP_PIMSMA i
DHcpclient [
Babel =] XORP_PIMSM6 <1
FTP IE|
h XORP_OLSR  [al
wR &l - = HTTP JE|
peap 5|
radvd 1G]
atd IE|
UserDefined 11
ucarp IE]|
Apply Defaults Cancel

Enable only the radvd service in IPv6 router
Next, click on the small “tool” icon next to radvd in the Services window. This will open
the radvdconfiguration window. You don’t change anything in this window. Confirm that
the radvd.conf file that CORE will generate on router rl is empty. Also note that CORE will create the
file in a non-standard location: /etc/radvd/radvd.conf. This is because CORE creates a mount namespace
for the new file /etc/radvd/radvd.conf so it does not affect the host computer’s configuration of the
configurations of other nodes in the simulation. (Remember: all virtual nodes share the same filesystem,

except where specific folders are provided with their own mount namespace by CORE Services scripts).
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g radvd on node r1 (n1) + X
radvd service
Meta-data

Eiles | Directories | Startup/shutdown ]

Config files and scripts that are generated for this service.

File name: /etc/radvd/radvd.conf ﬂJ@
™ Copy this source file: E
% Use text below for file contents: E@

# auto-generated by RADVD service (utility.py) i

Check radvd.conf contents and location
Close the radvd window. Then, click Apply on the Services window.
Verify the IPForward service configuration on router rl
When starting a simulation scenario, the CORE Network Emulator executes commands on the router that
configure Linux kernel parameters to enable IP Forwarding. It does not update the /etc/sysctl.conf file
because that file is not isolated to the simulated node.
Click on the “tool” icon next to the IPForward service. This will open the IPForward service
configuration window. You can see the kernel parameters that will be set by this service. The CORE
Network Emulator will execute the script shown when the router is started. We see the IP Forwarding
configurations will enable 1Pv4 and IPv6 forwarding. (These configurations can be changed in this

window and then saved, if you want the router to start with a different set of parameters.)

= IPForward on node r1 (n1) + X
IPForward service
Meta-data

Eiles Qirectories] Startup/shutdown ]

Config files and scripts that are generated for this service.

File name:|ipforward.sh ﬂJ@
™ Copy this source file: E

# Use text below for file contents: E@

#!/bin/sh =

# auto-generated by IPForward service (utility.py)
/sbin/sysctl -w net.ipv4.conf.all.forwarding=1
/shin/sysctl -w net.ipv6.conf.all.forwarding=1
/sbin/sysctl -w net.ipv4.conf.all.send redirects=0
/sbin/sysctl -w net.ipv4.conf.all.rp_filter=0
/sbin/sysctl -w net.ipv4.conf.default.rp_filter=8
/sbin/sysctl -w net.ipv4.conf.eth0.forwarding=1
/sbin/sysctl -w net.ipv4.conf.eth®.send redirects=8
/sbin/sysctl -w net.ipv4.conf.eth@.rp filter=0
/sbin/sysctl -w net.ipv4.conf.ethl.forwarding=1
/sbin/sysctl -w net.ipv4.conf.ethl.send_redirects=8
/sbin/sysctl -w net.ipv4.conf.ethl.rp_filter=e

W only store values that have changed from their defaults
‘ Defaults ‘ Copy... ‘ Cancel ‘

Details of the IPForward service configuration
On the simulated router, after it is running in the simulation, you can verify the IP Forwarding parameter

values with the following command?:
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root@rl:~# sysctl -a | grep forwarding

Run the simulation

Start the simulation by clicking on the green start the session icon in the CORE toolbar or use the menu
command:

Session — Start

CORE (60195 on T400) IPv6-addresses.imn - + X

Eile Edit Canvas View Tools Widgets Session Help
()]
2 rl
Subnet 1 Subnet 2
s
—] 2001:DB8:0:1::/64 ﬁ 2001:DB8:0:2::/64
W sl N
L]
12 sl
a
2 7 =5
hi h2
|.>S Canvasl / H I |
Network topology instantiated in 0 seconds (7 node‘znnm 100% |CPU 6% (6/6) ‘ 6688M freem

CORE simulation starting up
Configure the simulated IPv6 router
Double-click on the router rl in the canvas. This will open a terminal window on r1.
The radvd.conf configuration file
First we create the configuration file. On this simulated Linux router, the radvd service expects the
configuration file is /etc/radvd/radvd.conf.
root@rl:~# vi /etc/radvd/radvd.conf
Enter the following text to configure the prefixes we have chosen to use on each link. These are the same
prefixes we used in Part 1 of this series.

interface ethO

{

AdvSendAdvert on;

prefix 2001:db8:0:1::/64 { };
¥

interface ethl

{

AdvSendAdvert on;

prefix 2001:db8:0:2::/64 { };
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b

There are other radvd configurations that can be entered in this file but we’ll just keep it simple for now.
Unless they are explicitly configured, all other radvd parameters use their default values.

Start radvd

Now, start the radvd service®. Right-click on the router r1 and select the following menu command from

the contextual menu:

Subnetl =g ' Subnet2
2001:DB8:0:1:/64 = Configure :0:2::/64
-1 Select adjacent
“~ Hide

Shell window

Services IPForward
Tcpdump
TShark

Wireshark

View log...

il

radvd I start &
stop
restart

validate

h3 ha

Start radvd service on rl

This starts the radvd daemon. You can verify this by checking the processes running on r1 with the ps -

ef command:

root@rl:~# ps -ef

uUID PID PPID CSTIMETTY TIME CMD

root 1 0023387 00:00:00 /usr/local/sbin/vnoded -v -c /tm

root 52 1 023:38? 00:00:00 /usr/lib/quagga/zebra -u root -g

root 126 1 023:57 pts/7 00:00:00 /bin/bash

root 191 1 023:587? 00:00:00 radvd -C /etc/radvd/radvd.conf -

root 193 1 023:587? 00:00:00 radvd -C /etc/radvd/radvd.conf -

root 195 126 023:58 pts/7 00:00:00 ps -ef

root@rl:~#

If radvd does not start, it is probably due to a syntax error in the configuration file.
Check IP assigned addresses

After starting radvd, we should see that the hosts have automatically configured IPv6 addresses using the

prefixes we configured on the router.

Maharashtra State Board of Technical Education 126


https://www.brianlinkletter.com/ipv6-addressing-simulator-part-2/#fn4-2221

Computer Network (22417)

We can verify this using the CORE Network Emulator’s Observer Widget tool or by entering the ip -6
addr show command on each simulated node’s terminal window. For example, on host h1, we see the
link-local address with the link-local prefix fe80::/64 and a global unique address using the prefix

advertised by the router 2001:db8:0:1::/64 :

root@hl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
50: eth0: mtu 1500 glen 1000
inet6 2001:db8:0:1:200:ff.feaa:1/64 scope global dynamic
valid_Ift 86400sec preferred_Ift 14400sec
inet6 fe80::200:ff:feaa:1/64 scope link
valid_Ift forever preferred_Ift forever
root@hl:~#
Checking the r1, we see that only the IPv6 link-local address is assigned, as expected. We need to
manually assign IP addresses on routers.
root@rl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
48: eth0: mtu 1500 glen 1000
inet6 fe80::200:ff:feaa:0/64 scope link
valid_Ift forever preferred_Ift forever
54: ethl: mtu 1500 glen 1000
inet6 fe80::200:ff:feaa:3/64 scope link
valid_Ift forever preferred_Ift forever
root@rl:~#
Router interface IP addresses
Stateless Address Auto-configuration will not assign an interface ID to the router’s interfaces — neither
to the router’s own interfaces nor to interfaces on another router connected to the same IPv6 link. We

need to assign IPv6 addresses on the router interfaces with the following commands:
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root@hl:~# ip -6 addr add 2001:DB8:0:1::1/64 dev ethO
root@hl:~# ip -6 addr add 2001:DB8:0:2::1/64 dev ethl

We can verify the addresses are assigned using the ip -6 addr show command.

root@rl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
48: eth0: mtu 1500 glen 1000
inet6 2001:db8:0:1::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:0/64 scope link
valid_Ift forever preferred_Ift forever
54: ethl: mtu 1500 glen 1000
inet6 2001:db8:0:2::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:3/64 scope link
valid_Ift forever preferred_Ift forever
root@rl:~#
Network experiments
Now we can run some tests to see how stateless address auto-configuration and radvd works.

First, we will make a note of the IPv6 addresses assigned to each interface. Check the IPv6 addresses on

each node with the ip -6 addr show command and write them down. In this case, the IPv6 addresses on
each interface are listed in the table below:
Node name Interface MAC address IPv6 addresses

Router r1 ethO 00:00:00:2a:00:00 fe80::200:ff:feaa:0/64
2001:DB8:0:1::1/64

ethl 00:00:00:aa:00:03 fe80::200:ff:feaa:3/64
2001:DB8:0:2::1/64

Host hl ethO 00:00:00:2a:00:01 fe80::200:ff:feaa:1/64
2001:DB8:0:1:200:ff:feaa:1/64
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Host h2 ethO 00:00:00:2a:00:02 fe80::200:ff:feaa:2/64
2001:DB8:0:1:200:ff:feaa:2/64

Host h3 eth0 00:00:00:aa:00:04 fe80::200:ff:feaa:4/64
2001:DB8:0:2:200:ff:feaa:4/64

Host h4 ethO 00:00:00:aa:00:05 fe80::200:ff:feaa:5/64
2001:DB8:0:2:200:ff:feaa:5/64

Communication tests

Now, let’s verify that nodes can communicate with each other using the assigned IPv6 configurations.
We can test this using the pingé command.

For example, we ping from host h1l to host h4:

root@hl:~# ping6 2001:DB8:0:2:200:ff:feaa:5

PING 2001:DB8:0:2:200:ff:feaa:5(2001:db8:0:2:200:ff:feaa:5) 56 data bytes

64 bytes from 2001:db8:0:2:200:ff:feaa:5: icmp_seq=1 ttI=63 time=0.212 ms

64 bytes from 2001:db8:0:2:200:ff:feaa:5: icmp_seq=2 ttI=63 time=0.171 ms

64 bytes from 2001:db8:0:2:200:ff:feaa:5: icmp_seq=3 ttI=63 time=0.170 ms

64 bytes from 2001:db8:0:2:200:ff:feaa:5: icmp_seq=4 ttI=63 time=0.169 ms

e

--- 2001:DB8:0:2:200:ff:feaa:5 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms

rtt min/avg/max/mdev = 0.169/0.180/0.212/0.022 ms

root@hl:~#

Inspect configuration information

Now, let’s have a look at the information on the hosts’ interfaces. Here we see the configurations
that radvd makes on the host.

For example, a default address is automatically configured using information provided to the host about
the router running radvd. We can see this by entering the command:

root@hl:~# ip -6 route show

2001:db8:0:1::/64 dev ethO proto kernel metric 256 expires 86205sec

fe80::/64 dev ethO proto kernel metric 256

default via fe80::200:ff:feaa:0 dev ethO proto ra metric 1024 expires 1605sec

root@hl:~#
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Here we see the default route is via the address fe80::200:ff:feaa:0 , which is the link-local address of

router r1. We also see some other information about the route.
Next, we look at the IPv6 addresses configured on the hosts, such as h1:
root@hl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
50: eth0: mtu 1500 glen 1000
inet6 2001:db8:0:1:200:ff:feaa:1/64 scope global dynamic
valid_Ift 85979sec preferred_Ift 13979sec
inet6 fe80::200:ff:feaa:1/64 scope link
valid_Ift forever preferred_Ift forever
root@hl:~#
Compare these address configurations to the static addresses configured on the router. We see that the
automatically-configured addresses on the hosts have a expiration timers set (valid for 85,979 more
seconds and preferred for 13,797 more seconds, in the example above) but the manually configured static
IPv6 addresses have no expiration time set (they will remain valid “forever”):
root@rl:~# ip -6 addr show
1: lo: mtu 65536
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
48: eth0: mtu 1500 glen 1000
inet6 2001:db8:0:1::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:0/64 scope link
valid_Ift forever preferred_Ift forever
54: ethl: mtu 1500 glen 1000
inet6 2001:db8:0:2::1/64 scope global
valid_Ift forever preferred_Ift forever
inet6 fe80::200:ff:feaa:3/64 scope link
valid_Ift forever preferred_Ift forever
root@rl:~#
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Stop the radvd service on the router rl (use the CORE contextual menu command). We should see that
the timers of the automatically-configure IPv6 addresses on the hosts now keep counting down to zero (if
we wanted to wait that long), because they no longer periodically receive Router Advertisement messages
with new timer information.

Inspect the auto-configuration protocol messages

Start Wireshark on router rl interface ethO.

Start the radvd service again.

Look at the Router Advertisement messages sent from the router to the hosts. You can see the default

parameters used by radvd in each message.

b Capturing from n1.eth0.18 [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)] - + X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©)©) 4 w1 & Xe Qe»>»39+s¢ HE 9o ulF @Y -

Filter:|!{eth.addr==Qa:2d:db:32:fa:54} |v |E>cpression... Clear Apply Save

No. Time Source Destination Protocol Length Info
73 116.2550740¢ feB0::200:ff:feaa:0 ffe2::1 ICMPv6 110 Router Advertisement
83 117.5602310¢ fe80::200:ff:feaa:0 ff02::1 ICMPv6 110 Router Advertisement
96 130.7309120¢ feB0::200:ff:feaa:0 ffe2::1 ICMPv6 110 Router Advertisement |
99 146.7374280¢ feB0::200:ff:feaa:0 ff02::1 ICMPv6 110 Router Advertisement
101 162.7473440¢ fe80::200:ff:feaa:0 ffe2::1 ICMPv6 110 Router Advertisement

178.7539460¢ fe80:: :ff:feaa:0 s 1160 Router Advertisement |B

Cur hop limit: 64
- Flags: 6x08
Managed address configuration: Not set
Other configuration: Not set
Home Agent: Not set
Prf (Default Router Preference): Medium (8)
Proxy: Not set
500D o Reserved: 8
Router lifetime (s): 1800
Reachable time (ms): ©
Retrans timer (ms): @
- ICMPv6 Option (Prefix information : 2001:db8:0:1::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64

~ Flag: Oxce
1... .... = On-link flag(L): Set
N1 = Autonomous address-configuration flag(A): Set
..8. .... = Router address flag(R): Not set
...0 0080 = Reserved: @

Valid Lifetime: 86400
Preferred Lifetime: 14400
Reserved
Prefix: 2001:db8:0:1:: (2001:db8:0:1::)
= ICMPv6 Option (Source link-layer address : 00:00:00:aa:00:00)
Type: Source link-layer address (1)
Length: 1 (8 bytes)

() ﬂ Frame (frame), 110 bytes Packets: 104 - Displayed: 12 ... Profile: Default 4

Wireshark capture of Router rl interface<em?ethO<em="" style="overflow-wrap: break-

word;"></em?eth0<>
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As a last test, add new prefixes to the radvd.conf file. Restart the radvd service. Look at the Wireshark
capture to see the new messages. Also, check the IPv6 address configuration on the hosts to see the new
addresses added to each host’s interface ethO.

Configuring a real Linux router

For reference, | will describe below how to configure radvd on a real Linux router, where we are using a
normal filesystem. Previously, we showed some modified procedure when working with a simulated
router but we should also know the actual procedures we would use on a real router.

We will cover only the configurations that would configure a router the same way we configured our
simulated router, above. We omit other real-world configuration scenarios, for now.

On a Linux router, we create the radvd configuration file and then start the radvd daemon using

the service initialization scripts. Then we permanently configure the router’s interface addresses by

updating the interfaces configuration file.

The radvd.conf configuration file

On a real Linux router we would first we create the radvd.conf configuration file. Check your
documentation to see where the configuration file is located®. In an Ubuntu filesystem, radvd expects the
configuration file is /etc/radvd.contf.

$ sudo vi /etc/radvd.conf

We would configure the prefixes we have chosen to use on each link. For example:

interface ethO

{

AdvSendAdvert on;

prefix 2001:db8:0:1::/64 { };

b

interface ethl

{

AdvSendAdvert on;

prefix 2001:db8:0:2::/64 { };

o

Next, we would ensure that the file permissions are correct. Radvd will not start unless the configuration
file has secure permissions so that no other users can write to the file.

&sudochmod 644 /etc/radvd.conf

$ Is -l /etc/radvd.conf

-rw-r--r-- 1 root root 642 Apr 26 22:57 /etc/radvd.conf
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Start radvd
Now, we would start the radvd service.
$ sudo service radvd start
Then, we would permanently configure radvd to start when the system starts or reboots:
$ sudo update-rc.dradvd defaults
$ sudo update-rc.dradvd enable
Router interface IP addresses
We would assign the router’s interface IPv6 addresses. On a normal router, we would permanently
configure these interfaces by adding information to the file /etc/network/interfaces. For example:
$ sudo vi /etc/network/interfaces
Then add interface configurations, such as:
iface ethO inet6 static
address 2001:db8:0:1::1
netmask 64
iface ethl inet6 static
address 2001:db8:0:2::1
netmask 64
Then we would restart the networking service. NOTE: we assume the Linux router is based on a minimal
system and that there is no other software managing networking, such as the Ubuntu Network Manager.
$ sudo service networking restart
Or,
$ sudo /etc/init.d/networking restart
XI. Precaution
1. Handle Computer System and peripherals with care
2. Follow Safety Practices

XI1. Resources Used

Sr.| Name of Resource Specification

No

1. | Computer / Networked Computers | i3 processor, 2 GB RAM,
HDD 250GB

2. | Switch (min. 8 ports) 8 ports

3. | Any other Resources
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XIIl. Result

XIV. Practical Related Questions
1. How IPv6 Environment is created
XV. Exercise
Student should implement IPv6 environment using simulator

(Space for Answer)

References/ Suggestions for further Reading

https://getipv6.info/display/IPv6/Educating+Y ourself+about+I1Pv6

http://www.brianlinkletter.com/tag/core/
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XVI. Assessment Scheme

Performance indicator Weightage
Process Related(35 Marks) 75%

1. Completion of given task 25%

2. Correctness of given task 50%
Product Related(15 Marks) 25%

3. Answer to sample Question | 15%

4. Submit Report in Time 10%
Total(50 Marks) 100%

« List of Students/Team Members

Marks Obtained

Dated Signature of Teacher

Process Related(35) | Product Related (15)

Total(50)
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